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Abstract—Additions were proposed to the method of organizing
the information security (IS) event management process of
companies. Unlike existing solutions, the algorithm of the "Event
handling" subprocess was detailed. This detailing is a complex,
which includes the IS event processing substage. In addition, the
proposed detailing of the "Event Handling" subprocess allows for
covering the entire life cycle of an IS event. The performed
research allows in practice to fill in potential gaps in information
when creating a company's ISMS. An additional advantage of the
proposed solution is the possibility of using this sub-process as an
independent one. The proposed approach makes it possible to
simplify the procedure for managing the information security of a
company as a whole, as well as potentially reduce the costs of its
construction for small companies and enterprises. Also, this sub-
process can be considered as an independent information security
management process, for example, for a company's CIS. The
proposed solutions and additions, in contrast to similar studies, are
characterized by invariance with respect to the methods of
implementing the company's IS infrastructure solutions, and in
particular its CIS. This ultimately allows, without changing the
methodological tools, to scale this approach and adapt it to the
ISMS of various companies.
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I. INTRODUCTION

INCE the advent of first information systems (IS), and then

corporate IS, the problem of information security (IS) in
them has not lost its relevance. This is evidenced by the large-
scale cyberattacks that swept across Ukraine and the world over
the past year [1, 2]. The experience accumulated in the field of
information security (IS), as well as new requirements for
building an information security policy (ISP) of companies,
made it possible to develop fairly effective recommendations
for building an information security management system
(ISMS). Moreover, today the ISMS integrates separate, often
disparate measures aimed at ensuring the company's data
protection and information security.

The central process in the ISMS of companies is the process
of "Event Management" (or Event Management - EM). Only a
competent organization of this process can ensure the proper
level of the entire sequence of stages for the effective
functioning of the company's ISMS. We are talking about the
sequence of work: 1) Planning (Plan); 2) Implementation (Do);
3) Check (Check); Action (Act) [3, 4]. This chain of measures
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to ensure the company's IS has proven its effectiveness for
preventive, reactive and/or retrospective measures in the
framework of protecting corporate information of both small
business entities and large companies.

Note that the solution of the problem related to the
organization of the EM process within the framework of the
company's ISMS is complex.

Depending on the scale of the company and the specifics of its
business processes, various business entities use their own sets
of ISMS processes and sub-processes. Also, as practice shows
[5], approaches to the hierarchy and integration of ISMS
processes and subprocesses also differ.

As Ukraine and its business entities integrate into the
globalized international market, Ukrainian companies use
ISO/IEC 2700x series standards as a methodological basis for
building an ISMS [5,6].

However, it was noted that in some cases such formation of a
company's ISMS based on ISO / IEC 2700x does not take into
account the features of EM in domestic companies. This
situation was a consequence of the fact that the international
practice of building an ISMS of companies primarily relies on
the Incident Management process. At the same time, many
specialists in the field of IS of companies believe that EM is a
less significant factor. Assuming that the priority in building an
effective ISMS is given exclusively to Incident Management,
one can lose sight of the following circumstance. The Incident
Management process alone cannot embody an effective
proactive approach within the delivery of IT services and the
company's ISMS. And, therefore, does not provide the highest
level of company's IS.

Limited attention to the implementation of the EM process in
companies is often the result of the lack of a standardized and
generally accepted methodology. Moreover, this methodology
should be adapted to the PIB of companies. The complexity of
solving this problem is primarily due to the volume and
laboriousness of the preparatory work that must be carried out
by the company's information security analysts. Moreover, the
larger the scale of the company, the more parameters must be
taken into account. The parameters taken into account may
relate to both the organizational and technical levels of the IS or
CIS of companies.

The foregoing determines the relevance of continuing research
in the direction of further improvement within the ISMS of
companies of ways to organize the EM process.
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II. LITERATURE REVIEW

Quite a lot of research has been devoted to the issues of
building an effective ISMS of a company. Note that some
authors [7-11] interpret such a term as "event" (Event)
differently in the context of ISMS. Such a "discrepancy" in itself
creates difficulties in the work of the company's information
security analysts. First of all, at the level of terminology.

In the analyzed works [7-11], the authors do not take into
account the fact that during the implementation of the processes
associated with the EM, initially the analyst or the IS auditor is
interested in the fact of recording an event. Such a record or
records may need to be captured in the data collection system of
the company's information security service. Additionally,
related events and states of the CIS are recorded, for example,
one can talk about increased load levels of processors (or cores)
of servers, atypical established network connections [12], etc.
The examples given are also events. However, most regulatory
documents on information security management [12- 15] do not
pay due attention to such events. According to the authors of
[13, 14], it is not necessary to narrow the definition of "event"
when it comes to ensuring the company's IS. According to some
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authors [17, 18, 19], the discrepancy between the concept of EM
can lead to actual duplication of events and activities. And this,
in turn, gives rise to inefficient use of the resources of the CIS
defense side. And, more importantly, it can lead to a situation
where important events in the context of information security
can be overlooked by the company's IS analyst [20, 21].

Within the framework of this study, the two most effective
options (the USA and Europe) for organizing the EM process
were analyzed. Namely, a detailed comparison was made
between the NIST SP 800-92 standard [22] and the ITIL
methodology [23].

In [22], Log Management issues are regulated. In this
document, the log (Log) is treated as a record corresponding to
a specific event in the system. A system is understood, for
example, as a CIS or a company network. For its purposes and
taking into account the context of interpretation, one can talk
about the description of the log as a description of the Event
Control.

In turn, [23] considers a set of ISMS processes. Including
touched upon issues of Event management.

Table 1 provides a detailed comparison of these documents
and practices, highlighting their strengths and weaknesses.

TABLE I
World practices for organizing the EM process in ISMS

Regulatory document Scope Advantages and Features Disadvantages

NIST SP 800-92 [22] US federal | Key benefits and features for: Inconsistency in the presentation
agencies Allocation of priority logs; of process aspects

setting policies and procedures for Log
Management;

creating and maintaining secure log
management infrastructures;

carrying out activities related to staff training;
monitoring the status of EM in relation to all
event sources;

event rotation monitoring;

archiving;

life cycle control (LC or (Event Life Cycle)) of
the log accounting system;

ensuring synchronization of events;

flexible configuration of log fixing procedures;
documentation and reporting.

ITIL Methodology [23] Any Key benefits and features for: The practical aspects of the
company or | Definition of key activities of the EM process; | implementation of modern IT
organization | event registration; infrastructures of companies are

event records. not taken into account. The
features of the CIS and the
context of event processing are
not taken into  account.
Especially within the LC.

Thus, the analysis of literature sources, including leading
world standards [22], methods [23], theoretical and practical
studies [7, 11, 16, 19] allows us to draw the following
conclusion.

These documents do not contain a structured description of the
EM process, which a priori includes the principles of continuous
improvement. Recall these principles are contained in the
sequence: 1) Planning (Plan); 2) Implementation (Do); 3) Check

(Check); Action (Act) [3, 4]. In addition, most of the considered
theoretical works did not take into account the most important
aspects of the implementation of modern IT infrastructures of
companies, the features of modern business processes, the
features of processing events that are implemented within their
life cycle.

Thus, it can be stated. It is necessary to form an integrated
approach to the organization of EM processes. This integrated
approach should take into account the interconnectedness of
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other management processes. In addition, it must be harmonized
with the ISO/IEC 2700x standards.

III. THE PURPOSE AND OBJECTIVES OF THE STUDY.

The purpose of this study is to formulate additions to the
method of organizing the information security (IS) event
management process and to comprehensively detail the
algorithm of the "Event Handling" subprocess

Tasks:

1) simplify the procedure for managing the company
information security as a whole and reduce the cost of
building it for small companies

2) supplement the adaptive IS monitoring scheme, which
includes procedures for processing and analyzing IS
events within their life cycle

3) scale this approach and adapt it to the ISMS of various
companies

IV. METHODS AND MODELS

Improving information security management processes
suggests the need to take into account the entire set of
management principles. These principles take into account the
features of the following objects [21, 22]:

1. "Information Security";
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2. "the need to prevent incidents";

3. "the need to mitigate incidents".

The traditional approach involves solving the problem of
increasing the company's IS level by increasing the cost of
ISMS. In most cases, this helps to reduce the level of risks
associated with the loss of information. This approach, from the
point of view of mathematical modeling of the company’s IS, is
based on the search and justification of the optimal values of
information loss risk indicators, as well as on the search for the
corresponding values of the minimum costs for building an
effective company information security system. If one proceed
from the assumption that the approach to building an ISMS
should be systematic, then in modern realities (changing the
landscape of cyber threats, increasing the complexity of cyber-
attack scenarios), the emphasis should be on the adaptability and
invariance of the methods for implementing the company's
infrastructure IS solutions. The introduction of IT into the IS
management processes, and, in particular, into the organization
of the IS Event Management processes of companies, helps to
prevent potential losses. Taking into account the previous works
[3, 4, 17, 18, 20, 24], within the framework of building the
company's ISMS, additions to the method of organizing the EM
process were proposed, see Fig. 1.

y

Determination of the information security (IS) policy of the company, taking into
account risks
Information security event management (for example, for a company's CIS)

v

Ensuring the company's information security infrastructure
Information security event management (for example, for a company's CIS)

v

Processing and analysis of information security events within their life cycle (for
example, for a company's CIS)

'

Controlling the Information Security Event Management infrastructure and Information
Security Event Management policies

v

Correction if necessary:
information security event management infrastructure;
IS Event Management policies.

Fig. 1. Scheme of the adaptive process of managing IS events of the company
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In contrast to existing practices, the proposed additions take
into account the fact that:

e in practice, not all events are recorded;

e not all of the events that have been registered are sent
for processing to SIEM (Security information and
event management) [10] or SIP [25] class systems,

e event handling can fire new events.

e The scheme of the EM adaptive process proposed in
Figure 1 allows, in our opinion, to take into account the
features associated with:

e defining the EM policy for the company's CIS;

e providing infrastructure solutions for Event
Management;

e event processing within their life cycle;

e control of infrastructure solutions for Event

Management;

e EM policy control;

e if necessary, with the correction of infrastructure
solutions for Event Management;

e if necessary, with EM policy adjustments.

Taking into account the fact that in the framework of this
study, one is primarily interested in the economic aspects of
organizing the management of the company's information
security policy, one will dwell in more detail on such a sub-
process of scheme 1 as "Processing and analysis of IS events
within their life cycle (for example, for the company's CIS) ". In
fig. 1 this sub-process is shown with light green shading.

Note that it is this sub-process, which is more detailed in
Figure 2, which ultimately allows, based on the analysis of IS
events, to minimize potential risks associated with possible
losses of information resources (IR) of the company. And,
consequently, it minimizes the potential economic damage
caused by non-compliance with the company's IS policy.

The block diagram shown in Figure 2 includes the following
main elements:

e  The actual occurrence of the event. Based on changing
or saving states that matter to IS. And besides, they can
have or already have an impact on the performance of

CIS infrastructure components (for example,
networks). May have or already have an impact on the
company's ISMS;

e Registration of events. At this stage, the corresponding
entries in the logs (for example, in log files, database
tables) are performed. At this stage, the registered
events are ready to be sent;

e Sending an event message. At this stage, the event is
transmitted to the "point", which acts as a centralized
processing point. These can be hardware-software
complexes of SIEM [10] or SIP [25] classes;

e Analysis of events. At this stage, metadata is extracted
from the event;
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e Event normalization. This stage corresponds to the
procedure for converting the corresponding event
fields into the most suitable representation for further
processing.

Let's dwell separately on event processing, which includes
such sub-stages as:

e Filtration. At this sub-stage, some parameters are
excluded from the events, for example, according to the
criterion of the importance of the event source. This
ultimately reduces the time and resources spent on
event processing;

e Aggregation. This sub-step corresponds to the
procedure for combining similar or virtually identical
events. A merged event can contain several separate
but similar events. This additionally helps to reduce the
time and resources spent on event processing;

e Correlation. This sub-step corresponds to finding
relationships between two or more events. Correlation
is based on special patterns based on rules and/or
statistical values, etc.

e  Saving the archive;

e Deleting events.

At the event processing sub-stage (in Fig. 2, this block is
shown with a blue fill), the IS analyst can use the appropriate
software, analyze the parameters that characterize the stability
of the CIS IS management. At the same time, one will assume
that the CIS can act as an object of a cybernetic attack. Below is
a fragment of the model that makes up the computational core
of the software designed to process IS events.

One will assume that the result of processing IS events can be
the determination (as a special case) of the indicator, which
characterizes a possible decrease in the functional efficiency of
the CIS as a result of the destructive actions of the attacking
side.

The following relation is true

(AEF,R.)—> min, 1)
0<g<1
where AEF — is a parameter that characterizes a possible
decrease in the functional efficiency of the CIS as a result of the
destructive actions of the attacking side;

R. — resource costs associated with building an effective

ISMS of the company (in particular, its CIS);
q — the probability of providing IS to the CIS (in particular,

its CIS).

Researches devoted to the search for optimal solutions to this
problem are the subject of many studies by various authors. At
the same time, various methods and models can be used to find
a solution, see Fig. 3. This issue is beyond the scope of this
study, so one does not dwell on it in detail.
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Yes

Occurrence of an IS

New IS event

~Not

l—Yes

The event is registered
on the source

' Yes

event

Can an event be registered?

lYes

Collecting/sending an
event from its source

v

Parsing an event

A

Event normalization

A

| | Event handling (filtering,

aggregation, correlation)

.

A

Event archiving

v

Deleting an event

Event
can
extract?

NO'[1

Handling an IS event
directly on the source

A

Archival storage of an
information security
event directly at the

source

A

Deleting an IS event
from the source

— 1

Fig. 2. Processing and analysis of IS events within their life cycle
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Mathematical methods used to process and
analyze information security events within

their life cycle

Case analysis of information
security

Functional analysis of information
security

Rule-based information security
analysis

IS object analysis

Static Methods

The main tasks of ensuring the
company's information security

Classification and clustering
methods

Input data structures for modeling

Individual Options

Information security risk
assessment

Correlation and regression
analysis

Time series

Detection of attacks and
anomalies

Artificial neural networks

"Raw" initial data

Information security
management

Signature Methods

Loaded graph

Methods based on rules and
patterns

Other

Methods based on self-similarity

Evolutionary Algorithms

Game theory based methods

Other

Fig. 3. Scheme of correspondence between the tasks of ensuring the company's IS, and mathematical methods for their solution

Researches devoted to the search for optimal solutions to this
problem are the subject of many studies by various authors. At
the same time, various methods and models can be used to find
a solution, see fig. 3. This issue is beyond the scope of this study,
so one does not dwell on it in detail.

The solutions and additions proposed in our study, in contrast
to similar studies by others by the author, for example, in [17,
18, 24, 26, 27, 28], are characterized by invariance with respect
to the methods of implementing the company's infrastructure IS
solutions. This statement is also true about the IS of CIS
companies. The proposed additions ultimately allow, without
changing the methodological tools, to scale this approach and
adapt it to the ISMS of various companies.

Further development of research in this direction can be work
related to the organization of IS event management processes.

These works precede the formation of a logical and integrated
ISMS of the company.

Synthesis of adaptive monitoring procedures, see fig. 4 [28]
and Management of company IS events in modern conditions is
a non-trivial task. This is not least dictated by the variety of IS
tasks and the dynamic features of protected objects. The
implementation of the systems theory methodology made it
possible to formulate the general principles of such adaptive
monitoring and IS event management:

e Hierarchical connectivity of IS events;
e Integrity;
e The similarity of IS events.

On fig. Figure 4 conceptually shows an extended scheme of
adaptive IS monitoring, including procedures for processing and
analyzing IS events within their life cycle.
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Collection and
processing  of Building a model for processing and analyzing information security events within their life cycle <
monitoring
data, including Y
processing and -
analysis ~ of '
information Object of Determination of available (observable) company |} -
fxflctﬁfg};heel\r]ﬁz protection —p information security parameters
cycle
Initial data for building Modeling
company ISMS IS object
-
Bank Bank ] )
methods algorithms Generalized IS The current IS object
object model model
Purpose For each task of providing information security of the
of company
informa . e N\
tion y ]t)effi?éntonk Actual tasks Definition Building the current
security [ 'ISUO LS Tasks ; Building a model of the IS
—b> (1110111((1}11131 the IS [L—— n;e:ggginfszli%ﬁ i’S generalized model ]" ) object (object of
oal) SR e nd analysis of the IS object protection)
of IS events within (r(z)btjeecctg(:)rf)
their life cycle) P
— \ ) \ ) \ /

—

Fig. 4. Extended scheme of adaptive IS monitoring, including procedures for processing and analyzing IS events within their life cycle

V. DISCUSSION OF THE RESULTS OF THE STUDY.

In the course of the process of algorithmization of procedures
related to the processing and analysis of IS events within their
life cycle, and following the principle of integrity, protected
objects (for example, corporate information systems) should be
analyzed from different angles. Such an analysis begins with
individual components of the object of protection and ends with
its analysis as a whole, including the analysis of the external
environment. The implementation of the principles of integrity
and similarity of IS events in the course of managing the
adaptive parameters of monitoring procedures and processing of
IS events within their life cycle consists in building mutual
mappings between IS tasks and the corresponding methods for
their solution. At the same time, the fundamental role is played
by the available data necessary to use the potential of a

particular method or model in the processes of processing and
analyzing IS events within their life cycle. Based on such
mappings, monitoring schemes can be optimized. With this
optimization, it is important to focus the attention of the IS
analyst on the hierarchical connectivity of IS events. Such
hierarchical connectivity makes it possible to obtain a bijective
display of the IS of the protected object, having the necessary
data for monitoring IS events. The proposed scheme for
adaptive IS monitoring, including the procedures for processing
and analyzing IS events within their life cycle, complies with
the principles of hierarchical connectivity, integrity, and
similarity of IS events

CONCLUSION

Additions to the method of organizing the IS event
management process for the company are proposed. Unlike
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existing solutions, the algorithm of the "Event processing" sub-
process is detailed. This detailing is complex. In addition, it
covers the life cycle of an IS event. The studies were performed
to make it possible in practice to fill in potential information
gaps when creating a company's IS management system. An
additional advantage of the proposed solution is the possibility
of using this sub-process as an independent one. This makes it
possible to simplify the procedure for managing the IS of a
company as a whole and reduce the costs of its construction for
small companies. Also, this sub-process can be considered as an
independent process of IS management, for example, for a
company's CIS.

The scheme of adaptive IS monitoring has been
supplemented, which includes procedures for processing and
analyzing IS events within their life cycle. The proposed scheme
complies with the principles of hierarchical connectivity,
integrity and similarity of IS events.

The proposed solutions and additions, in contrast to similar
studies, are characterized by invariance with respect to the
methods of implementing the company's IS infrastructure
solutions, and in particular its CIS. This ultimately allows,
without changing the methodological tools, to scale this
approach and adapt it to the ISMS of various companies.
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