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Abstract—The potential breach of access to confidential content
hosted in a university's Private Academic Cloud (PAC)
underscores the need for developing new protection methods. This
paper introduces a Threat Analyzer Software (TAS) and a
predictive algorithm rooted in both an operational model and
discrete threat recognition procedures (DTRPs). These tools aid in
identifying the functional layers that attackers could exploit to
embed malware in guest operating systems (OS) and the PAC
hypervisor. The solutions proposed herein play a crucial role in
ensuring countermeasures against malware introduction into the
PAC. Various hypervisor components are viewed as potential
threat sources to the PAC's information security (IS). Such threats
may manifest through the distribution of malware or the initiation
of processes that compromise the PAC's security. The
demonstrated counter-threat method, which is founded on the
operational model and discrete threat recognition procedures,
facilitates the use of mechanisms within the HIPV to quickly
identify cyber attacks on the PAC, especially those employing
"rootkit" technologies. This prompt identification empowers
defenders to take swift and appropriate actions to safeguard the
PAC.

Keywords—information security; private academic cloud; cyber
threats

I. INTRODUCTION

HE educational framework within higher education

institutions, such as large universities, is comprised of
various subsystems. Central to these subsystems is the unified
Information and Educational Environment (IEE) of the
university. The primary objective of the university's IEE is to
facilitate the learning process for students and to offer the
informational services that support this process. The era where
educational resources functioned autonomously is gradually
becoming obsolete. Such autonomous resources are now being
superseded by cloud technologies and computing. These
advancements are not only prevalent in education but also play
a pivotal role in inter-university scientific collaborations [1].
From an Information Security (IS) viewpoint, cloud computing
possesses distinct characteristics [2]. One notable aspect is
determined by the fact that clients, such as universities that
incorporate cloud technologies, do not have direct access to the
vendor's cloud infrastructure. As a consequence, these remote
cloud services remain outside the direct control of the client.
The virtualization of computing systems, combined with the use
of the Internet for accessing cloud technologies, broadens the
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scope of IS challenges at the physical and network tiers of the
university's Cloud-Oriented Learning Environment (COLE).
Concurrently, it becomes imperative to address issues
concerning adherence to consumer standards, particularly in
data storage.

A defining trait of the cloud computing environment within
universities is the dynamic interplay between subjects and
objects of information interaction. Developers of software and
hardware tools for information protection each have distinct
perspectives on the mechanisms of Information Security (IS)
provision. As a result, the information protection market
typically  showcases products targeting well-known
vulnerabilities. However, the development of advanced IS
mechanisms for the cloud computing environment in
educational settings isn't just about guarding against known
vulnerabilities. It also involves anticipating and preventing
novel, unrecognized attack methods (such as those employing
"rootkit" technologies). Moreover, there's a focus on
formulating new threat models and devising strategies to
prevent or counteract cyberattacks on information assets housed
within universities' private academic clouds.

All of the above predetermined the topic of our research.

II. LITERATURE REVIEW

For modern educational institutions, including universities,
ensuring Information Security (IS) has become a paramount
concern. However, the creation of a protection system goes
beyond merely designing information protection mechanisms.
It's a continuous and multi-faceted process, intertwined with the
perpetual exploration of new ways to bolster the IS of
universities, especially as emerging technologies like cloud
computing become integrated into the educational landscape.
This sustained focus on IS is necessitated by the escalating
number of cyber threats, which hold the potential to inflict
significant harm upon educational institutions.

In [2] and [3], the authors address the issue of effective
security management for cloud applications. However, their
focus leans towards a general perspective of cloud computing
IS, rather than diving into specific technical nuances of the
issue.

In [4], the overarching concepts of virtual private cloud
security are explored. The author delves into the fundamental
aspects of private cloud operations and underscores the
importance of private cloud IS frameworks.
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In [5], the discussion revolves around threats, challenges,
strategies, and solutions concerning cloud computing IS,
particularly in a corporate structure. The authors sift through
survey data, shedding light on cloud structure IS and examining
favored cloud computing architectural models from an IS
assurance standpoint.

In [6], [7], and [8], comprehensive studies on the IS of laaS
model components are presented. The authors pinpoint
vulnerabilities inherent to the IaaS model and advocate for
tailored countermeasures. Specifically, in [6], a security model
tailored for IaaS is introduced, aiming to streamline the IS
assessment process and enhance the security posture of the laaS
model.

In [9], a cloud-based static analysis system is presented,
designed to detect security vulnerabilities in PHP. The system,
as conceived by the authors, aids users in discerning elements
that influence source code vulnerabilities within cloud settings.

In [10], the authors are pioneers in highlighting IS challenges
within the cloud framework of educational institutions. They
accentuate the prevalent cloud security vulnerabilities in
educational settings and elucidate the methodologies employed
to navigate these intricacies.

In [11], the focus is on obstacles hindering cloud computing
adoption within universities and colleges in the Philippines. The
discussion, inter alia, touches upon facets of cloud computing
IS in an educational context.

In [12], a strategy to mitigate risk factors associated with
utilizing cloud computing in education is proposed. However,
the scope of this solution is restricted solely to enhancing login
security.

According to the authors of the study [13], the responsibility
of maintaining a high level of IS lies with the end users of the
cloud-based academic structure. However, the authors do not at
all address the issues of hidden threats in a private academic
cloud.

In [14], [15] the authors discuss the IS issues of academic
users of the cloud environment as well as the technical issues
that affect the IS of the academic cloud.

In [16], [17], [18], [20], [21], [22], [23] the authors consider
the tasks of countering cyber threats in the cloud environment.
The focus is on the operational identification of potential
vulnerabilities at the levels of access control processes to
applied information services of guest operating systems. The
tasks of control at the level of system calls of hypervisors are
also touched upon. As the authors' research has shown, the
complexity of solving these problems is related to the dynamism
of changing states of the cloud environment. This feature can be
used by attackers to organize attacks on hypervisor subsystems,
which are responsible for scheduling tasks in the cloud and
verification of commands for compliance with IS requirements.

Given the above, the task of countering cyber threats in the
cloud infrastructure of educational institutions and, in particular,
universities, is relevant. Our research is devoted to the solution
of this problem.

V. LAKHNO, ET AL.

III. THE PURPOSE AND OBJECTIVES OF THE STUDY.

The research aims to develop a cyber threat recognition

method for a university's private academic cloud.

Research objectives:

1) Development of an algorithm for the predicative
identification of cyber threats for a Private Academic
Cloud University based on the application of the basis of
operations model and discrete threat recognition
procedures (DTRP);

2) 2. Implementation and testing of the software "Threat
Analyzer".

IV. METHODS AND MODELS

During the research, taking into account the peculiarities of
the subject, were used: Boolean algebra and fuzzy set theory;
methods and means of simulation.

Let one examine the components of the hypervisor (hereafter
denoted as HIPV) as potential sources of cyber threats (CT)
during attacks by those who violate security policies (SP). These
attackers may then distribute, for instance, malware on the
virtualization servers of the university's Private Academic
Cloud (PACQ), as illustrated in Fig. 1.

Attackers can target the components of the HIPV, as depicted
in Figure 1. Such attacks involve sending deceptive processing
requests to the HIPV's software modules, leveraging
undocumented features of system and application software. This
type of software is typically found on virtualization servers. The
execution logic of all such programs is monitored from a
potential denial-of-service perspective. This oversight heightens
the risk of concealed threats to the PAC. Furthermore, these
threats compromise not just the functional capabilities, but also
the overall Information Security (IS) of the university's PAC.

Covert threats can result in potential disruptions to the PAC's
operations. For instance, these threats might manifest through
the actions of malware. At the guest OS level, there isn't any
protection against such threats. In the context of our study,
realizing these covert threats means harnessing mechanisms to
synthesize and alter the context for implementing flows within
the PAC. Through these flows, data can be transferred from
entities with a high level of Information Security (IS) to those
with a lower IS level, circumventing established rules.
Consequently, the health and security assessment metrics of the
HIPV can be compromised. The primary functions of the
hypervisor include isolating different operating systems from
one another and managing VM and guest OS resources. In the

HIPV, as in any OS, several entities are created - EUM " .
By entity (EUM ") we mean - (Sub, O) with different level of
IS. The operation of entity spawning Creale(Sub,», Om)—> Sub].

is commonly referred to as spawning with the control that the
object has not been changed.
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Fig. 1. Scheme of deployment of virtual workplaces in the University's COLE

This is true for any point in time ¢ > fy- That is, at this moment
the operation Create is activated. Creation of objects of the type
Sub; will be possible only if the source object is identical with

respect to the moment f,,. That is, the following relation is true:

0,l=0,l[t,1 (1)

where O, Sub— objects and subjects of access respectively.

In the case of using PAC as an element of the university
COLE, objects and subjects can change roles. Therefore, in
order to counteract the hidden threats in the university COLE, it
is necessary that at the moment ¢, there are only flows from any

Sub to any O, that do not contradict the correctness

conditions. This statement is true for PAC, in which there are
generation rules with invariance Sup control O . For example,
a security monitor must implement special mechanisms to
identify the context of the monitored streams. This is true for
both subject and object access in a PAC. And both Sup
(initializing access) must use only permitted access
mechanisms.

To this end, it has been proposed to introduce a set that is
suitable for creating both access objects ( O ) and when spawned
O as the following tuple [15]:

<s, Ord,Con 71ype>, (2)

where Con_type— is the type of context of the monitored

data flows in the PAC; s — the increase or decrease of privileges
for PAC users; Ord — the type of process.
The creation of a new access subject Sub; is possible only if:

Om [t] = Om [to]’

where j,m— are the numbers of objects in the presented
specification of the PAC.

Monitoring is implemented in relation to operations that
generate new objects. If necessary, e.g., when scaling up the
PAC, we extend the monitoring to detect disguised cyber threats
to the PAC or to the COLE as a whole. By the predicative
function of identifying disguised (or hidden threats), we mean
the representation of the eight-level model of operations shown
in Fig. 2. Operations are considered with respect to a set of
possible states in accordance with [15], [16]. The scale of states
is adopted as follows: dangerous, safe and uncertain. In this
case, the masked threat model is described in the form of the
following tuple:

M= <Sourses, Servises, Devices, proc, Actions, hv,vm, Sec _ Roles), 3)

where Sourses— access subjects or processes, threat sources;
Servises— a set of SP rule templates. Adopted rules that are
commonly used by traditional information protection systems;
Devices — devices that can be installed on the virtualization
servers of a PAC. Meaning devices that are used by VM guest
OSes; proc— a set of impact subjects. Such subjects include
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hypervisor malware, virtualization tools, etc.); Actions—
(actions) execution of operations by the subject. Only those
operations that pose a threat to the access subject are considered;
hv— the interaction environment of the processes of a set of

VMs in the HyperV; vm— a set of VMs; Sec Roles —

procedures for multilevel role-based SP of the PAC.

In the framework of the proposed approach, the threat model
for the PAC is considered as a system of interaction of HIPVs,
see Fig. 2. It is assumed that there are eight levels of hierarchy:
S1- application levels; S2 — guest OS kernel levels; $3—
interrupt handler levels; §4 — HIPV memory manager levels;
S5 — HIPV I/O subsystem levels; S6— HIPV task scheduler
levels; §7 — HIPV hardware managers; S8 — HIPV executive
region levels of processors or processor cores. The levels
S1— S5 are where traditional information protection systems
operate. These information protection systems use SP template
sets to control access to the PAC. At the S6 - S7 malware
levels, disguised threats are realized, which are discussed in
[16], [17], [18]. The level S8 monitors the execution of VM
operations taking into account the SP requirements [15], [17].

On the basis of the methods of combinatorial analysis in
relation to possible transitions (if events from the set E ) occur,
it should be proved that if the number of levels of the hierarchy
is equal to eight, the reflections correspond to the expression
S;xE; =S, If the number of levels is less than eight, the

reflections are not isomorphic. Each transition will correspond
to a collection of initialized predicates. The number of all
possible substitutions of predicates into the function for

evaluating the admissible states of the PAC will be n!

The block diagram for the predicate process identification
method for defense against disguised cyber threats in a PAC, is
shown in Figure 3.

In the proposed solution, the HIPV components in a PAC are
described as a finite automaton:

Mod,=(E;,R,, Start,Pt;, F;, P,,V;),

1

2

Representation of Masked Threat in the Form of Predicate
Function

Based on the transaction model, creating a transaction
multigraph in the PAC

Context of Query Execution

<s, Ord,Con _ type>

is Represented as a Set of Labels {m} to Build a Transaction
Multigraph in the PAC

V. LAKHNO, ET AL.

where Mod,;— is the set of components of the environment of
interactions of VM processes; F; — the transition function of
HIPV between states under external influences V,; Pr.— the
privilege levels in a state R.; P — the state admissibility

functions. Or a tuple of predicates (s,0rd,Con_type) -

Rl Application Layer (Mod 1) 1/O Subsystem (Mod 5) RS
pl.ql p5. 45
R2 Guest Level OS (Mod 2) Task Scheduler (Mod 6) R6
p2,q2 p6 g6
R7
Hardware Manager
R3 : g
Interrupt Handling (Mod 3) (Mod 7)
p3.q3 p7.q7
Processor Executing Code
R4 R8
Memory Manager (Mod 4) (Mod 8)
p4, g4

Fig. 2. A flowchart describing the interaction of VM processes in a private
academic cloud HIPV

Predicates must meet the

following  conditions:
s=0 if Max(Prl-,Prj)—

increase  privilege  level;
s=1 if Min(Pri, Pr; )— decrease privilege level, Ord =0~

Con_type=1-
applications; Con _type = —1— read/write operations for VM

parent process; read/write operations for

guest OS; Con _type=0— transaction pending.

The start of the algorithm corresponds to the startup of the
VM. This is followed by a list of VM user requests, which are
represented by a certain set of operations.

Analysis of correctness of command completion, formulation
of SP rules in the form of sequence of operations processing
and restrictions on privilege escalation of processes at all levels
of the model, operations

Fig. 3. Block diagram for the predicate process identification method for defense against disguised cyber threats in PAC
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Fig. 4. Block diagram of the algorithm for identifying threats to the university's COLE

The procedure for searching for masked threats corresponds
to a cyclic algorithm. In this algorithm, we analyze query lists,
based on the value P, =true - state estimation function.

Table T shows an example fragment of the matrix for the
knowledge base (KB) generated as a result of the algorithm
presented in Figure 3. The use of fuzzy variables allowed a
broader description of the characteristics of potentially
dangerous cyber threats to the PAC. Such work, in the end,
contributes to the solution of the problem of constructing the
decisive rules that determine the state of PAC in the case of
detection of cyber threats.

In Tables I and I, the following notations are adopted: EUM "
- set of entities within the set of PAC nodes ym"; Sub - set of
PAC subjects; RDN - set of edges of the PAC state graph S,
(SESG), including those corresponding to users' access rights to
EUM"; ADN - PAC SESG, which correspond to the rights of
access to EUM™; MIF - PAC SESG, which correspond to
information flows between EUM" (um' —c EUM"); IR -
hierarchy function EUM " .

For each of the relations of the inference tree, fuzzy KBs are
constructed, which represent a set of fuzzy "if-then" rules. These
rules define the relationship between the incoming and outgoing
variables in the evaluation of PAC IS. A rule is activated if the
truth of its condition is greater than zero.

The method of composing a decisive rule gov(p,,;) for
determining the state of systems S, in case of a threat to IS,
based on the procedure of analyzing the criticality of individual
elements of the information system, and PAC in particular, was
described in more detail in [19]. Table 1 shows a fragment of
the KB formed for recognizing cyber threats to PAC.

This method includes the following main stages:

1) trusted users who have the right of access to the entities of
PAC (e.g., to information arrays - M, . ) are defined for each

node of PAC um" — EUM";

2)sets EUM", Sub and function IR do not change on all the

trajectories of the PACU state graph;
3) To gain access to an entity by an infringer Sub, of an

entity's ownership rights Sub , he usually needs to gain access
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not only to an entity EUM Z* . A write/read access right to some pro," ; entities eum, and pro."
entity eum, e EUM" is also required . This entity acts as an
interface or port of some process entity pro e Sub, which
performs the granting of access rights SDN, based on data

about EUM ™ ;

4) entities EUM; and eum, are associated with a subject

FRAGMENT OF THE KB FORMED FOR DETECTING CYBER THREATS TO PAC

V. LAKHNO, ET AL.

are usually hosted on a

single node of the PAC. Entities EUMZ* and EUMy* may be

hosted on different nodes of the PAC;

5) the decisive rule gov(x) describing the states of the PAC can

TABLE I

be represented in this form, see Table II.

Signs of threat (attack)

Informativeness of the

Terms for linguistic evaluation of

Set of possible variants of threat realization
(attacks) 4T = {ATI,...,ATq} ,

Set of algorithms (A4L) of threat recognition
for IS PAC

MC = {MC",..,MC"}

, and etc

Attributes to PAC feature value Universum the ¢u yeees ¢V states of the IS of
PAC
Multiple classes of cyber threats to PACs | A set of signs of threat
KL = { KL,,...KL, }, (attack) realization Based on
Multiple targets of an IS intruder within the class KL NIS
PA={PA,...,PA.}, Pax = and terms ¢ ...,
A set of numbers of cyber threats that an _ {p
intruder must implement in order to axls--» 1< 17
achieve a pa- ternal goal P axpg } . - Paxj
By, Z{bpal ""’bpau}’ =1
Multiple IS asset numbers
Nf’” _ {”lpal . nf‘”‘ } for PAC, Non-critical, critical
Multiple possible perpetrators or for threats
U={u,.,u,},
Wyl } [0’ N, identified, partially identified, not

Multiple recorded IS incidents for the PAC or identified, not identified
NIS = {nis,,...,nis; } 0,13,

> c.u.

or

fixed, not fixed, not fixed,
ete.

System Status (PAC) SIK = {S

K, s SIK, |

Methods of counteracting threats D33i = {Dwi ,,,.,Dm }
1 T

min.

Rule for the output tree IF(KL1 V..V KLn v S]K V..V SIK ) THEN D33i and
J m T

h; - N
50 )= [ At Q)]s p =TT =M e s (1) (). () - tonsingntions 1. .

¢v to their fuzzy terms; y; — IS PAC state {below critical, critical, above critical, high}; V — logical «OR», A —logical «<ANDp, as operations max and




CYBER THREATS TO THE PRIVATE ACADEMIC CLOUD

419

TABLE II
DECISIVE RULE FOR DETERMINING THE STATUS OF A PAC IN THE EVENT OF A CYBER THREAT DETECTION

Rule

The initial state of the system, Sp

The resulting state of the system, S}

SOV(P 4xi) =

(52D, EUM , € EUM ,eum, € pro.",

Sub,,,

» Sub, ,eum,;, write, / read, € RDN),

- X 1 7 7

EUM _, EUM. e Sub, or Sub, = Sub,,
eumny,, .

ey or (EUM ., Sub, ,write,, / read,,)
pro;

Suby, Sub,, pro) € EUM”, euny,

e MIF,KL,MC e AL(KL)

Sg =Sy, EUM" = EUM",

ADN = ADN', IR = IR,

MIF = MIF',RDN' = RDN'(Sub,
Suby), KL e (KL,,...KL)),

MC e AL

(KL € (KL, ...KL)))

The algorithm for identifying threats to the PAC (see Fig. 3)
and the decisive rule for determining the state of the PAC in the
event of a cyber threat has been implemented in the software
product (SP) "Threat Analyzer".

This program product was previously described in [19]. Some
results of its tests are shown in Table III.

V. EXPERIMENTAL STUDIES

Experimental studies of the method of detection of cyber
threats for PAC and the software "Threat Analyzer" were
conducted on the basis of private clouds of four major
universities - two in Ukraine and two in Kazakhstan.

When conducting experimental considered the possibility of
detecting malware - Rootkit:W232/HacDef, Rootkit:Rustock,
Rootkit Win32.Ntldrbot:Rustock.C. The effectiveness of the
software "Threat Analyzer" to detect these threats was
compared with the capabilities of two commercial systems. The
quantitative indicators of successful detections and errors of the
first and second type were evaluated. The results are shown in
Table III.

TABLE 11
COMPARISON OF THE RESULTS OF THREAT ANALYZER WITH SIMILAR
SOFTWARE
Software name Rootkit: Rootkit: Rootkit:
W232/HacDef  Rustock Win32.Ntldrbot
(Rustock.C)
ESET Internet Security + + +
Norton Internet Security + + +
Software n " )
«Threat Analyzer

Table III is labeled with the appropriate symbols: "+"
successful detection of a cyber threat to the PAC: "-" - detection
failure.

VI. DISCUSSION OF THE RESULTS

As indicated in Table 3, traditional methods of PAC control
are effective at the initial levels of the VM process interaction
model within the HIPV of the private academic cloud. A
comparative assessment of the threat identification system for
the PAC demonstrated the commendable efficacy of the
developed "Threat Analyzer" software. This software is capable
of detecting not just threats of the Rustock.C type.

The advantages of discrete threat recognition procedures
(DTRP) are: obtaining the classification function of the cyber
threat with the minimum level of classification error; the

possibility of using linear classifiers to work with nonlinear
data; the ability to work with heterogeneous complex structured
data; when changing the structure of the considered data (signs
of cyber threats) it is sufficient to replace only the decisive rule
gov(p,,;) Without replacing the DTRP algorithm itself.

Among the shortcomings of the research is the fact that so far
the experiments on threat detection have covered only a
relatively small range of threats characteristic of PACs. Work
will continue in this direction.
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CONCLUSION

It has been determined that within any university's Cloud-
Oriented Learning Environment (COLE), there exist interface
levels of interaction among various modules (or components) of
the cloud infrastructure. These interaction levels can enable the
exploitation of undocumented features, especially for attackers
aiming to target the university's Private Academic Cloud (PAC).

In this paper, a method for detecting cyber threats to the
private academic cloud based on discrete threat detection
procedures using the apparatus of logic functions and fuzzy sets
was improved. This improved the efficiency of cyber threat
detection in PAC. The solutions proposed in this thesis
ultimately contribute to a guaranteed countermeasure against
the introduction of malware in PAC.
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