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Arithmetic Using Compression on Elliptic Curves
in Huff’s Form and Its Applications

Robert Dryto, Tomasz Kijko and Michat Wrorski

Abstract—In this paper for elliptic curves provided by Huff’s
equation H,, : azx(y” — 1) = by(z®> — 1) and general Huff’s
equation G 7 : Z(ay® —1) = 7(bz* — 1) and degree 2 compres-
sion function f(x,y) = xy on these curves, herein we provide
formulas for doubling and differential addition after compression,
which for Huff’s curves are as efficient as Montgomery’s formulas
for Montgomery’s curves By® = x> + Az” + z. For these curves
we also provided point recovery formulas after compression,
which for a point P on these curves allows to compute [n]f(P)
after compression using the Montgomery ladder algorithm, and
then recover [n|P. Using formulas of Moody and Shumow for
computing odd degree isogenies on general Huff’s curves, we
have also provide formulas for computing odd degree isogenies
after compression for these curves. Moreover, it is shown herein
how to apply obtained formulas using compression to the ECM
algorithm.

Keywords—Huff’s curves, Isogeny-based cryptography, Com-
pression functions on elliptic curves

I. INTRODUCTION

OMPRESSION on elliptic curves is a standard approach,

for example, for the reduction of key sizes and protection
against side-channel attacks. The clear presentations of results
on x-coordinate compression, one can find, for example, in [1]
and [2]. In general, if E is an elliptic curve over a field K and
f: E — K is a degree 2 rational function such that f(P) =
f(=P) for all P € E, then f is called a degree 2 compression
function and we have induced from E the multiplication of
values f by integers provided by [k]f(P) = f([k]P) for k €
Z. As an example, on Weierstrass and Montgomery’s curves
f(x,y) = x is a compression function. In general for degree 2
compression function f : £ — K there exist rational functions
for doubling D(z) € K (x) and differential additions 4;, Ay €
K (z,y) such that

f(21P) = D(f(P)), (1)
fP+Q)f(Q-P) = A(f(P),f(Q), @
fP+Q)+f(Q@-P) = A(f(P),f(Q) O

for generic points P, € E. If one determines functions D
and A; or A, the Montgomery ladder algorithm allows to
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compute [k] f (P) using values of f. There also exists a rational
map B : E x K x K — E such that

for generic points P,(Q € F, which we call the point
recovery formula. This allows for P € [E computation
[k]f(P) using the Montgomery ladder algorithm, which also
gives [k + 1]f(P), and to recover point [k]P on E given
P, [k]f(P),[k+1]f(P) substituting @ = [k]P to the formula
.

Peter Montgomery [3] provided very efficient formulas
for doubling and differential addition using x-coordinates for
curves of the form By? = 3 + Ax? + x called Montgomery’s
curves. Formulas (1) and (2) or (3) were also given for other
standard models of elliptic curves: Weierstrass [4], Edwards
[5], [6], Hessian [7], Jacobi quartic [8], [9], twisted Hessian
and Huff’s [9] curves. Formulas for point recovery (4) were
given for Weierstrass [8], [10], Edwards [6], generalized and
twisted Hessian, Huff’s and Jacobi quartic [9] curves.

In this paper we consider Huff’s curves H, ; : az(y*—1) =
by(x? — 1) described by Joye, Tibouchi and Vergnaud in [11]
and general Huff’s curves G 7 Z(ay? —1) = y(bz? — 1) de-
scribed by Wu and Feng [12] over a field K of char(K) # 2.
Formulas similar to the Montgomery formulas for differential
addition were given in [13][Appendix B] for the extended
Huff’s model

EHqcq:y(l+ az?) = cx(1 4 dy?) 5)

with compression function f(x,y) = x, where differential
addition is of the form

f(P)? - f(@)°
1—a®f(P)?f(Q)*

Moreover, formulas for doubling and differential addition after
compression were also given for binary Huff’s curves [14].

In this paper for Huff’s curves and general Huff’s curves
over a field K of char(K) # 2 using compression function
f(x,y) = xy, we introduce new formulas for doubling and
differential addition, which for Huff’s curves are as efficient
as Montgomery’s formulas for the curves By? = 23+ Az +x
(note that in [9] we used compression function y/z on Huff’s
curves). These formulas and formulas for point recovery are
provided in Theorems 1 and 2. We provide a proof of Theorem
1, and Theorem 2 follows by carrying formulas for Huff’s
curves applying an isomorphism from a general Huff’s curve
to a suitable Huff’s curve.

fP+Q)f(P-Q)= (6)
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In Section III, we apply formulas of Moody and Shumow
[15] and provide in Corollaries 1 and 2 formulas for compres-
sion of odd degree isogenies for general Huff’s and Huff’s
curves.

In Section IV, we summarize the costs of computations of
presented formulas using compression.

Moreover, we present application of computed formulas for
obtaining efficient formulas for computation of general odd-
degree isogeny and applications to the ECM method.

Additional Magma codes, where the correctness of provided
formulas is checked, may be found on https://github.com/
Michal-Wronski/Huff-compression.git.

II. POINT COMPRESSION ON HUFF’S AND GENERAL
HUFF’S CURVES

In this section using compression function f(x,y) = xy, we
provide formulas for doubling, differential addition and point
recovery for Huff’s and general Huff’s curves. We assume that
K is a field with char(K) # 2.

A. Huff’s curves

Joye, Tibouchi and Vergnaud in [11] described the group
law and pairing computation on Huff’s elliptic curves. Huff’s
curve over K is provided by the equation

ax(y® — 1) = by(a® — 1), (7

where a? # b% and a,b # 0. The point O = (0,0) is the
neutral element, and the opposite point is given by —(x,y) =
(—z, —y). For two points P = (zp,yp) , Q = (2g,yg) on
H,p their sum P+ Q = (xg,yr) is provided by

{ZCR — (wP+wQ)(1+yPUQ)

Ha,b :

1+zpac (1-ypy
(ypty %(pﬂ?PzQ ®)

YR = (—zpzq)T+yrua)’

Before we provide a results on compression, note that if
f:+E — K is a degree 2 compression function on an elliptic
curve E, then the field extension K (f) C K(E) is of degree
2 and K (f) consists exactly of functions in K (E) which are
constant with respect to [—1] (i.e., functions g € K(F), such
that g o [—1] = g).

We provide the following formulas for Huff’s curves for
doubling, differential addition and point recovery after com-
pression.

Theorem 1. On Huff’s curves Hg , (7) the function f(x,y) =
xy is a degree 2 compression function. We have the following
formulas for doubling and differential addition:

— b
F(2P) = e Lo
revie-a = (J5a %)

We also have the following formulas for point recovery. For
generic points P = (xp,yp),Q = (zq,yq) on Hay if we are
given P, f(Q), f(P+ Q), then coordinates of Q) are provided
by
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) bf(Q)+a)(f(P+Q)—f(Q)+zpyp (f(QF(P+Q)-1))
rQ
an

f(=P)for P€ Hypand f: E — K
K (the algebraic

zo = f(Q) (wpf(P+Q)+zp)(bf(Q)+a)+(af(Q)+b)(xp f(P+Q)+yp)
YyQ =

Proof. Clearly f(P) =
is of degree 2, because for generic a@ €
closure of K) the system

Y=«
{MM—U:Mﬁ—n 12
has two solutions, since substituting in the second equation
ry=caandy = o /rwehave aa & —ax = bax—b%, hence
x satisfies the quadratic equation (ba +a)z? = aa? +ba.

Let » = zy. In the proof, we will use the formulas
which express 22 and %? as rational functions of r, which
exist because 22 and y? are constant with respect to [—1].
Substituting y = * to the equation of H,; we have

ax (7 - 1) = b (22— 1). (13)
Hence,
2% (br + a) = ar® + br, (14)
and (ar +b)
9 r(ar
=~ 7 15
. br+a (15
We have ) (b )
2 r ror +a
= =—-"7, 16
y 2 ar +b (16)

We first show the formula for doubling after compression.
From (8) for P = (x,y) € H,, the point [2]P has the
following coordinates

{17[2]13 =
Y21p

_ _2z(y’+1) 2y(z’+1)
T @A) T2+

2 (y>+1)
(z2+1)(1—-y2)”
2y(w +1)
(1—22)(y*+1)"

a7)

dzy
(I-22)(1-y?)"
as)

From (15) and (16) we have

—_ 4r —
f([Q]P) - (177‘(;::%;1)))(177“(:::;)) -

which yields formula (9).
From (8) we have

_ (zp+z9)(+tyryq) (yp+yq)(lt+zpzg)

FP+Q) = (5 0-vrue) (-erra) 0 Furva)
(zp+z)(yptyq)

T (Q-zpzg)(1-— yPyQ)’

f(P-Q)= (xp—20)(1-ypryq) (yp—ye)(l-zpzqQ)
( )(y(l ;P)wQ)(1+yPUQ) (I+zpzq)(l1-yryq)

_ _(zp—z9)(yrP—yo

T (tzprzq)(tyrye)”

(20)
Hence
(=% — 23) (¥p — v3)
(1 —a%ad)(1 - ypyd)
Let rp = f(P),rq = f(Q). From (15) and (16) we have

fP+Q)f(P-Q)= 1)


https://github.com/Michal-Wronski/Huff-compression.git
https://github.com/Michal-Wronski/Huff-compression.git

ARITHMETIC USING COMPRESSION ON ELLIPTIC CURVES IN HUFF’'S FORM AND ITS APPLICATIONS 195

fP+Q)f(P-Q) =

rplarp+b) rQlarg+b) rp(brp+a) rQbrg+ta)
brp+a bT‘Q +a arp+b a7'Q+b

B (1— rp(brp+a) TQ“’TQ“)) '
arp b arg+b)
(22)
Simplifying and factoring the last ezxpression (for example
using Magma), we obtain ( T:;T’l) , which is (10).

To obtain point recovery formula (11) assume that we
are given P = (zp,yp), f(Q) and f(P + Q). Let rg =
f(Q),rr = f(P+ Q). Substituting yo = rg/xq to the right
hand side of (20) we have

(zp +20)(yp + 12)

rplarp+b) ’"Q(‘”QH’)) (1_
brp—+a bTQ+a

TR = o (23)
(1 —zpzg)(1 —yrzd)
Multiplying by the denominator and x¢ we have
rrR(TQ —yprq — OJPJ% +TprQYPTQ) (24)

=xpxQyp +xprq + :EZQyp +rorq-

We can now compute from this equation xg and substitute
(15) for xé, and we have

yprQTR+$P7'Q+$2Q (zprr+yp)
TRTTPYPTQTR—TPYP—TQ

ro(arg+b)
762er(£0 (xprr+yp)

:IZQ =
YpPrQrr+rpPrQ+

(25)

rr—rQ+zpyp(rorr—1)

Multiplying the numerator and denominator by brg + a we
obtain (11).

O

In projective coordinates formulas (9) and (10) can be
computed as efficiently as formulas [3] for Montgomery curves

By? = 2® + Az? + z. (26)

Let f(P) = (Xf(p) : Zf(p)) for P € H, . Then

{Xf<[2]P) = 4Xf<P>Zf<P>((X2f<P> —Zs(p))? +2AXf(P)Zf(P))7
Zyqap) = Xgppy + Zpp))*(Xppy = Z5(p)"

27
where A = ¢ + g + 2 and 4X;pyZysp) can be computed
as 4X 5 Zppy = (Xpp) + Zpp)* = (Xpy) = Zpm))*.
The cost of these formulas is equal to 3M + 2S5 + ¢, where
M, S, c are costs of multiplication, squaring and multiplication
by a constant in K, respectively. Cost ¢ can be made small,
if coefficients a, b are chosen such that A is small. Moreover,
computing 4X;(p) Zy(py = (Xy(p) + Zp(p)* = (Xpp) —
Zs(py)? for B = A/4, we obtain

Xy21p) = 4X 52y Z5p) (X p(py = Z5(p))* + BAX (P 24 (P)))
(28)
and in this way doubling requires 20 + 2.5 + c. Similarly, the
differential addition in projective representation is provided by

XpprQ) = Zpr-@) <(Xf(P) —Z5p) Xy + Z5@)

~(Xsp) + Z5p)(Xs(@) — Zf(Q)))Q»
(29)

Zyrr@) = Xf(P-@) ((Xf(P) = Zy ) (Xp@) + Zs@)
2
T( Xy + Z5p) Xy — Zf(@>)) ;

and has cost 4M + 285.

B. General Huff’s curves

In [12] Wu and Feng introduced general Huff’s curves.
General Huff’s curves are provided by the equation
Gap @ T(ay* —1) =y(bz* - 1) (30)
where @ # b and @, b # 0. Similarly as for Huff’s curve the
point O = (0, 0) is the neutral element, and the opposite point
—(7,7) = (-7, —7). For two points P = (T3, Jp),
Q = (Tg,¥g) on Hyy their sum P + Q = (g Yg) is
provided by
T — (@p+7g) (@Wpygtl)
R (bzpTo+1)(1-aysyg)’
_ (T5+7g) (bzpT5+1)
R (1-bzprg)aypyg+l)’

€29

Lemma 1. Every Huff’s curve over a field K given by the
equation (7) is also a general Huff’s curve.

Proof. By the substitutions:

T=ar, y=by, a=qy5andb= 3 (32)

we can transform equation (7) into the following general
Huff’s curve equation

Gy @ @(ay® — 1) =gy(bz® - 1). (33)

If @ and b are squares in K we can transform the general
Huff’s curve with equation (33) into the Huff’s curve (7) by
substitutions

(34)
O
Theorem 2. On general Huff’s curves (30) with a degree 2

compression function f(Z,7) = Ty, we have the following
formulas for doubling and differential addition

af(P)(abf(P)’+(a+b)f(P)+1)

f([2]?) = (ng(ﬁyfl)? ’ (35)
_ _ 2
JP+QI(P-Q) = (a;;‘f;);{g?’l) . 69

We also have the following formulas for point recovery. For
generic points P = (Z1,7,),Q = (T2,7,) on G5, if we

are given P, f(Q), f(P + Q), then the coordinates of () are
provided by

OfF( Q)+ (f(P+Q)—f(Q)+T171(abf(Q)F(P+Q)—-1)

{Iz = F(@Q) (@1 F(P+Q)+7 ) BF( @)+ D) +@f(@)+1) (b= fF(P+Q)+¥1)
£(

(37

Proof. Formula (35) can be mechanically obtained from (9)
by substitutions (32). Similarly we can derive the doubling
formula (36) from (10) and the point recovery formula (37)
from (11). O
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ITI. APPLICATIONS TO THE ISOGENY-BASED
CRYPTOGRAPHY

In general, if ¢ : E — FE; is an isogeny of elliptic curves,
and f : £ — K, f1 : F1 — K are degree 2 compression
functions, then there exists an induced rational function 1[) :
K — K, which we call compression of isogeny 1, such that
f1o1 = o f, because the function f;0¢ € K(F7) is constant
with respect to [—1], so it is of the form Yo f for some rational
function . In this section we present applications of formulas
obtained in the previous sections.

A. General Huff’s isogenies computation using compression
techniques

Moody and Shumow in [15] gave formulas on isogenies
for general Huff’s curves. Because to compute values of
f(x,y) at points of order 2 at infinity requires to take another
representation of compression function f : G;; — K, we
consider isogenies of odd degrees.

Let F = {(0,0), (auB ), (=@,
—(@i, 8;) = (—a,

—B;) :i=1...s}, where
—B,), is the kernel of an isogeny ¢ of

degree ¢, where ¢ = 25+ 1. Let A = [[;_,@; and B =
[1i=1 8:-
Theorem 3. ( [15], Theorem 5.) Define

TP+q ~YP+q

-5 - “Thig _
Q#(0,0)€F 0£0,0eF ¢
(38)
Then 1) is an (-isogeny with kernel from the curve G5 plo

the curve G_, e where @' = aeB and b = b A

Now we present how to compute isogeny f (/) using point
compression.

Corollary 1. Let R € Gg3 and let (Xpg) @ Zpg)
be projective representation of f @), where E is the point
defining kernel F of the isogeny 1. Let Ord(R) be the odd

number. Let’s note that f(¢(P)) is provided by

FEP)) o -
= jﬁH@#(0,0)GF fng '?FHQ;é(0,0)Gf ng>7
(39)
which is equal to
R— _ _ i 757 —
f((P)) = (xﬁyﬁ [Ig£0,0)cF %) “0)
_ g5} f(P+Q)f(P-Q)
= (f(P) gers “3E2)
where T is the set {(@;,3;) : i = 1...s}. Having

generator R of the kernel of the isogeny 9, provided by
projective compression (X FR) Z f@)), it is easy to obtain

other elements of the F-i_ using for example a ladder method.
Let J be the set of compressions in projective representation
ofF , 50 J ={(X Py Zf(Pi)) 29 =1...s}. The value
of (1) using point compression may be provided by

_ v X e K rcr o 7
f(¢(P)) = ( 2@ 7f(P+Q7;)7 F(P-Q;) f(Q ))
7@ [ ZymianZsr-an X @
(4D

R. DRYLO, T. KIJKO, M. WRONSKI

Having compression f(P) of point P, provided in projective
compression representation by (X (P Z f(ﬁ)) and the set J,
PTeatte) B Te )

@i X
z V25 F-q

P+Q
F(P+Q

one can compute using identities

. . S . . 2
Xirra) X709 = (Xf(ﬁzf@* f@Zf<F>) )

. . . . 2
Z Z Zf(F>Zf<6>) )

— (@X ;5 X
(42)

F(P+Q) 7 f(P-Q) @~

and therefore one can obtain f(1)(P)).

To find the coefficients @ and b of general Huff’s curve
G,, -+, one can use similar transformations as for formulas
(15) and (16) and obtain

=2 _ X (%@ 7))
2 N b
P 20X 3+ 2 ) (43)
7 = X (X2 @))
P Z ) (aX p 2 p))
Finally,
- s s (X (Km0t Z5m0) )
@ =aB =a [[ys ' =a' ]I (J(Pi) Y@ tirEy ) ’
i=1 " 21 \ 7, (@m0t 25 07,) )
o =4 0 P o S (X pmn(@X 5,0t E
"y At = 11 xﬁf A (J(P,)(:fum 7f<P,))
i=1 = \ 2y (X 5+ 7)) 44

B. Huff’s isogenies computation using compression techniques

In this subsection, it will be shown how to obtain formulas
for computation of isogeny on Huff’s curves using Theorem 3
and sequence of isomorphisms and isogenies between Huff’s
and general Huff’s curves.

Theorem 4. Let F = {(0,0), (o, 5i), (—as, —55) = i =
1...s}, where —(ay, 3;) = (—ay, —B;), be the kernel of an
isogeny . Let A =] _, a; and B = [[;_, Bi. Let’s define

$(P) = (2p(-1)* Tgrooer oria: )
yp(—1)* HQ;&(0,0)EF YP+Q -
Then 1) is a (-isogeny with kernel F, from the curve Hgp, to
the curve Hgs 1y, where o' = 45 = et and — Bbz =
i=17Q,;
b
Ilio, y?g,i

Proof. To prove the Theorem 4 we will use the following
composition 7 o v o £, where:

e ¢ is an isomorphism from Huff s curve Ha,b to general
Huff’s curve G, B where a = b2 , b= ; and where for
P = (x,y) the 1somorphlsm & using Lemma 1 has the
form P = {(P) = (az,by) = (7.7),

e 7 is an isogeny from general Huff’s curve
GE,E to general Huff’s curve GE’,b" where the

kernel Fﬁ = {@,O),f(ai,ﬁi)fi—ai,—/Bi)} =

{(0,0), (@;, B,), (—a;,—B;)} and for P = (Z,y) the

isogeny 1/ has the form
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P =4(P) _
=\Tp H@;&(o,o)e? _?%6’ p H@#(O 0)eF ypa )
= (azp 1o L0,0)crF IxiQ byp [ox0,0)er yQ e
where y et s = *
a/ =aB =a (Hi:l /Bi) 47)

_\4

Oéi) .

e T is an isomorphism from general Huff’s curve G_, 7 to
the Huff’s curve H, 4/, where

0o=bA =5 (I,

’ 1 _ 1 1 _ a

1 = 2 a2s [ & E SO
\ a2t Zglei o7 iglllLQi I ee

PR

b

o s 2 s (s 2 s 2
Ve bﬁQElbyQi) be" <1£[1yQ77> (iglyQ‘>
(48)
and
P =7(P)
2P [lor0,0er % 7P ozooer wyPTW)
s 2 —x
= (zp (Hi:l‘rQi) HQ;ﬁ(o,o)eF 113@7
s 2 -y
yp (Hi:l yQi) HQ#(0,0)EF yPJQ)
=<$P(—1)s [I zpiq.yr(=1)° ]I yP+Q>
Q#(0,0)eF Q#(0,0)eF
(49)
O
Corollary 2. Let R € H,p and let (Xy(g) Z¢(R))

be projective representation of f(R), where R is the point
defining the kernel F' of the isogeny 1. Let Ord(R) be the
odd number. Let’s note that f(¢(P)) is given by

f(P)) = ( > T zrie-ve(=1)° [] yP+Q>
Q#(0,0)eF Q#(0,0)eF
(50)
which is equal to
f(P)) = (ﬂnyP [oz00er J3P+QyP+Q) 1)
= (F(P)Tger+ P+ QF(P-Q)),
where F7T is the set {(, 3;) = .,S}. Having

generator R of the kernel of the isogeny 1), given by projective
compression representation (Xypry @ Zs(g)), it is easy to
obtain other elements of the F'T, using for example a ladder
method. Let J be the set of projective representations of F'T,
so J = {(X5) : Zry) 1t =1,...,5}. In a projective
representation (1) using point compression may be provided
by

X Xsr+epXrp-qy)
P — ( f(P) f( 52
FW(P)) Zs(p) [Ties ZiP+@Zr(P-qy) (52)
To find the coefficients ¢’ and b’ of Huff’s curve Hy/ v, if
X
f(P) = X2 one can use formula (53)
£(P)

72 = Xyery (aXsp) +0Z5p))
P Zp(p) (bXg(py+aZsr)’ (53)

- Xyer) (0X g +aZsr))

P Zpcry (aX5(py+0Z5p) )
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and finally gets
o = a _ alliss Zsop (WX r@ntaZs@y))
(ITi=1 7e;) -1 Xrn(aXr@p+bZ5@))
ro_ b _ bITiss Zrcao (aX 50 +0Z50)))
= y = — .
(Ti2y zq;) IT;-: Xrn (bX @i +aZsq)
(54)

IV. EFFICIENCY OF OBTAINED FORMULAS

Formulas obtained in the previous sections may be used, for
example, in the isogeny-based cryptography, like in the SIDH
algorithm, and may be the alternative for Montgomery curves’
arithmetic.

Efficient algorithms for isogeny-based cryptography using
compression on Montgomery curves have been presented in
[16] and [17].

As follows from (27) and (29), the computation of f(P +
Q) f(P—Q), addition and doubling in all cases of (Huff’s and
Montgomery curves) costs 4 M +25, 2M+25 and 2M +2S5+c¢
respectively. For general Huff’s curves computational costs are
A4M + 25 4+ ¢, 6M + 2S5 + ¢ and 2M + 35S + 2c.

It is worth noting that, e.g., in the SIKE algorithm, only
coefficient A of the Montgomery curve M4 p provided by
equation (26) is required, and this coefficient may be obtained
having z-coordinates of three distinct points on M4 g. It costs
8M + 3S. It is an open issue to use a similar approach to
(general) Huff’s curves.

A. Huff’s curves

1) Cost of l-isogenous curve computation: At first, one
needs to compute the projective representation of elements
Q;, for ¢ = 1,5 of the kernel of the isogeny. This may be
computed having the first element of the kernel (generator of
the subgroup) in projective representation (X (g,) : Z(q,))
and making doubling to obtain (Xjq,): Zyq,)) and
s — 2 times differential addition to obtain other elements
of the kemel (Xy(qy): Zs@s)> (Xr@u : Zr@n)s +
(X F(Qs) ¢ Z f(Qs))' Moreover, let’s note, that in both formulas
for a’ and O’ (54), there appears aX ;). bX(0,). aZ ;)
bZ¢(q,) for every i = 1, 5. The computation of these elements
requires 4 multiplications by constants. Additionally, in both
nominators and denominators, there are required multiplica-
tions by Zyg,) and Xpy(g,) respectively, which results in
4 additional multiplications. Product multiplications require
additional 4(s — 1) multiplications. Finally, there are required
other multiplications by a and b. So finally, to compute ¢’ and
b’ one requires

Doub + (s — 2)Dif fAdd + 4s(c + M) + 4(s — 1) M + 2M

=(s—1)(4M +2S) +4s(c+ M) +4(s— )M +2M
=285 +4sc+ 12sM — 25 — 6M,

(55)

where Doub and Dif fAdd are the costs of doubling and
differential addition respectively. In the most interesting cases
for us, computation of the 3-isogenous and 5-isogenous curve,
one obtains that computing the isogenous curve H, j costs
6M + 4c and 2S5 + 8c + 18M respectively.
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2) Cost of odd (-isogeny evaluation, where { = 2s + 1:
Let’s note, that every computation of Xy p1 g, Xsp—q,) and
Zip+Qi)Zf(p-q,) fori =1, s requires 2M +25 every. Addi-
tionally, there are required 2(s— 1) product multiplications (in
the nominator and denominator). Moreover, there are required
2 additional multiplications by X¢py and Z¢(py. So finally,
for / = 2s + 1 isogeny evaluation cost is

s(2M +2S5)+2(s— 1)M + 2M
=285 + 4sM.

(56)

In the most interesting cases, evaluation of 3-isogeny and
5-isogeny, one obtains that such evaluation costs 41 +25 and
8M + 45 respectively.

B. General Huff’s curves

1) Cost of l-isogenous curve computation: Similarly to
Huff’s curves at the beginning, one needs to compute pro-
jective representation of the isogeny elements Q;, for i =
1,5 of the kernel of the isogeny. This may be computed
having the first element of the kernel (generator of the

subgroup) in projective representation (X 1@, 4@, ))

and making doubling to obtain (Yf@ ) Z £(@,) and

s — 2 times differential addition to obtam other elements

of the kernel ( 1@ i@y ) (Xr@n i Z@y)s o
(Yf@g) Z (75)) Moreover, let’s note, that in both for-
mulas for @ and b (44), there appears aX bX a,)

EZf@i), vZ @) for every ¢« = 1,s. The computatlon of
these elements requires 4 multiplications by constants. Ad-
ditionally, in both nominators and denominators, there are
required multiplications by Z a.) and X £@)) respectively
and squarings, which results 1n 4" additional multiplications
and 4 squarings. Product multiplications require additional
4(s — 1) multiplications. Finally, there are required other
multiplications by @’ and 55. Computing both @’ and b
requires len(¢) — 1 constant doubling and hwt(¢) — 1 constant
squaring respectively, where len(¢) denotes binary length of ¢
and hwt(¢) the Hamming weight of ¢. So finally, to compute
@ and b one requires

Doub + (s — 2)Dif fAdd + s(4c + 6M + 25)

+4(s —1)M + 2M + 2((len(€) — 1)d + (hwt(£) —
=4M(4s —3) + S(4s — 1) + ¢(bs + 2hwt(¢) — 3)
+ 2d(len(€) — 1),

(57

where, Doub and Dif f Add are the costs of doubling and
differential addition respectively and d is a cost of constant
squaring. In the most interesting cases for us, computation of
3-isogeny and 5-isogeny, one obtains that computing isoge-
nous curve G, v costs 4M + 35 4 6¢+ 2d and 20M + 75 +
1lc+4d respecnvely Performing a constant squaring simply
as a multiplication we obtain for the ¢-isogeny

AM (4s — 3) + S(4s — 1) + ¢(5s + 2hwt(€) + 2len(f) — 5).
(58)

For the computation of 3-isogenous and 5-isogenous curves,
one obtains 4M + 35 + 8c and 20M + 75 + 15c¢ respectively.

1e)
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2) Cost of odd l-isogeny evaluation, where { = 2s+1: Let S
note, that every computatlon of Xf(P+Q )X F(P-0Q, )Zf(Q )

and Zf(P+Q )Zf(P a. )Xf(Q) for i« = 1,s requires 4M +
4S5 every. Addltlonally, there are required 2(s — 1) product
multiplications (in the nominator and denominator). Moreover,
there are required 2 additional multiplications by Xp) and
Z(py and 4 squarings. So finally, for the £ = 2s + 1 isogeny
evaluation cost is
s(AM 4+4S)+2(s—1)M +2M
=455+ 6sM.
In the most interesting cases, evaluation of 3-isogeny and

5-isogeny, one obtains that such evaluation costs 6/ 445 and
12M + 85, respectively.

(59)

V. ECM ALGORITHM USING HUFF’S AND GENERAL
HUFF’S CURVES

In this subsection we will show how to generate Huff’s
and general Huff’s curves convenient for the use in ECM
algorithm, where compression techniques presented in this
paper may be used.

In [18] the Theorem 5 was proven.

Theorem 5. ( [18], Theorem 4.10.)
Let K =Q(vV-1,Vt* —6t>+ 1) witht € Q and t # 0,£1

and let E be an elliptic curve defined by the equation

1 1
E: P +ay— (v - =)g=03- (12— =) 2% (60
Y+ zy (v 16)@/ z v 1636,()
where v = %. Then, the torsion subgroup of E over K

is equal to ZJAZ @® 7./87Z for almost all t.

We will show how to find Huff’s curve H, ; isomorphic to
the curve F.

At first, the isomorphic short Weierstrass curve F to the
curve E is equal to

By y? = a3 + (—432s% — 4325 — 27)d 1)
+(—34565% + 64802 + 12965 + 54),

where s = (v2 — E) Now it is necessary to find the x-
coordinate of three points of order 2, which are the roots of
flu) = u? + (—432s% — 4325 — 27)u + (—34565° + 648052 +
12965 + 54). They are equal to

3t8—12¢°466t*—12t243

o =

t8+4t6+6t4+4t2+1 ?
o= — 6t% —24t°—12¢* 241246 (62)
1= 84 At6 1614 4t2 1 0
ro — 3t°—-12t°-78¢112¢°43
2 T TS Fas 6t 4tz 41
Substituting,
Ry =0, Ry =11 —r9, R2 =712 -0,
one obtains isomorphic elliptic curve
By : 4% = 2% — (R, + R2)3* + Ry Ryi. (63)
The roots Ry, R1, Ro are equal to:
Ry =0,
2
o 9=D* @+t (3(t—1)%(t+1)?
Rl - (t2+1)4 - (t2+1)2 9 (64)

2
Ry — — 44’ [ 12¢
2 (2 +1)° (2+1)2
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Using isomorphism between Weierstrass and Huff’s curve
given in [11]

Hup:ax(y?—1) = by(a* —1) =2 By : §* = 2(2+a?)(2+?)

(65)
and isomorphism between general Huff’s and Weierstrass
curve [12]

Gpp:T(ay’ —1) =y(bz* —1) = By : §° = &(& +a) (2 +D),

(66)
one can find the coefficients of the isomorphic Huff’s curve
whose are therefore equal to

t—1)%(t+1)2 12t2
o= 30 CHD" . (67)
(2 +1)2 (2 +1)2
and the coefficients of the isomorphic general Huff’s curve
whose are therefore equal to
9(t — )4t +1)*
(t2+1)4

- 144¢*
, b:(t2+1)4. (68)

a =

VI. CONCLUSION

This paper presents formulas for doubling and differential
addition on Huff’s and general Huff’s curves of odd char-
acteristic and the degree 2 compression function. For Huff’s
curves, the efficiency of those formulas is similar as for the
Montgomery curve and formulas for general Huff’s curves
are not so efficient. Moreover, these formulas seem to be new
for these models of elliptic curves. Additionally, formulas for
point recovery after compression were presented.

Recently formulas as efficient as Montgomery’s were given
by Farashahi [5] for twisted Edwards curves, who used a
compression function £ — K of degree 8.

The important part of the paper is the presentation of for-
mulas for general odd-isogeny computation on Huff’s curves,
which seem to be new for this model. Additionally, it is shown
how to apply these formulas to the isogeny-based cryptography
using a proposed compression function.

The applications of obtained formulas for Huff’s and general
Huff’s curves to the isogeny-based cryptography and ECM
method have been shown.

It is an open issue, if for the presented formulas for Huff’s
curves it is possible to use a similar scheme as in [16] and
[17] for Montgomery curves to obtain better efficiency.

REFERENCES

[1] D.J. Bernstein and T. Lange, “Montgomery curves and the montgomery
ladder.” IACR Cryptol. ePrint Arch., vol. 2017, p. 293, 2017.

[2] C. Costello and B. Smith, “Montgomery curves and their arithmetic,”
Journal of Cryptographic Engineering, vol. 8, no. 3, pp. 227-240, 2018.

[3] P. L. Montgomery, “Speeding the pollard and elliptic curve methods of
factorization,” Mathematics of Computation, vol. 48, pp. 243-264, 1987.

[4] E. Brier and M. Joye, “Weierstral} elliptic curves and side-channel at-
tacks,” in International workshop on public key cryptography. Springer,
2002, pp. 335-345.

[51 R. R. Farashahi and S. G. Hosseini, ‘“Differential addition on twisted
edwards curves,” in Australasian Conference on Information Security
and Privacy. Springer, 2017, pp. 366-378.

[6] B. Justus and D. Loebenberger, “Differential addition in generalized
edwards coordinates,” in International Workshop on Security. Springer,

2010, pp. 316-325.
[7]1 R.R. Farashahi and M. Joye, “Efficient arithmetic on hessian curves,” in

International Workshop on Public Key Cryptography. Springer, 2010,
pp. 243-260.

[8] W. Castryck and F. Vercauteren, “Toric forms of elliptic curves and
their arithmetic,” Journal of Symbolic Computation, vol. 46, no. 8, pp.
943-966, 2011.

[9] R. Dryto, T. Kijko, and M. Wroriski, “Determining formulas related to

point compression on alternative models of elliptic curves,” Fundamenta

Informaticae, vol. 169, no. 4, pp. 285-294, 2019.

K. Okeya and K. Sakurai, “Efficient elliptic curve cryptosystems from

a scalar multiplication algorithm with recovery of the y-coordinate

on a montgomery-form elliptic curve,” in International Workshop on

Cryptographic Hardware and Embedded Systems. Springer, 2001, pp.

126-141.

M. Joye, M. Tibouchi, and D. Vergnaud, “Huff’s model for ellip-

tic curves,” in International Algorithmic Number Theory Symposium.

Springer, 2010, pp. 234-250.

H. Wu and R. Feng, “Elliptic curves in huff’s model,” Wuhan University

Journal of Natural Sciences, vol. 17, no. 6, pp. 473—480, 2012.

T. Oliveira, J. Lopez, H. Hisil, A. Faz-Hernandez, and F. Rodriguez-

Henriquez, “How to (pre-) compute a ladder,” in International Confer-

ence on Selected Areas in Cryptography. Springer, 2017, pp. 172-191.

R. R. Farashahi and S. G. Hosseini, “Differential addition on binary

elliptic curves,” in International Workshop on the Arithmetic of Finite

Fields. Springer, 2016, pp. 21-35.

D. Moody and D. Shumow, “Analogues of vélu’s formulas for isogenies

on alternate models of elliptic curves,” Mathematics of Computation,

vol. 85, no. 300, pp. 1929-1951, 2016.

C. Costello and H. Hisil, “A simple and compact algorithm for sidh with

arbitrary degree isogenies,” in International Conference on the Theory

and Application of Cryptology and Information Security.  Springer,

2017, pp. 303-329.

D. Jao, R. Azarderakhsh, M. Campagna, C. Costello, L. Feo, B. Hess,

A. Jalali, B. Koziel, B. LaMacchia, P. Longa, M. Naehrig, G. Pereira,

J. Renes, V. Soukharev, and D. Urbanik, “Supersingular isogeny key

encapsulation,” 04 2019.

D. Jeon, C. H. Kim, and Y. Lee, “Families of elliptic curves over

quartic number fields with prescribed torsion subgroups,” Mathematics

of computation, vol. 80, no. 276, pp. 2395-2410, 2011.

[10]

[11]

[12]

[13]
[14]
[15]

[16]

(171

[18]

VII. APPENDICES
A. Comparison of computational costs

In the Table I computational costs of operations on Huff’s
curve using compression function f(x,y) = xy, general
Huff’s curve operations using compression function f(x,y) =
zy and Montgomery curve operations using compression
function f(z,y) = x are presented.
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TABLE I
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COMPUTATIONAL COSTS OF OPERATIONS ON HUFF’S CURVE USING COMPRESSION FUNCTION f(z,y) = xy, GENERAL HUFF’S CURVE OPERATIONS
USING COMPRESSION FUNCTION f(x,y) = £y AND MONTGOMERY CURVE OPERATIONS USING COMPRESSION FUNCTION f(x,y) = @, WHERE COSTS OF
OPERATIONS IN FIELD K ARE DENOTED AS: M FOR MULTIPLICATION, S FOR SQUARING, ¢ FOR MULTIPLICATION BY CONSTANT.

Operation Hap G- 3 Ma B
fP+Q)f(P-Q) 2M + 25 AM + 2S5+ ¢ 2M + 25 [3]
Differential addition f(P + Q) 4M + 28 6M +25+¢ 4M + 2S5 [3]
Doubling f([2]P) 3M+25+c¢ 2M + 35 + 3¢ 3M 425 + ¢ [3]
Doubling
(L2t GF and A2 2M +25 + ¢ 2M + 35 + 2¢ 2M + 25 + ¢ [3]
are constant)
2-isogenous curve - - 25 [17]
2-isogenous curve - - w [17]
3-isogenous curve 6M + 4c 6M 4 25 + 8¢ 2M + 38
the fiﬁsﬁfg‘gufs Cn‘gtvziven 18M + 25 + 8¢ 20M + 7S + 15¢ 8M + 3S [16][Eq. 16]
4M(4s — 3)+
{-isogenous curve 6M(2s — 1)+ S(4s — 1)+
the full kirnel is not given S(2s(— 1) +)4sc c(5s(+ 2hw1)E(Z)+ 8M + 35 [16][Eq. 16]
2len(£) — 5)
2-isogeny evaluation - - 4M [17]
3-isogeny evaluation 4M + 2S5 6M + 45 2M + 35 [17]
5-isogeny evaluation 8M + 4S8 12M + 8S 8M + 25 [16][Alg. 3]
(-isogeny evaluation 4sM + 2sS 6sM + 4sS 4sM + 28
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