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Abstract—The Internet of Things has a set of smart objects
with smart connectivity that assists in monitoring real world
environment during emergency situations. It could monitor
the various applications of emergency situations such as road
accidents, criminal acts including physical assaults, kidnap
cases, and other threats to people’s way of life. In this work,
the proposed work is to afford real time services to users in
emergency situations through Convolutional Neural
Networks in terms of efficiency and reliable services. Finally,
the proposed work has simulated with respect to the
performance parameters of the proposed scheme like the
probability of accuracy and processing time.
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I. INTRODUCTION

HE Internet of Things (IoT) consists of intelligent things or

devices for sending information to the base station. The
recent development of IoT has made our lives easier for
accessing information anyplace and anywhere. Over the period
of years, the improvement of an intelligent system that might be
used to attach the community. Smart objects are used for
emergency offerings to users in an environment. Most of the [oT
based devices or systems are capable to give services to users or
humans in terms of health issues like coronary heart, breast most
cancers, diabetes, thyroid, dermatology, liver problem diseases,
etc. Also, some of the systems carried out the use of devices for
the fitness care tracking system [1].

The IoT associates with sensors for receiving and transmit
real time data using digital cameras in emergency situations.
The sensors could be object detection sensors, motion sensors,
hand gesture sensors, etc. Based on the context information by
the sensors and relevant actions are performed accordingly. The
IoT is an important part of real world environment. Gradually,
the user wants to associate with various things of IoT
environment for computing and communication of real time
data. The various types of communications with real time data
over the IoT that connected by high speed Internet [2]. The IoT
comprises various real time applications for computing and
communication over the network. Also, it’s having a major
impact on various public and private organizations for
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transmitting emergency data over the network to users [3].

Agents are independent programs situated in the real world
environment, which are used to act on behalf of the user for
fulfilling the preferred task in a predetermined time. Agents are
autonomous, self-motivated, decision making, goal oriented,
collaborative, and learning, and act upon the environment.
There are two types of agents as static and mobile agents to
sense the environment and perform the desired tasks. The static
agents are situated in the fixed environment and mobile agents
are move around the environment i.e., move from one
environment to another. The mobile agents have a mobility
factor to sense and capture the real time data from the device
system or objects or devices or nodes [4]. Therefore agents are
used for balancing the load of a system. The multi-agent systems
may comprehensively collaborate with each other to achieve
their individual goals and also, may interact with users and
system resources. A multi-agent system is used to process real
time context data from the environment during emergency
situations. The context aware computing demonstrates the state
of affairs of a user wearable device/system state, surroundings,
and adopting its behavior based on real time data [S]. Context
awareness emphasizes the most important characteristic in
multi-agents that allows for interpreting various contexts such
as temporal, emergency, and computational contexts coming
from the environment.

Convolutional Neural Network (CNN) has a set of layers
such as Convolutional Layer (CL), the Pooling Layer (PL), and
Fully Connected Layer (FCL) [6]. In which, the CL is the main
part of the CNN that is used to perform feature extraction along
with PL. The final layer of CNN is used to perform mapping the
output of the network against the features that are extracted by
the CL and PL. The CNN is associated with the performance
parameters like kernels and weights. CNN is used to provide fast
and accurate video analysis for making efficient decisions and
classifications of data. In this work, it has been used CNN for
detecting whether context data is an emergency or not in the real
world environment using multi agent system. CNN
involuntarily gains the knowledge of the feature set through the
trained emergency data. The operation of the proposed scheme
using CNN is as shown in Fig.3. The CNN comprises the
various applications in a real world environment such as
classification and recognition, computer vision, natural
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language processing, video analysis, health care applications,
sentiment analysis, emergency situations, and so on.

The rapid developments of IoT and camera technology as
well as video processing techniques are used to process the real
time data to users during emergency situations. The proposed
agent systems are to track and detect and send the real time
emergency context information such as road accidents, kidnap
cases, physical attacks, and the person in an emergency due to
various conditions of health. The proposed system has the
following advantages like cost effective emergency data to users
over the network, increases the network lifetime, effectively
context aware transmission of data to a Centralized Agency
Service (CAS) for taking the insights of data and emergency
users can access the services in anytime and anywhere in his/her
devices.

The respite of the work is composed as a systematic related
work towards the scheme is depicted in Section 2. Section 3
demonstrates the proposed scheme. The results and discussion
about the system and prototypes of the device and experimental
outcomes are explained in Section 4. Finally, it concludes the
proposed work in Section 5.

II. RELATED WORK

The various works are discussed with respect to the proposed
work as pursue: the work given in [7] depicts the real time video
fire and smoke detection using CNN. This work is to perform
the feature extraction and classifications of video fire detection.
The IoT approach for monitoring health is described in [8]. This
approach is used for detecting the health issues of humans like
heart diseases, breast cancer, thyroid, diabetics, etc. This is
implemented using a machine learning algorithm. The women’s
safety system using IoT is presented in [9]. This system is used
to get the details of the location and image of the attacker
through the Pi-camera. Therefore such information is sent to
predefined contact numbers or police station via a Smartphone
system. The IoT based women’s safety solutions are described
in [10]. This system is to transmit the victim location to a nearby
police station. Also, track the health issues of women in
emergency situations. The work given in [11] presents a review
on the machine learning based human safety system. This paper
describes the review of human safety devices in real world
environment using sensor technology, IoT, and machine
learning approach to solve the emergency situation problems of
humans.

The works given in [12] depict an operation of ring IoT
device which is used to control and monitor the things or
devices. The system associates with GSM and GPS network that
transmits the data to police stations which are nearby to the
emergency situation and track the location of the device during
an emergency situation, respectively. The convolutional neural
network based video content analysis is presented in [13]. The
scheme is to classify the object using video content analysis. The
car accident detection based IoT technology is presented in [14].
In which, the proposed system is used to detect the accidents and
immediately notify the concerned peoples and agencies like
hospital and police service systems through GSM and also,
transmit the accident place through GPS. Image detection using
CNN is presented in [15]. This work depicts the overview of
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CNN layers in terms of issues and challenges towards image
recognition.

The emergency service systems using IoT and cloud
environments are described in [16]. This work depicts the cloud
based emerging services as well as the usage of IoT for data
analytics. The design and implementation of safety device for
women is presented [17]. This device is to transmit the alert
message to the police station as well as nearby surrounding
people to save the women. Also, records the audio of emergency
situation when the women in trouble. The proposed system was
designed with a mobile app for women’s safety. The work given
in [18] depicts fire detection in surveillance using CNN. This
work demonstrates the cost effective CNN model for fire
detection videos. The outcome of the proposed work is evaluated
towards efficiency and accuracy parameters. Some of the
literature surveys are given in [19-21].

The existing system has some constraints for providing
emergency services to users. The constraints are in the form of
text messages or phone calls. Also, it has based on applications
of healthcare and monitoring of users in terms of movement,
sound, etc., but these are inefficient during an emergency
situation. Therefore, the proposed system is to design and
develop an efficient approach for giving a real time services to
users during an emergency situation. Also, it captures the
emergency real time video and audio data of emergency users
efficiently. Apart from these, emergency users can get
emergency services in anytime and anywhere. The proposed
device is tiny and robust.

III. PROPOSED WORK

This section has been describing the network environment
for the proposed system, functioning scheme, and agency
service systems. In an emergency situation, the proposed work
has considered the CNN model based smart ring system using
agents. The proposed architecture has the following modules
like smart ring system module, CAS system module, emergency
service modules like hospital, police, and insurance modules,
and followed by parent mobile service system module. The
interaction between Ring Manager (RM) agent and Real Time
Data Analyzer (RTDA) agent is as shown in Fig.1.
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Fig.1. Proposed Network Environment

The proposed smart ring system is an associate with the RM
agent i.e., the agent is deployed in each ring system. The RM
agent is a static agent that creates the Emergency Context Agent
(ECA) and Agent Knowledge Base (AKB) to store the
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emergency situation information based on the behavior of
emergency users. During emergency situations, the RM agent
interprets the context data or real time data by the ECA and the
RM agent sends the context aware real time data to the CAS
service system through the GSM mode for performing data
analytics. ECA generates emergency records using sound,
motion, and hand gesture sensors. RM agent read and updates
the real time data or video into or from the AKB during
emergency situations with data capture time, video, and signal
strength for data transmission. Also, the agent monitors the
smart ring system in terms of location information and ring_ID.
The AKB is read and updated by the proposed agents. The AKB
associates with the ring ID, location, context type, signal
strength, centralized agency service system status, etc. The
proposed AKB is as shown in Table I.

RTDA agent resides at a centralized agency service system,
which is a static agent for real time data analytics and decisions.
This agent receives the data from the RM agent for taking
whether the data is an emergency or not in a real world
environment based on the proposed CNN algorithm. Also,
updates the Centralized Agency Knowledge Base (CAKB) with
respect to the emergency situations is as shown in Table II.
CAKB is updated by RTDA agent in terms of emergency
situation information, smart ring ID, location of emergency
users, other agency informations like hospital, police, insurance
service systems, acknowledgment status, ring information such
as ring owner name, owner address, owner mobile number, etc.
The proposed method is used to analyze the video for finding
the frame rate and bit rate of real time video or data by using its
meta-data in the agent knowledge base. Then extract the
keyframes sequence of real time or video content. Finally, the
RTDA agent performs the actions on real time data or video of
emergency situations. The proposed agent communication is as
shown in Fig.2. The proposed algorithm is described as below:
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Begin

Stepl: The proposed system comprises with sensors during
emergency situations periodically.

Step 2: RM agent sends the real time data from the smart ring
system and forwards the same to the proposed CAS
System.

Step2: The proposed CAS system collects the real time data by
RM agent to determine the emergency data with the help
of RTDA agent based on the proposed CNN.

Step3: RTDA agent collects and analyses the real time data is
as follows:

i)  The Convolutional Layer (CL) - is used to extract
the features from the real time data, i.e., kernel
valid padding.

il) Pooling Layer (PL) - which is for reducing the
spatial size of the Convolved Feature, i.e., sub-
sample their input.

Finally, Fully Connected Layer (FCLs) - after

number of iterations of CLs and PLs, the

sophisticated reasoning is achieved through fully
connected layers in the network.

The result or output of fully connected layers

towards whether the data is an emergency or not

in the environment.
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Fig.2. Agent Communications
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Fig.3 shows the operations of the proposed CNN
architecture. The CL layer is the main layer of CNN
architecture. The various sizes of kernels or filters are applied
to the input i.e., emergency situation information (real time
video) to generate feature maps. The result of the CL becomes
the input of the next layer of CNN that is called as PL where
maximum activations are selected from the neighborhood. It is
used to extract informations such as human pose estimation,
attribute estimation, and object identifications in terms of
behavior, sounds, and actions. In which PL is used to minimize
the number of parameters when the given real time video is too
large. There are various types of PLs as average, sum, and
maximum layers for classifications of data. Finally, the
proposed CNN architecture has FCLs that are used to take the
decisions of the emergency situations by adjusting the weights
of the neurons. The proposed work associates with the
probabilities for each class for defining each class score using
Softmax activation.
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Fully Connected Layer
CLaY“ PLayer e

Emergency Situation l
----- - Tff%
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Feature Extacﬁon Classification

Fig.3. Operations of Proposed Convolutional Neural Networks

A. Smart Ring System

The proposed smart ring system is associates with a static
RM agent. Also, this system associates with a digital camera
module. This module transmits the real time data of emergency
context information using the sensors for detecting the behavior
of the users. Once an emergency context or situation is created,
the RM agent is automatically activated to start sending the real
time data along with the location of an emergency situation to
the concerned service systems. Also, the RM agent itself to
analyze the emergency situation and sends the information to
nearby hospital, police, and CAS emergency service systems.
Based on the emergency context data, each emergency system
to perform the tasks and acknowledge the same to the proposed
CAS system for completion of emergency tasks.

B. Centralized Agency Service System

The proposed RTDA agent is running the background of the
CAS system that gets the context data by the RM agent during
emergency situations. RTDA agent can examine and affirm the
emergency context statistics like type of emergency, location,
emergency private details such as name, contact information,
and so forth. Once RTDA agent found the real time data as
emergency data using the CNN approach, and then notify other
service systems for saving the life of emergency users. The
proposed CAS has CAKB for storing and maintaining the
information about emergency portions of facts. Also, it stores
the smart ring system/device details like ring ID, ring owner
informations like gender, Aadhar number, cell number, address,
acknowledgment status of other service systems, and so on.

C. The Police Service System

The Police Service (PS) agent deployed in the Police Service
(PS) systems that collect the emergency data with the help of an
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RTDA agent. The PS agent verifies the RTDA agent emergency
data and performs the actions, finally sends the response to the
CAS system. Suppose in case of emergency scenario, the police
itself will put the grievance in an emergency situation with aid
of the consent of a CAS system. PS agent monitors the police
service system in terms of human resources as well as other
resources for services. Also, the PS agent updates the
information in the PS agent Knowledge Base (PSKB), once the
service has been acknowledged to the RTDA agent in terms of
user details and acknowledgment details. Fig.4 depicts the flow
chart of the proposed PS system.
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Fig.4. Flow Chart Diagram of Police Service System

D. The Hospital Service System

The hospital provider system associates with Hospital
Service (HS) agents that get the vigilant information from the
CAS system, as well as RM agent. In case of emergency users,
the HS agent can analyze the emergency information like
location, insurance coverage, etc., The hospital can assert the
statements with the help of the insurance service system.
Therefore, the hospital system will transmit the
acknowledgment to the CAS. HS agent updates the emergency
information’s into the HS Knowledge Base (HSKB). Fig.5
shows a flow chart diagram of the proposed hospital service

system.
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Fig.5. Flow Chart Diagram of the Proposed Hospital Service System
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E. An Insurance Service System

The Insurance Service (IS) agent is located at the insurance
service systems that collect the emergency alert message from
the CAS system during emergency situations. The IS agent
examines the policies of emergency users and transmits the
status of the acknowledgment to the CAS system for taking
better insights. Fig.6 shows a flow chart diagram of the
proposed insurance service system.

The agency service system will
Repeat for the check the ring user insurance
other ring user T

Analysis of ring user insurance

[ policy details with insurance DB. ]

Settlement of hospital bill and
message to victim mobile

Fig.6. Flow Chart Diagram of the Proposed Insurance Service System

IV. RESULTS AND DISCUSSION

The proposed scheme has been implemented with the
following requirements like Arduino Nano Board, sensors,
(P2P) IP camera, software, etc. It has considered the functional
requirements like registration, CAS system, and other
emergency service systems. Also, it associates with non-
functional requirements are secure, robust, better network
performance. The following Fig.7 shows the prototypes of the
proposed system.

The proposed smart ring system sends the real time
emergency data to the service systems with the help of an RM
agent using GSM. The real time data or video is capturing from
the P2P IP camera. The RTDA agent analyzes video or data at
a centralized agency system to determine whether the context
data is an emergency or not, when the RM agent detects the
emergency situations, it sends the video frame of emergency
situations along with the time and location for the same.

Proposed Centralized
Agency Service System

Arduino Nano Board with
LCD Display

(a) The Proposed CAS System

Insurance Service
System

Police Service System

(b) The Proposed Police and Insurance Service Systems

Hospital Service System

(c)The Proposed Hospital Service System

Fig.7. Prototypes of the Proposed System
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The proposed system has examined for various categories of
users like old age peoples, women, and children’s under various
scenarios like a person under threat, accident, and
unconsciousness and it has given 83% to 98.26% accuracy with
minimum processing time. Suppose, in case of good condition
of the network, it may get good results as 100%. In other
conditions of the network, it may chance to get higher than 50%
of results in emergency situations. The number of emergency
users versus the probability of accuracy is as shown in Figure8.
As increase the number of users in the network, gradually
decrease the accuracy of the network. Suppose network
conditions increase, the probability of accuracy increases in the
network. In this work, it has considered the network conditions
in terms of <=50%, <=75%, and <=100%.

The processing time for making decisions is as described in
Fig.9. As increase the amount of emergency users, the
processing time gradually increases for making decisions
whether the context is emergency or not. The proposed system
takes less time for processing the real time data or video to take
insights into the emergency data.
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Fig.10. Emergency Messages at Parent’s Mobile System

Fig.10 depicts the emergency information of the user that is
sent by the CAS to the parent’s mobile system. The proposed
CAS system will provide information to the concerned users
during an emergency situation.

CONCLUSION

The proposed device is to give emergency offerings to users.
The proposed system achieves 83% accuracy and tested the
sample cases under the various categories of users like old age
peoples, women, and children for different kinds of scenarios
like a person under threat, accident, and unconsciousness. This
system takes a very minimal processing time under different
scenarios, which acts as a “Life-Saving System” for emergency
users.
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