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Abstract—An intelligent security model for the big data 

environment is presented in this paper. The proposed security 

framework is data sensitive in nature and the level of security 

offered is defined on the basis of the data secrecy standard. The 

application area preferred in this work is the healthcare sector 

where the amount of data generated through the digitization and 

aggregation of medical equipment’s readings and reports is huge. 

The handling and processing of this great amount of data has posed 

a serious challenge to the researchers. The analytical outcomes of 

the study of this data are further used for the advancement of the 

medical prognostics and diagnostics. Security and privacy of this 

data is also a very important aspect in healthcare sector and has 

been incorporated in the healthcare act of many countries. 

However, the security level implemented conventionally is of same 

level to the complete data which not a smart strategy considering 

the varying level of sensitivity of data. It is inefficient for the data 

of high sensitivity and redundant for the data of low sensitivity. An 

intelligent data sensitive security framework is therefore proposed 

in this paper which provides the security level best suited for the 

data of given sensitivity. Fuzzy logic decision making technique is 

used in this work to determine the security level for a respective 

sensitivity level. Various patient attributes are used to take the 

intelligent decision about the security level through fuzzy inference 

system. The effectiveness and the efficacy of the proposed work is 

verified through the experimental study. 
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I. INTRODUCTION 

HE development in the field of healthcare sector has seen 

revolutionary over the last decade because of digitization 

of complete medical data referred as electronic medical records 

(EMR). It also has strengthened the research in terms of 

prognostic and diagnostic capabilities. EMR comprises of 

elementary information and medical history of the patients, 

clinical and doctor data, insurance information, etc. It also the 

readings and records generated through the internal and external 

sources like biometric data, genetics, blood pressure, electronic 

medical records, remote sensors data and social media data[1-

3]. The processing of this huge amount of data requires large 

hardware with heavy cost and power.  

Big data analytics has emerged as promising solution to deal 

with the huge amount of unstructured, semi-structured and 

structured data which cannot be processed by the conventional 

computing techniques. It is a distributed approach of processing 
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the data even in the range of terabytes. The typical 

characteristics of big data are variety, volume, velocity and 

veracity which incorporate the size and heterogeneity of the 

data. The application of big data in healthcare sector can be 

proved useful in preventing epidemics, improving the quality of 

life, effectiveness of Clinical Trials, Detecting Side Effects of 

Drugs, etc. It can also avoid the preventable deaths through wise 

clinical decisions [4,5].  

Considering the importance of the attributes of the patient’s 

information in EMR, the security and privacy of the data has 

emerged as serious challenge. Any unauthorized access and 

unethical manipulation of the data may lead to large scale 

disaster medically and economically. The security of big data 

has been addressed by many researchers over the last decade 

and proposed different security models to prevent the data from 

the malicious attacks and leakages [6]. 

Three aspects of big data security for healthcare: data 

security, access control, and information security are discussed 

in [7]. They presented that the clinical and administrative 

information should be utilized for the security of the big data. 

The importance of data collection, storage, processing and 

analysis for the security is presented by [8] through the complete 

big data security cycle. 

An authentication-based security model over Transport layer 

and secure socket layer for the communication of the data over 

the internet is also proposed in [9]. It works similar to the 

advance version of web technologies like web browsing, voice-

over-IP (VoIP), electronic mail, Internet faxing, etc.  

A novel one-time pad algorithm-based authentication model 

which discarded the need of passwords among the servers was 

proposed by [10]. They presented a security model where the 

customer’s identity and the service provider’s information must 

be verified at the time of access. Various encryption based 

security models like RSA, Rijndael, AES and RC6, DES, 3DES, 

RC4, IDEA, Blowfish, etc[11-16] have also been proposed to 

prevent the unauthorized access to the sensitive healthcare data 

throughout the security lifecycle. However, the variation of the 

size of the encryption key with respect to the data size poses a 

severe challenge to the researchers. 

Data masking technology has also been used by some 

researchers to enhance the security of healthcare big data by 

replacing the sensitive data elements by unidentifiable values 

[17]. These data elements are then retrieved through a de-
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identifying strategy using quasi-identifiers. An approach based 

on k-anonymity of data masking for the healthcare big data to 

protect the identity is also proposed in [18]. This work is also 

extended by proposing p-sensitive anonymity by incorporating 

the attributes along with the identity parameters in the security 

framework [19]. However, these methods could not perform 

well over high dimensional dataset anonymity.  

Access control-based security model has also been proposed 

by the researchers in the field of healthcare.  Attribute based 

access control and cloud computing based dynamic access 

control strategy are proposed in [20,21] where they used a 

combination of cipher-text and encryption techniques. 

Framework with big data analytics for healthcare sector are 

presented by [22] using various big data techniques. Huge 

amount of data is processed using the parallel architecture via 

hadoop, map reduce, pig Cassandra, Hbase, zookeeper, oozie, 

avro, mahout etc. The complexity of the algorithm has been 

optimized through parallel processing and distributed 

architecture. 

However, the strategies proposed by the researchers for the 

security and privacy are static and uniform in nature. But the 

randomness and dynamism of the big data evolve a need of an 

adaptive and dynamic security model to deal with the 

uncertainty of the characteristics of the data. Adaptive security 

is the solution to this problem which offers a security technique 

based on examining the practices and occasions persistently and 

adjusts to the threats appropriately before they occur. Consistent 

observing and enhancements of security engineering are the 

fundamental needs of adaptive method. It anticipates to the 

unusual event, distinguish it and react before the attacker gets 

the opportunity to rupture the framework [23]. The major 

aspects of adaptive security are investigation and machine 

learning. The intelligent decision making about the unfamiliar 

event identification and offering the security is the core idea 

behind the adaptive security.  

Over the last decade fuzzy logic has proved its potential in 

intelligent decision making in various applications. The 

capability of fuzzy logic control to map the complex 

mathematical framework into simpler linguistic architecture has 

really changed the paradigm of intelligent decision-making 

process. The computational complexity and the accuracy of the 

fuzzy logic-based control architecture is also superior than the 

conventional statistical techniques [24,25]. 

 This paper presents an artificial intelligence based adaptive 

security model for the big data analytics for healthcare sector. 

The artificial intelligence in the proposed framework is 

implemented through the fuzzy logic decision making on the 

basis of the patient’s and the best suited security model is 

provided in run time. The security model is data sensitive in 

nature which is determined by the parameters like patient 

information, medical history, insurance details, etc. The 

linguistic parameters are converted into fuzzy variables on the 

basis of their sensitivity level. Fuzzy inference system has been 

proposed in this work which takes the decision on the basis of 

these variables. 

The major contribution of this work is the novel adaptive 

intelligent security framework using fuzzy logic. The security 

model is data sensitive and adaptive in nature which adds 

novelty to the research. It has combined the advantages of big 

data analytics to deal with the huge amount of data and the 

intelligence of fuzzy logic to make a decision in the presence of 

randomness, noise and uncertainties. This combined approach 

has added the robustness in the security model without 

compromising with the complexity level.  

Remaining paper is organized as follows: section II deals with 

the preliminaries aspects of the Big data analytics and 

Healthcare sector. Fuzzy logic control is presented in section III. 

Section IV proposes the adaptive security framework 

implemented over the big data from healthcare. Performance of 

the proposed technique is evaluated in section V through the 

simulation study while section VII concludes the paper. 

II. BIG DATA ANALYTICS AND HEALTHCARE SECTOR 

The amount of data which has been taken into consideration for 

the policy framework and market research by the organizations 

has changed the complete paradigm. The processing of this huge 

amount of data is defined as the big data analytics which extract 

the meaningful information from the data in a minimum 

possible time with high accuracy. The parallel processing 

frameworks of computing has been proved as a boon in big data 

analytics which has made it possible to identify the potential of 

the data for the decision making. The positive points of big data 

involve data mining, it is versatile and the mining is generalized. 

In Big Data, volume of data is generated with velocity and this 

volume of data contains varieties. Big data generates 

information on high dense data. It consists of unstructured and 

structured data, mostly the data it contains is unstructured and 

that is the biggest challenge. But the changes in last few years 

in IT automation sector are a big revolution. A big leap is taken 

in IT sector in different domains like Electronic Sector, Banking 

Sector, and E-commerce Sector. 

Healthcare sector is also been changed a lot over the last two 

decades in terms of participation of technologies in the medical 

research and diagnosis. The available data of the medical 

records of millions of patients all over the world and their 

treatment history has changed the complete dynamics of the 

sector. This data has been used for the innovative treatment, 

focused care quality and value and evidence based medical 

practice instead of subjective treatment. 

Big data analytics in healthcare sector has presented a great 

potential for completely changing the way of medical treatment 

and research. But it also has offered manifold challenges and 

constraints for the same. The biggest challenge associated with 

the implementation of big data over healthcare is the privacy 

and security of the EMR. The available security frameworks for 

the healthcare sector are not very efficient and secured for the 

ever-increasing threat of cybercrime. Any compromise with the 

medical record may be severely used by the malicious 

stakeholders and may results into a medical blunder all over the 

world. Therefore, security of the huge amount of medical data 

is a big concern for the researchers. 

III. FUZZY LOGIC CONTROL 

Fuzzy logic is decision making framework which is very close 

to the nature of human thought process. Unlike the crisp set 

decision making structure, fuzzy logic converts the linguistic 
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strategy into the overlapping decision sets. The selection of 

these sets is done on the basis of the human experiences which 

makes the decision realistic in practice. The implementation of 

fuzzy logic control is done through fuzzy inference system (FIS) 

which comprises of three stages: fuzzification, fuzzy inference 

logic and defuzzification. The complete process of fuzzy logic 

control is depicted in fig1. The first stage of fuzzification deals 

with the measurement of input variable and its mapping with the 

linguistics scale. Fuzzy inference logic stage is the real brain of 

the fuzzy logic control system. It includes the rule base which is 

responsible to take the decision. It defines the membership 

function for each parameter. The value of the membership 

function decides the outcome of the system. The whole 

intelligence of the fuzzy logic lies under the smartness of 

deriving these rule base and respective membership functions. 

Defuzzification stage coverts the linguistic variables again to 

the numerical values so as to generate the machine interfaced 

parameters. 

 

Fig 1. Fuzzy Logic system 

IV. FUZZY LOGIC BASED ADAPTIVE SECURITY MODEL FOR 

HEALTHCARE BIG DATA 

The The proposed security framework for the healthcare big 

data encompasses three verticals of engineering: big data, 

Security and machine learning. It offers a data sensitive adaptive 

security model using the artificial intelligence. The intelligent 

classification and decision making is achieved through fuzzy 

inference system for the security model.  

Security algorithms are the symmetric key cryptography and 

asymmetric key cryptography algorithms. It directly jumps on 

overhead and creates overhead in terms of memory and 

computation time because key is used in this algorithm and both 

sender and receiver hold their key to encrypt and decrypt data. 

Most of the popular and valued algorithms, which are used in 

existing research, called as BLOWFISH and RC6 algorithm, 

more different algorithms are as DES, AES etc. These 

algorithms work on key lengths from 32 bit to 1024 bit, 2048 

bit, 2096 bit etc. with the increase in size, encryption time and 

decryption time increases. After data encryption, the cipher text 

we get is of large size. 

The privacy and security of the EMR is of high importance 

in healthcare big data. The medical report, query file, patience 

name, surname, mobile number, city, country, e-mail address, 

investigation report in electronic health care system are of 

utmost value in medical research. But each attribute of a 

patient’s data is not equally sensitive. For example, in case of a 

juvenile crime or crime against women like physical or sexual 

assault, the personal details of patient in the investigation report 

is very sensitive and can’t be disclosed as per the legal 

constitutional obligations. But for other offences, these details 

may not be this much sensitive. Similarly, the medical reports 

of many patients contain different attributes of varying 

sensitivity. Applying the security of same level to all attributes 

is wastage of data rate and a compromise with throughput, 

latency, computation time, cost, processing duration, etc.  

The solution to this problem has been proposed in this paper 

by offering different level of security to the data of different data 

sensitivity. Here, we import high level of encryption to the case 

with high sensitivity and lower security for the data of lower 

sensitivity like viral, having cold and cough, fever, etc. Various 

attributes of EMR are considered in this paper and they are been 

classified on the basis of the sensitivity level. Personal 

information, disease and the medical report are considered in 

this work. The sensitivity distribution assumed in this paper is 

shown in table 1.  

Fuzzy inference system is derived in this paper to take 

decision on the level of security algorithm on the basis of the 

sensitivity level of these EMR attributes. Encryption is a well-

established technique of providing secrecy and privacy to the 

data. Different encryption techniques have its speed and 

efficiency and ability to secure the protected data against 

attacks. The encryption techniques used in this work are 

discussed below in brief: 

• Data Encryption Standard (DES): It is a simplest 

encryption technique proposed by National Institute of 

Standards and Technology (NIST) in 1974. It was later 

adopted for the military and non-military purpose by the 

US government. It uses a 64 bit key for a 64 bit plain text 

with 16 complex rounds and two transposition boxes. 

These16 rounds are iterated with same ciphers, but the first 

and last permutations are keyless straight permutations and 

an inverse of each other. The permutation takes a 64- bit 

key input and processes accordingly. 

• Advanced Encryption Standard (AES): This encryption 

technique was developed by Vincent Rijmen, Joan 

Daeman in 2001 to overcome the limitations of DES. It is 

a symmetric encryption algorithm with three block ciphers 

namely AES- 128, AES-192 and AES-256. Each cipher 

text of 128- bits are processed using the keys of 128 bits, 

192 bits and 256 bits respectively. The number of 

iterations for 128 bit key, 192 bit key and 256 bit key are 

10, 12 and 14 respectively. 

• Blowfish: It is an encryption technique proposed by a well 

known cryptologist, Bruce Schneir in 1993. This technique 

is simple and most commonly used encryption technique 

in public domain. It uses a 64 bit block cipher and variable 

length key. The implementation of this technique is 

comparatively more practical because of the optimal 

hardware design.    

• RSA: RSA technique is named after the researchers, 

Rivest, Shamir and Adleman who invented it in year 1978. 

It is considered as a most secured way of encryption 

because of its popular exponentiation in a finite field over 

integers including prime numbers. It is an asymmetric 

cryptographic algorithm as it uses two different keys 

(public and private) 

The security levels used in this paper corresponding to each 

data sensitivity level are DES, AES-128, AES-256, Blowfish, 

RSA for level 1 to level 5 respectively. The selection of the best 

suited encryption algorithm for the instantaneous data is derived 
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and decided by the proposed fuzzy inference systems. The 

overall working of the proposed security framework is shown in 

the form of a flow graph as shown in fig. 2. 

 
FIG. 2. Flow graph of the proposed security framework 

TABLE I 

 SENSITIVITY DISTRIBUTION 

Attributes Classes Sensitivity Level 

(Fuzzy Class) 

Personal 

Information 

Name  1 (Very Low) 

Age 2 (Low) 

Gender 3 (Medium) 

Mobile Number 4 (High) 

Address 5 (Very High) 

Disease 

Viral 1(Very Low) 

Different cases of 

cancer (on 1st stage) 

2(Low) 

Sever Cancer  3(Medium) 

Infertility 4 (High) 

Rape victim level 5 (Very High) 

Medical Report 

Quantitative report 

(Pathological) 

1(Low) 

Graphical reports like 
ECG, EEG, etc 

2(Medium) 

Biomedical Images 

(MRI) 

3(High) 

V. RESULT ANALYSIS 

The performance of the proposed adaptive security model is 

evaluated using the simulation analysis. Proposed work is 

verified on Electronic Health Care System where different size 

of data is used from 1MB to 5GB and then single cluster and 

multiple clusters are formed. 

Requirements for Single cluster: 

• I3 processor machine 

• 4GB RAM 

• UBUNTU 18 

• HADOOP 2.7 

• NetBeans 

Using them a desktop application will be developed which 

is java based. 

Requirements for Multi cluster: 

• Heterogeneous system 

• Using 4 machines, 1 cluster will be formed 

The performance of the decision-making algorithm using the 

FIS is evaluated on the fuzzy rule set and the respective FIS. 

The proposed FIS is expected to generate the decision for the 

allotted encryption techniques for each data sample out of the 

following security techniques: DES, AES-128, AES-256, 

Blowfish, RSA for the data sensitivity of level 1 to level 5 

respectively.  

The input parameters for the fuzzy inference system 

considered in this work are the sensitivity level of personal 

information, disease and medical report. These parameters are 

converted into the linguistic version through the fuzzification 

process. The sensitivity level of Personal information and 

disease are fuzzified in 5 linguistic sets each viz, Very Low, 

Low, Medium, High and Very High. Medical report sensitivity 

is fuzzified as low, medium and high. Similarly, the out is 

derived in terms of R fuzzified as Very Low, Low, Medium, 

High and Very High mapped with the security level 1 to 5 

respectively. The rule base is derived for the FIS system to take 

an efficient and accurate decision which is as shown in table 2. 

 
TABLE II  

FUZZY RULE-BASE 

Rule 

No. 

Sensitivity Level 
Security 

Level 
Personal 

Information 

Disease Medical 

Report 

1.  Very Low,  
Low 

Very Low,  
Low 

Low 1 

2.  Very Low Very Low, 

Low 

Medium 1 

3.  Very Low Very Low, 
Low 

High 2 

4.  Very Low Medium Low 2 

5.  Very Low Medium Medium 3 

6.  Very Low Medium High 4 

7.  Very Low High, Very 
High 

Low 4 

8.  Very Low High, Very 

High 

Medium 4 

9.  Very Low High, Very 
High 

High 5 

10.  Medium Very Low Low 2 

11.  Medium Very Low Medium 2 

12.  Medium Very Low High 3 

13.  Medium Medium Low 3 

14.  Medium Medium Medium 4 

15.  Medium Medium High 4 

16.  Medium High, Very 

High 

Low 4 

17.  Medium High, Very 
High 

Medium 5 

18.  Medium High, Very 

High 

High 5 

19.  High, Very 
High 

Very Low Low 3 
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20.  High, Very 

High 

Very Low Medium 3 

21.  High, Very 

High 

Very Low, 

Low 

High 4 

22.  High, Very 
High 

Medium Low 4 

23.  High, Very 

High 

Medium Medium 5 

24.  High, Very 
High 

Medium High 5 

25.  High, Very 

High 

High, Very 

High 

Low 4 

26.  High, Very 
High 

High, Very 
High 

Medium 5 

27.  High, Very 

High 

High, Very 

High 

High 5 

28.  Medium Very Low Medium 2 

29.  Medium Very Low High 3 

30.  Medium Medium Low 3 

31.  Medium Medium Medium 4 

32.  Medium Medium High 4 

33.  Medium High, Very 
High 

Low 4 

34.  Medium High, Very 

High 

Medium 5 

35.  Medium High, Very 

High 

High 5 

 

The membership function type used in this fuzzy inference 

system is Gaussian. The respective FIS is as shown in fig.3.  

 

 
 

FIG 3. Proposed Fuzzy Inference System 

 

The decision-making efficiency of the proposed framework 

is shown in fig.4. The 5 classes represent five encryption 

techniques corresponds to every medical data packet. 

 
FIG 4. Fuzzy Logic based Security level Allotment 

VI. CONCLUSION 

An adaptive intelligent security framework is proposed in this 

paper which uses fuzzy logic for the data sensitive security. The 

proposed model is used for the security of healthcare dataset 

comprising of the patient details, disease attributes, medical 

reports as EMR. The features of the healthcare data is classified 

in the data sensitivity level as per the fuzzy logic and 5 different 

encryption techniques are used in this work as target security 

model which should be implemented depending on the 

sensitivity. The allocation of the best suited encryption 

technique for respective medical data packet is done by the FIS 

as per the rule base. The performance evaluation is performed 

for the security framework allotment and the accuracy attained 

through the simulation analysis reflects the effectiveness of the 

proposed technique. Offering low dimensional security to the 

data of low sensitivity reduces the algorithmic complexity and 

thereby enhances the throughput of the system. Also, the 

implementation of highest security method for highest sensitive 

data enhances the security level of the system. 
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