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Steganography in Audio Files
— COTS Software Analysis
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Abstract—The paper presents the analysis of the Commercial
Off-The-Shelf (COTS) software regarding the ability to be used
in audio steganography techniques. Such methods are a relatively
new tool for hiding and transmitting crucial information, also be-
ing used by hackers. In the following work, the publicly available
software dedicated to audio steganography is examined. The aim
was to provide the general operating model of the information
processing in the steganographic effort. The embedding method
was analyzed for each application, providing interesting insights
and allowing classifying the methods. The results prove that
it is possible to detect the hidden message within the specific
audio file and identify the technique that was used to create it.
This may be exploited further during the hacking attack detection
and prevention.
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ganalysis; encryption; compression; cybersecurity; cyberspace;
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I. INTRODUCTION

TEGANOGRAPHY is the art and science of hiding se-

crets in obvious communication channels without being
noticed by third parties. It has been used for centuries, from
ancient times utilizing, for instance, human heads or wooden
tablets [1], to the era of the Internet - using a digital form
of information. Currently, network streams, digital documents,
images, audio, and video files are possible carriers of hidden
information.

Since the year 2011, when the existence of Duqu mal-
ware was discovered, steganography has become another
threat in cyberspace [2]. It has potential for unauthorized
and clandestine exfiltration of information from organizations
or it might be a carrier of malicious code of various forms,
e.g., viruses, worms, and Trojan horses [3].

From this point of view, there is a continuous need to de-
velop tools and methods to counteract this type of threat. Due
to the complexity involved in developing signal processing
algorithms for steganography, it is belived that the majority
of cyberattacks involving audio files would be carried out
using popular software rather than custom and sophisticated
algorithms.

This paper presents results of experiments on contemporary
audio steganography tools (see Table I) and embedding meth-
ods with the focus on the information processing chain (from
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TABLE I
SOFTWARE CONSIDERED FOR ANALYSIS

Application Version | Release year ‘ Ref.

S-Tools 4.0 1996 [4] [5]
Hide4PGP 2.0 2000 [6]
Camouflage 1.2.1 2001 [7]
Xiao Steganography 2.6.1 2005 [8]
StegoStick 1.0 2008 [9]
mp3stegz 1.0.0 2008 [10]
SilentEye 0.4.1 2011 [11]
DeEgger Embedder 1.21 2012 [12]
Clotho 24 2012 [13]
QuickCrypto 4.1 2013 [14]
Invisible Secrets 4.8.0 2013 [15]
DeepSound 2.0 2015 [16]
OpenPuff 4.01 2018 [17]
MP3Stego 1.1.19 2018 [18]

Steganos Privacy Suite 22.3.0 2020 [19] [20]

the secret message to the output audio file) and embedding
algorithms. Table II summarizes findings relevant to the tools
examined and is an attempt to fill in the gaps outlined
in the literature review below.

II. LITERATURE REVIEW

Research on digital steganography has been so far focused
on images rather than sound files, which can be easily demon-
strated by querying popular scientific databases (e.g. Scopus,
Web Of Science, IEEExplore, Springer) with two alternative
terms - “audio steganography” versus “image steganogra-
phy” — the latter being clearly dominant. The following section
discusses references in the field of audio digital steganography
and serves as a background to the conducted research.

A significant number of papers regarding embedding algo-
rithms for audio steganography is published [21], [22]. In most
cases sophisticated approaches in various domains (e.g. tem-
poral, transform, cepstral) are considered. This is where the
question arises as to whether they are used in practice. The vast
majority of previous work concerns embedding algorithms,
with less attention paid to the tools themselves - only a few
percent of publications (ca. 3% as assessed from [22]) is
devoted to software tools.
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STEGANOGRAPHY IN AUDIO FILES - COTS SOFTWARE ANALYSIS

There are publications available on steganography tools [23]
[24] [25] [26], but they are not dedicated solely to audio files.
In general, less than half of the enlisted tools can operate
on sound files. These works mainly suffer from the lack
of a comprehensive and systematic presentation of audio
embedding algorithms being implemented.

To the best of our knowledge, no work is available that deals
in more detail with processing steps of a secret message (and
even other data) that are performed before audio embedding.
That knowledge could be supportive from a steganalysis
point of view. In some cases [27], auxiliary data is added
in an application-specific manner, representing fingerprints that
are readily used by steganography detectors.

III. EXPERIMENTAL SETUP AND METHODOLOGY

During the investigation, the personal computer (PC) with
virtualization technology (VMWare Workstation Pro 16) was
used. On a dedicated Virtual Machine the audio steganography
software shown in Table I was installed. The so-called Anal-
ysis Environment (AE) was set up consisting of specialized
software and collection of custom crafted files. A shared folder
is the interface allowing for data exchange between Virtual
Machine and Analysis Environment, see Fig. 1.

VIRTUAL MACHINE

STEGO
APPLICATION

audio
stego file

audio
cover file

A

shared folder
. [}
(] [}
“i audio file |

secret messages
collection

-------»E

audio
stego file

audio cover files
collection

SCIENTIFIC
PROGRAMMING
ENVIRONMENT

HEX EDITOR AUDIO EDITING

SOFTWARE

SOFTWARE

ANALYSIS ENVIRONMENT

Fig. 1. PC-based experimental setup

The purpose of the AE is twofold. First, it allows for
the generation of fabricated files that would serve as secret
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messages and audio covers for further investigation. Second,
it provides means to analyze the behavior of considered
applications in a very flexible and creative way. These re-
quirements are made possible by three main players, i.e.:
audio editing software (Audacity 3.0.4), hex editor software
(Hex Editor Neo 6.54) and scientific programming environ-
ment (Spyder 4.1.5 and Matlab R2020b).

The methodology of the investigation is based on the idea
of a black box, so a stego application is treated as a homo-
geneous entity with only control over its inputs (i.e. secret
message and audio cover file) and access to the output -
an audio file carrying hidden information (audio stego file).
Various types of differential analysis can provide informa-
tion about the operating principles of the box. Consequently,
to gain knowledge of the software under examination we don’t
use “’invasive” reverse engineering methods, such as disassem-
bling, decompiling, code modification, etc.

For example, to find out where the hidden information is
placed in an audio file a small file is used (60 bytes, all
with the content of OxFF) as a secret message and the two-
second wave file of silence (all samples are zero). A simple
examination of the resulting stego file in the audio editing
software (by zooming in on samples) provides the answer
through detecting non-zero values.

IV. THE MODEL OF OPERATION

Based on the analyzed software, it was possbile to propose
the general model of operation of a contemporary audio
steganographic tool - see Fig. 2. It is worth noting that not
necessarily all data processing techniques proposed here exist
altogether for a given stego application. Some techniques
might be turned on/off by users’ conscious decision, while
others are hardcoded in an application and referred to as
“optional” and “mandatory” respectively. In the following
section the data processing steps covered by the Model are
described.

A secret message may be a single computer file, multiple
files (called “multihidden” in this case), or a text taken from
the user’s prompt. All files have metadata (e.g. file name,
extension, size expressed in bytes) that usually are processed
additionally in the next step. Sometimes the user is asked
for a passphrase later used to produce keys, cipher and/or
stego, in a key generation process whether it is implemented.
Also, the user selects the audio cover file that would finally
be a carrier for a secret message.

In the particular application, at the beginning of the hiding
process, a secret message could be compressed, ciphered, or
verified for integrity to enhance the information security level.

At the heart of the steganographic effort is an embedding
algorithm. This stage takes the preprocessed secret message
data and put it into the audio cover file in a pseudo-random
manner (after shuffling utilizing a stego-key) or at fixed posi-
tions - usually at the beginning of an audio signal or as a suffix
added at the end of a carrier file. In most cases, auxiliary
data such as file checksums, encrypted (or not) metadata,
or application synchronization data are added. This additional
data, embedded along with a secret message, are utilized
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Fig. 2. The General Model of operation of a contemporary audio steganographic software

on the recipient’s side during the information extracting
process. For some applications, it was observed that cover
audio, before embedding, is transcoded from one audio format
into another — for instance from MP3 to WAV or the opposite.
The resultant audio stego file consists of the hidden secret
message and is meant for sending through ordinary communi-
cation channels without suspicion. Usually, to retrieve a secret
message, the recipient needs to have at least the same stego
application and also must know the proper passphrase.

V. AuDIO FILE EMBEDDING ALGORITHMS

The purpose of this section is to demonstrate results, and
provide a brief description of the embedding techniques used
by the examined steganography tools. Audio file steganogra-
phy embedding strategies could be generally classified into two
groups, depending on whether they operate in the signal do-
main or not, i.e. signal plane and non-signal plane algorithms.
Embedding in the former always introduces noise to an audio
cover signal and therefore affects it’s quality imperceptibly
in principle. Consequently, developing algorithms of this kind
is a demanding task due to the need of possessing some level
of expertise in the field of Digital Signal Processing (DSP).
The second approach is to add secret data in the non-
signal plane, i.e. by hiding information outside a signal part
(as specified in an audio format) of an audio file. This scheme

is relative easy to implement in software, but the hidden
message is trivial to detect by simple means.

A. Signal plane algorithms

The bit substitution is the most utilized approach for audio
steganography. This easy-to-implement technique, commonly
used for lossless audio formats, involves replacing the original
bits of a signal sample with bits of a processed secret message,
see the Model. To satisfy the demand for steganographic
undetectability, such modification should remain unnoticed,
therefore the most common approach is to manipulate the least
significant bit in a numeric representation of audio samples.
It is possible to modify more than one bit of a sample.
For the sake of generalization, this approach is referred to
as LSBk, where k stands for the number of original least signif-
icant bits altered in a steganographic process. It was observed
that kK number can go up quite high (e.g. 16 as in DeepSound ).
Moreover, the steganographic apps differ in terms of how
they manage bit substitution. In some cases, the user is asked
to choose the desired level of quality for the resulting stegano-
graphic audio file and which consequently leads to utilizing
one of the LSBk schemes concerning a signal length or signal
bitness (i.e. number of bits to represent an audio sample) — this
approach may be called “adaptive”. In other cases, the user
explicitly chooses some option, so their implementation is
“optional”. The last possibility is when the user has no control
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over the bit substitution process and the application dictates
the use of a particular scheme, most likely LSBI.

The most striking result to emerge from the research
on the bit substitution in lossless audio formats is that
in some applications this algorithm is not implemented cor-
rectly from a DSP perspective and for the sake of stegano-
graphic undetectability demand. Namely, steganographic ap-
plication alters in this case the least significant bit in all bytes
of the audio data stream instead of changing only the least
significant bit in an audio sample.This malfunction, observed
for audio formats with sample bitness more than 8 bit per
sample, implies that a resulting stego audio file is biased
by significant noise that reveals the presence of a hidden
message more tangibly. This defective implementation is re-
ferred to as XIsbl on the contrary to LSBI mentioned earlier.
Furthermore, any other kind of erroneous implementation
of the bit substitution algorithm is identified as Xbs.

It was observed other kinds of algorithms in the sig-
nal plane that do not suit the schemes discussed above.
More creative programmers develop custom audio steganogra-
phy algorithms. For instance, in the OpenPuff two algorithms
are implemented: LSBlop and MP3op for lossless and com-
pressed audio formats, respectively. The LSBlop algorithm
alters the only least significant bit of arbitrary and uniformly
selected samples over entire signal duration. The MP3op
algorithm works in the signal plane and puts secret messages
at the beginning and the end of the compressed cover sig-
nal. In the MP3Stego application secret message embedding
is done during compression inner loop — this algorithm can be
called MP3stego.

B. Non-Signal plane algorithms

The second approach to hide data in audio files is to use
the non-signal part of a cover audio file. This metohd re-
quires no DSP knowledge, making it easy to implement even
for novice programmers. Possible hiding spots could be audio
metadata, unused data fields provided by a data format or other
fields to be overwritten, and at the very end of a file.

When secret data is added to the original content of an audio
file, is most commonly used by the audio steganography tools
that operate in the non-signal plane. We call such a scheme
the suffix. The quality of digital content is not degraded after
such modification of underlying data.

An interesting modification of the suffix embedding tactic
was found in QuickCrypto . The term suffixLSBI is used
to refer to a situation in which steganographic data is carried
only by the least significant bit of byte stream added as a suf-
fix. Remaining bits have no particular purpose and come
from a random generator.

The last type of embedding in the non-signal layer of com-
pressed audio files was found in the application called
mp3stegz — this algorithm can be named as MP3efs (efs stands
for “empty frame stuffing” [28]). The principle of stegano-
graphic operation, in this case, is to find unused frames
in a constant bitrate (CBR) MP3 cover file and stuff them
with secret data, all that without introducing any noise.
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VI. CONCLUSIONS

The main goal of this paper was to provide an insight into
how publicly available audio steganography software works
and thereby potentially support the steganalysis processes. The
original outcome of this study was a comprehensive examina-
tion of more than a dozen apps dedicated to steganography
with a sole focus on audio carrier files.

The conducted experiments have shown that there are two
general ways to conceal information in audio files, i.e. directly
in audio signal and without affecting it. For the sake of such
a distinction, the terms ‘“‘signal plane” and “non-signal plane”
embedding algorithms have been introduced, respectively.

The second finding was that the most common approach
to embedding method for lossless audio formats is to utilize
least significant bit modification. Implementation of such
an approach was flawed in some applications, resulting in un-
intended and poor steganographic features.

Based on the conclusions drawn from the analysis a general
operational model of an audio steganography application was
proposed. It contains possible elements of the processing chain
- from a user secret message data and selected carrier file
to the resulting stego file.

A natural progression of this work is to provide detailed
information about principles of operation of more complex
algorithms that are not usually disclosed and can be uncov-
ered by steganalysis, software reverse engineering methods,
or analysis of the source code when available.

These findings contribute in several ways to our understand-
ing of audio steganography that can be met in the cyberspace
and provide a basis for further investigation in this interesting,
still not well explored, subject.
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