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Abstract—In this article, a monitoring system based on IoT 
technologies of the substation electrical system in the Republic of 
Kazakhstan was developed. At the moment, the operation of 
power systems is extremely important to maintain the frequency 
of electric current over time. For management and monitoring 
applications, it is necessary to take into account communication 
within acceptable limits. IoT technologies are considered the main 
functions in applications for monitoring and managing energy 
systems in real time, as well as making effective decisions on both 
technical and financial issues of the system, for monitoring the 
main form of data registration on an electric power substation in 
the city of Shymkent of the Republic of Kazakhstan, for 
consistent effective decision-making by system operators. In this 
work, an Internet of Things-based monitoring system was 
implemented and implemented for the substation of the power 
system using a specialized device built into the FPGA controller 
for fast integrated digitalization of transformer substations of 
real-time distribution electrical networks.  

The IoT platform also provides complete remote observability 
and will increase reliability for power system operators in real 
time. This article is mainly aimed at providing a practical 
application that has been implemented and tested. 
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I. INTRODUCTION 

HE Internet of Things or IoT affects our way of life 

judging by how we react to how we behave. From air 

conditioners that you can control with your smartphone to 

smart cars that provide the shortest route or your smartwatch 

that tracks your daily activities. 

The Internet of Things is a giant network with connected 

devices. These devices collect and exchange data for use in the 

work environment. 

In his Message to the People of Kazakhstan dated 

September 1, 2021, the Head of State announced that 

Kazakhstan will have a shortage of electricity by 2030. But the 

lack of electricity in the country is already felt today. The 

shortage of electricity in the country is 1.3 GW. In 2022, an 

unprecedented situation has developed: consumption has 

grown by a record 7%, whereas previously the increase was 

1.5-2% per year, which is estimated as a natural increase. 
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The production of electric energy in Kazakhstan is carried 

out by 158 electric power stations of various forms of 

ownership. Since 1996, Kazakhstan Electricity Grid Operating 

Company "KEGOC" JSC has been defined as a single power 

grid operator.  

On March 20, 2022, three serious accidents occurred at two 

Kazakhstani thermal power plants, in Petropavlovsk and in 

Stepnogorsk. And similar accidents tend to repeat. This is not 

surprising, given the current situation in the field of electric 

power in the country. 

 As a result of the fact that no complete renovation of power 

facilities has been carried out in the last 7-8 years, an 

unacceptably high degree of wear and tear of power equipment 

and assets has developed in the country. In particular, 

generating equipment is on average worn out by 65%, 

electrical networks - 83%, heating networks - 80%. 

Thanks to the possibilities of using IoT technologies for 

monitoring and managing energy systems in real time, they 

can provide services to the system operator, exchanging 

information among themselves, giving instructions, 

configuring and providing access to data.  

IoT devices are ordinary objects equipped with transceivers, 

microcontrollers and protocols that ensure their 

communication with other devices, as well as with external 

objects (for example, people) to ensure the implementation of 

fully automated systems that make them an integral part of the 

Internet. The purpose of IoT is to use networks to create 

connections between objects while reducing time and location 

constraints [1].  

The Internet of Things focuses on the implementation of 

three main concepts, namely things-oriented, Internet-oriented 

and semantics-oriented: 

• The thing-oriented concept includes intelligent devices 

such as RFID tags, sensors, actuators, cameras, laser scanners, 

Global Positioning System (GPS) and NFC. 

• The Internet-oriented concept provides communication 

between smart devices using various communication 

technologies such as ZigBee, WiFi, Bluetooth, cellular 

communication and connects them to the Internet. 

• The semantically oriented concept implements many 

applications using smart devices. 

The capabilities of IoT monitoring and real-time 

management are used in various fields and in recent years 

several studies have been conducted on mapping tasks with 
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neural networks [2], [3], [4], [5], [6]. To control all processes 

of production, transmission and distribution of electric energy, 

there is an operational dispatch control system [7, 8].  

 The article [9] of the study suggests an innovative method 

for creating an intelligent health bracelet that could receive and 

transmit test results in real time using the BLYNK application. 

How can fraud committed in the billing of energy 

consumption be stopped, to prevent offenders from evading 

any applicable penalties, to prevent their escape, to reduce the 

need for punishment, if any, and the amount necessary to bill 

and recover the money owed [10]. A lot of experimental work 

has been done on the management of household appliances, on 

health maintenance and tracking of electrical factors.  Thus, 

after most of such work has been reported, an intelligent IoT 

device is installed for power management software that 

interacts with microcontrollers [11].The main interface 

between the electrical substation and the power system is 

responsible for raising and lowering the voltage level. Various 

types of monitoring systems have been developed. An IIoT-

based monitoring system with a high frequency of data logging 

for monitoring various critical parameters, including voltage, 

frequency, active power, reactive power, switch status and 

transformer temperature at substations.   

In this work, a power system has been developed that will 

be installed at the Shymkent substation, and it will successfully 

detect and record the first emergency event. The system 

operators will deal with resource losses in the networks, and 

also ensure the stability of the energy supply, using the 

recorded data for further analysis in order to take the necessary 

measures.  

This article is intended to show the practical development of 

an IoT-based RT monitoring system with a high sampling rate 

for monitoring and controlling substations. With the help of 

this developed system, system operators can remotely monitor 

the general conditions in both steady-state and transient modes 

of an electrical substation. High-speed sampling and lossless 

data logging provide more detailed data for both interactive 

and offline analysis. Section I presents the developed model 

and algorithm of the Titan 2 FPGA and ESP-32 

Microcontroller monitoring system and control. Section II 

presents data processing and research results. Section III shows 

field tests and applications and discusses the novelty of the 

developed monitoring system. The conclusion of this article is 

shown in Section IV. 

Section I 

The uniqueness of the development of system monitoring 

in IoT-based power substations lies in the ability to collect data 

processing and analyze data in real time in order to increase 

the reliability and efficiency of system operators. The design 

of the integrated controller of the industrial standard Titan 2 

FPGA is shown in Figure-1. 

To build the design of Titan 2 FPGA clusters , we decided 

to take five important points: 

1. platform; 

2. partitioning; 

3. communication; 

4. timing; 

5. management. 

 
 

Fig.1. Algorithm of Titan 2 FPGA cluster designs 

 

First, we determined the platform of use for building a 

board with a single Titan 2 FPGA, and also placed it on several 

different boards. Implemented communication between two 

boards to exchange data between each other. Next, the timing 

of these boards was determined so that the design divided into 

several boards worked as on one board.  We have also 

developed a control system with the help of which it will be 

possible to simultaneously launch a synchro signal, a signal 

used to coordinate the operations of one or more digital 

circuits on all boards. Also, the control system monitors the 

state of communication between the boards, if suddenly there 

is some kind of error.   

 
 

Fig. 2. Real-time FPGA implementation and architecture 

 

As a result of the research, a platform for the development 

of a programmable logic integrated circuit (FPGA) was 

selected.  

We also used the ESP32 functional module in our work. 

ESP32 is a functional module based on the ESP32 

microcontroller, which is equipped with a dual-core processor. 

It supports the Wi-Fi 802.11 N standard and is additionally 

equipped with Bluetooth version 4.26. It has more peripheral 

device interfaces, which makes it more flexible and functional 

in various applications. Thus the ESP32 has more advanced 

features capabilities. The ESP32 has a built-in antenna and RF 

balun, power amplifier, low-noise amplifiers, filters and a 

power management module. The whole solution occupies the 

smallest printed area of the board. This board is used with 

dual-mode 2.4GHz Wi-Fi and Bluetooth chips using 40nm 

low-power TSMC technology, RF power and the best 

properties, which makes it safe, reliable and scalable for 

various applications.  



DEVELOPMENT OF A MONITORING SYSTEM FOR ELECTRIC POWER SUBSTATIONS BASED ON IOS AND … 821 

 

 

In the power system, many analyses and studies require a 

high-speed sampling rate, for example, signal frequency 

domain analysis and transient analysis. Processing operations 

on the FPGA are completely parallel and do not compete for 

the same resources. FPGA applications have great advantages 

with multiple inputs and outputs. Compared to processor-based 

software solutions, it is possible to determine how many 

processors an information tool is based on, and it is possible to 

solve problems with vibration when executing software. This 

is very useful for our high-speed system. However, due to 

some technical limitations, some complex functions and 

communication functions, such as sorting and searching 

methods or floating-point arithmetic operations, cannot be 

implemented exclusively on FPGA. Therefore, processor-

based devices are still needed [12].  In the course of the work, 

FPGA systems were developed for connecting FPGAs. We 

used the resources of the presses, all the pins.  As a result, 

FPGA and CPU can complement each other. High-speed 

monitoring systems provide the most optimal performance 

multiple inputs/outputs.  

 

This system uses: 

• Titan 2 PG2T390H-6IFFBG900 FPGA; 

• 8 GB DDR 4 64bit; 2 GB DDR3 64 bit; 

• 64 MB QSPI FLASH; 

• X1 QSFP fiber optic interface 40 Gb/s; 

• X4 SFP optical fiber interface, 10 Gb/s; 

• X1 FMC LPC extension port.  

 

Management system 

The last element of clocking is control (Figure - 3). If we 

split our design into several boards, we can guarantee that all 

synchro signals will start simultaneously at startup.  If this is 

not observed, then one of the blocks will start clocking long 

before the others, then the system may be in an 

incomprehensible state.  When the developed system starts 

working, it should work as a whole.  Therefore, it is also 

necessary to implement a control system that is guaranteed to 

start clocking all synchro signals simultaneously. 

 

 
 

Fig.3. Design of the control timing system 

 

In an Internet of Things-based monitoring system, network 

storage (SAN) is used as a storage for storing data and 

providing remote access. The existing file system is created 

and maintained within the remote system, while it can be 

simultaneously used for reading and writing by many clients. 

As shown in Figure - 4, inside the substation, the integrated 

FPGA controller, the main computer and the NAS are 

connected to the hardware firewall via Ethernet cables. The 

computer in the control room receives data in real time. In this 

section, the structure of the system is presented in the 

sequential order of the data flow in the system. 

 

 
 

Fig.4. Structure of a real-time monitoring system based on 

the Internet of Things using FPGA 

 

To obtain different types of input data with different 

sampling rates, 3 types of input modules are used in this 

system, as shown in table I. All data will be collected and 

processed in the FPGA. To obtain high-resolution voltage and 

frequency signal data for detailed analysis, analog AC voltage 

signals are sampled at a frequency of 1500 samples per second. 

Real power, reactive power and transformer temperatures, 

signals are converted by converters. Signals about the power, 

temperature and status of the circuit breaker are received at a 

sampling rate of 10 samples per second. 

A real-time monitoring system requires both high-

resolution and accurate time sources. In this study, an 

industrial-standard GPS synchronization module with an 

accuracy of +100 ns was used, providing timestamps for 

selected data. As a simplified illustration, the synchronization 

process is shown in Figure -5.  
 

 
 

Fig.5. Industrial standard GPS synchronization module 
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TABLE I  

 DATA ACQUISITION MODULES AND SAMPLING RATES 

Module Type Measurement Objects 
Sampling 

Rate 

AC Analog Voltage 

Input Module 

(-300 to 300Vrms) 

Voltage and 

Frequency 
1500 S/s 

Analog Voltage 

Input Module 

(-10 to 10V) 

Real Power, Reactive 

Power and 

Transformer 

Temperatures 

(Transducers) 

10 S/s 

Digital Input Module Circuit Breaker Status 10 S/s 
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To synchronize and timestamp the collected data on the 

FPGA, the absolute time provided by the internal FPGA clock 

with a frequency of 40 MHz is synchronized with the GPS 

time. Once the data is timestamped, it is sent to the device-

based processor for the next step. 

 

Section II 

Research results 

This article presents a standard circuit breaker signal source 

to make up for the lack of existing signal sources, such as a 

variety of types of signal sources, low automation, low work 

efficiency and waste of human resources. The standard circuit 

breaker signal source simulates all parameters during normal 

and abnormal operation of an electrical circuit: primary circuit 

opening current, switching coil closing current, storage motor 

current, stroke sensor voltage signal/current signal. In order to 

avoid defects on the part of signal sources and human 

resources, a standard circuit breaker signal source has a 

number of advantages: 

1) It is necessary to conclude 3 switch signals; 2) The 

current output of the short circuit coil with switching to 1 

channel, which simulates the output current at which the 

circuit breaker performs a switching circuit operation. The 

output current is 0~5A. The accuracy is 1%. The output current 

must be feedback; 3) Single-channel output current of the 

storage device, which simulates the output signal of the circuit 

breaker stroke (current output). The accuracy is 1%. The 

output current should be feedback; 4) The output of the first 

channel is 4-20 mA, an imitation of the output current appears, 

at which the circuit breaker ensures the operation of the 

storage motor. The output current is 0~5A. The accuracy is 

1%. The output current must be feedback; 5) A single-channel 

0-5 V output simulates the output current at which the circuit 

breaker ensures the operation of the storage motor. The output 

current is 0~5A. The accuracy is 1%. The output voltage 

should be feedback; 6) The above outputs should guarantee the 

accuracy and stimulate the output of the time sequence of the 

circuit breaker; 7) The signal source can exchange data with 

the main computer via a WI-FI interface; 8) 5 groups of 

different waves can be pre-stored; 9) Receive 5 groups of 

different waves pre-stored from the main computer; 10) Have 

the function of liquid crystal display.  

The circuit breaker is a very important means of control 

and protection in the field of power grid systems. When the 

electrical equipment or circuit is in an emergency state, the 

relay protection and circuit breaker quickly cut off the damage 

area from the network and guarantee the safe operation of the 

network. However, there are many high-voltage circuit 

breakers. According to the traditional model of planned 

overhaul to check the circuit breaker, there will be some 

phenomena such as heavy workload, high costs and so on. At 

the same time, different circuit breakers require different signal 

sources. During maintenance of this nature will lead to a waste 

of human resources and will cause artificial errors. Therefore, 

the article presents a new standard source of the circuit breaker 

signal. He implemented an integrated, informational and 

intellectual reform for various types of signal sources. Using a 

standard signal source to calibrate conventional equipment can 

reduce the maintenance burden and increase the relevance of 

maintenance. This is very useful for improving the operational 

reliability and efficiency of electrical equipment. 

All mechanisms of data collection, monitoring, as well as 

programming are investigated in the FPGA device. To display 

data in real time on computers at the substation and in the 

control room, data is continuously transmitted over the 

network.  

To increase the operational efficiency of the monitoring 

system, an automated process control system (APCS) is used 

for the substation of the power system. In order to solve this 

problem, adhere to the following steps: 

1) elimination of emergency situations and assessment of 

the condition of individual substation nodes of the power 

system according to sensor readings; 

2) ensuring the autonomous operation of the installation. 

With the help of these two stages, this technological 

process allows you to reduce operating costs and reduce the 

influence of the human factor on the reliability of the 

substation system of the power system. 

 

 
 

Fig.6.  Dispatching control of the substation of the power 

system in SCADA 

 

One of the main ways to automate the substation system 

of the power system is the use of specialized software and 

hardware complexes, which allowed to solve the following 

tasks: 

1) get data on the state of the system and changes in 

technological processes on the control controller; 

2) to process data on changes in technological parameters 

of the substation system of the power system in real time; 

3) to improve algorithms for managing technological 

processes in the substation system of the power system; 

4) monitor the technical condition of the installation in 

real time. 

To implement the development and research of the 

automation system of the substation of the power system, 

SCADA was used. Figure -6 shows the dispatching control of 

the substation of the power system in SCADA. 

Receiving data from the FPGA Programmable Logic 

Controller, the SCADA system is able to evaluate the 

technological parameters of processes occurring in various 

nodes of the installation, namely:  

– receives temperature data;  

– receives voltage data; 

– receives data on electricity; 

– receives data from a standard circuit breaker signal source; 
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– calculates the amount of transmitted electrical energy in 

various circuits based on the readings of temperature, voltage 

and electricity sensors; 

The SCADA system in automatic mode, without operator 

involvement, supports the operation of the substation system of 

the power system under various external influences.   

 

Section III 

The novelty of the developed monitoring system 

Currently, there are various devices and platforms that 

can be used to monitor electrical substations. Among the 

various monitoring devices, the IEC 61850 standard 

application is one of the most frequently used monitoring 

platforms for power systems [47]. Compared to IEC 61850, the 

developed monitoring system has more flexibility for use with 

various functions. Thanks to the FPGA programmability, the 

monitoring system functions can be changed or added 

depending on the operator's needs at no additional cost. The 

monitoring system is designed with energy monitoring and 

registration functions, which allows power units to participate 

in demand response programs in unregulated electricity 

markets. Thus, the developed system can bring financial and 

technical benefits to both the generating unit and the system 

operator. As a real application system, this monitoring system 

was applied to the Demand Response (DR) program at the 

Texas Market Power Reliability Council to improve the 

system's performance and brought significant financial benefits 

to the DR participant. Thus, compared to most monitoring 

platforms on the market, the system can be used as a 

reprogrammable multi-purpose monitoring platform at 

electrical substations. 

In this paper, a new design of a control controller for 

monitoring an electrical substation has been developed (Figure 

- 7). The electrical substation monitoring controller is equipped 

with an ESP 32 processor, which initializes and starts data 

collection on transformer temperature, power, voltage and 

circuit breaker status. After the above process, ESP 32 starts a 

Wi-Fi connection and turns on the Internet. Once enabled on 

the Internet, ESP 32-1 connects to the domain URL using the 

Hypertext Transfer Protocol (HTTP). Data on temperature, 

power, voltage and the status of the circuit breaker are sent to 

the database. Data is extracted from the database using a PHP 

script. The extracted data is stored in the database. The saved 

data is interpreted in the web interface for users (Figure-8). 

The web interface works for the mobile version and the 

personal computer. 
 

 
 

Fig.7. Electrical substation monitoring controller 

 

Communication between the client and the server is 

carried out using the Hypertext Transfer Protocol (HTTP). In 

this protocol, the client initializes the link by requesting a 

specific web page using HTTP. One of the main features of the 

FPGA is that it can be both connected to a Wi-Fi network and 

act as a web server, and can also configure its own network, 

allowing other devices to connect directly to it and access web 

pages. This is possible because the FPGA can operate in 

different modes: station mode, soft access point mode and both 

at the same time. This makes it possible to build power grids. 

 

 
Fig.8. Electrical substation monitoring system 

 

The novelty of the developed monitoring system is that a 

research methodology has been developed for monitoring an 

electrical substation. The FPGA monitoring system has more 

flexibility for applications with different functionality. Thanks 

to the FPGA programmability, the monitoring system 

functions can be changed or added depending on the operator's 

needs at no additional cost. A control controller was also 

developed to monitor the condition of the substation. Thus, the 

developed system could bring financial and technical benefits 

to both the generating unit and the system operator. Thus, 

compared to most monitoring platforms on the market, this 

system can be used as a reprogrammable multi-purpose 

monitoring platform at power substations. 

 

Section ІV 

Conclusion 

In this article, a monitoring system based on the Internet 

of Things was developed, and the implementation of designs 

on FPGAs for substations. Two variants of an IoT-based 

monitoring system for an electrical substation have been 

developed, one on an integrated FPGA controller and the other 

on an integrated ESP32. In real time, all parameters at the 

substation, voltage, frequency, power, circuit breaker status 

and transformer temperature, are monitored in real time. A 

substation control controller has been developed, where the 

starting mechanisms are also programmed. After a while, the 

mechanisms are triggered, the data is recorded by the 

controller and transferred to the NAS. Industry standard GPS 

is used to provide high resolution timestamps and 

synchronization functions. The integrated FPGA controller 

provides high-speed and reliable data acquisition and 

processing functions. With the help of the Internet of Things 

platform, data is transmitted and stored via a local network. 

System operators can remotely access real-time data and 

retrieve data from a SAN on the network. The dispatching 

control of the substation of the power system in SCADA was 
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also developed. In future works, experimental works on this 

topic will be implemented for further analysis. 
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