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Abstract—The paper presents the existing possibilities of dis-
rupting the operation of optical/optoelectronic telecommunication
networks in a physical layer, distinguishing between passive and
active attacks. The latter relay on jamming the operation of the
optical network, ranging from the deterioration of the quality
of service to the complete prevention of transmission. Passive
attacks, on the other hand, are aimed at eavesdropping on
transmissions. The paper discusses the various types of attacks,
which are specific to the physical layer of optical networks, as
well as capabilities of detection and prevention them based on
the machine learning approach among others. Finally, a realistic
scenario of an active attack by using of a clip-on coupler has
been examined in the context of a local area optical network.
The results confirm a very disruptive impact on the transmission
quality if the power of the jamming signal is comparable with
the power of useful signal.
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I. INTRODUCTION

T first glance, fiber optic communications seem safer

than radio or wired communications using metal (copper)
cables. On the one hand, it is due to the lack of the so-called
electromagnetic corona, i.e., the impossibility of remotely
eavesdropping on information transmitted in a fiber optic
cable, and on the other hand, the impossibility of remotely
disturbing fiber optic transmission, as it is not sensitive to Elec-
tro Magnetic Interference (EMI). It creates a false belief in the
complete security of this type of information transmission [1],
[2]. It should be clearly stated that the security of fiber-optic
transmission ends when the attackers gain direct, physical
access to the fiber-optic cable itself or optical/optoelectronic
devices located in the fiber-optic path or network nodes.

The active attacks aim to disrupt the operation of the
network, ranging from deterioration of the quality of services
(QoS) to ultimately preventing transmission in a single link
or part of the network. The attacker tries to mask the place
or places of the attack. Therefore, such an attack is not easy
to distinguish from an event involving the failure of some
network element.
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In this work, we will discuss the more important types
of attacks one by one, starting with passive attacks (eaves-
dropping). It should be noted, however, that we will limit
ourselves only to attacks in the physical layer, specific to
the optical transmission medium such as optical fiber. Attacks
carried out at higher OSI layers, although they may affect
optical systems, will not be discussed here. Examples of the
latter include security threats occurring in the GPON network
[3]-[5]: intercepting network control messages (PLOAM -
Physical Layer Operation Administration and Maintenance)
and changing or resending them to the network, impersonating
other users (ONU - Optical Network Unit, or OLT - Optical
Line Termination), and finally, theft of services, which can be
done by a user impersonating another ONU.

II. EAVESDROPPING

As already mentioned, one needs physical access to the
optical infrastructure to install wiretapping. Generally, we can
distinguish two cases resulting from the place of installation
of the wiretapping: the first one - anywhere in the fiber-optic
cable and the second one - in the network nodes containing
elements such as couplers/splitters, optical amplifiers, optical
add-drop multiplexers (OADMs), or optical cross-connects
(OXCs). While network nodes can be made reasonably safe
against unauthorized access by increasing the protection of
these places (e.g., mechanical security, electronic supervision),
this is impossible in the case of fiber-optic cables that run for
tens or even thousands of kilometers. Therefore, we will start
discussing eavesdropping methods with wiretapping on fiber-
optic cables.

A. Eavesdropping in fiber optic cables

There are two main attack methods here. The first involves
installing an asymmetrical 1x2 optical splitter in the fiber optic
path. Such a splitter is an inexpensive and small device that
does not require a power supply and has one optical input and
two optical outputs. A specific, usually small (e.g., 10% or
20%) part of the power of the signal is transmitted from the op-
tical path to the attacker’s receiving device by using of it. Such
a device introduces only slight attenuation in the path (less
than 1 dB), which the supervision system can easily overlook.
It is easy to install at the infrastructure construction stage or
the so-called dark fiber (on which transmission still needs to be
carried out). The situation is different when the fiber is used for
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data transmission because installing such an element requires
cutting the optical fiber and welding/connecting the splitter in
its place. It interrupts the transmission, triggers relative alarms
in the network management system, and allows for accurate
determination of the place of attack, e.g., using fiber optic time
domain reflectometers (OTDR).

The second method of eavesdropping is more dangerous
because it does not require cutting the optical fiber, which may
trigger alarms. According to this method, the attackers act as
follows. Having access to a fiber optic cable, they identify
the optical fiber of interest. Next, they remove all coatings
protecting the optical fiber over a certain length, leaving the
bare fiber without cutting it. Tools intended for this purpose
(fiber optic stripping tools) are commercially available and
inexpensive, as they are used in routine installation works
(e.g., connecting optical fibers). In many cases (transparent
coatings), their removal is unnecessary. Having a sufficiently
long section of the bare fiber available, the attacker inserts it
into a so-called clip-on coupler. The device is readily available
since it is used regularly to detect optical transmission in fiber
optics and for service communications. The clip-on coupler
taps a part of the signal transmitted in the eavesdropped fiber
into an additional optical fiber that can be connected to other
attacker devices.

The clip-on coupler employs the fact that in a sharply bent
optical fiber, some of the light goes outside the fiber. The
exact structure of this type of device is described in [6]—[8].
The scheme of the clip-on coupler is shown in Fig. 1 [6].
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Fig. 1. An optical clip-on coupler schematic

It consists of a matched pair of clamps made of transparent
plastic: convex and concave. The concave clamp is a V-shaped
groove that allows accurate optical fiber positioning (in a 250
um diameter clear coating). A gradient-index optics fiber optic
lens (GRIN) is used to receive the signal. It is connected to an
optical fiber, sending the received signal outside. The solution
presented in [6] employs a multi-mode optical fiber, but single-
mode optical fibers are also found in commercial devices.
The GRIN lens is glued in a place that absorbs the largest
power of light leaking from the telecommunications fiber. The
choice of the radius of curvature is also essential: the smaller
it is, the greater the attenuation of the signal remaining in the
telecommunication’s optical fiber, but at the same time, the
greater the power transferred outside the optical fiber. Typical
parameters of commercial devices [5], [9] are insertion loss
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(in tapped fiber) not exceeding 7 dB (at 1550 nm, at 1310
nm it is much lower, e.g., 3 dB) and coupling efficiency of
13 -17 dB (1550 nm) and 17 -22 dB (1310 nm). The last
parameter indicates the attenuation of the eavesdropped signal
with regard to the input signal in the tapped fiber. The values
of these parameters depend on the wavelength, which results
from the corresponding changes in the mode field diameter
(MFD). At a wavelength of 1550 nm, the diameter of the
mode field is larger, causing a stronger coupling of the guided
mode(s) to the cladding and, consequently, a higher power of
the tapped signal and a more significant attenuation of the
useful signal in the tapped fiber.

Because the signal power level decreases during propa-
gation, places near the transmitter are more vulnerable to
eavesdropping in the manner described above.

In the open sources, one can find descriptions of using
clip-on couplers to monitor/eavesdrop on transmitted data.
We will briefly describe two examples here [8], [I1]. In
the first experiment, video transmission over optical Ethernet
was eavesdropped [ 1]. After removing the coatings, the bare
optical fiber was placed in the clip-on coupler. The signal
acquired in this way was fed via an additional optical fiber to
a unidirectional Ethernet signal converter, where the Ethernet
frames were captured (via the Wire-Shark protocol analyzer).
Then, the video transmission was successfully reconstructed
from them (using the Chaosreader) on the attached computer,
where it could later be replayed. All components required to
carry out the attack (especially software) were readily available
[11]. In the other work [8], the signal obtained from eavesdrop-
ping was used to monitor traffic in the Gigabit Ethernet PON
network (GEPON). With a signal extraction efficiency of -17
dB (using a clip-on coupler), the captured signal’s bit error
rate (BER) was measured. The obtained results indicated no
loss of quality of this signal.

B. Eavesdropping in network nodes

Another relatively simple method of gaining access to
signals transmitted in optical fiber is to connect an eavesdrop-
ping device to optical monitoring ports, which are present in
virtually all active optical network devices, such as optical
amplifiers, optical wavelength selective switches (WSS), or
optical add-drop multiplexers (OADM). This possibility of
eavesdropping also exists in some passive network elements,
e.g., optical splitters. In the latter, one can connect to one of
the output ports as long as it is not used.

If one has more advanced equipment, one can eavesdrop
on the signal while having legal access to the network. This
problem occurs in PON access networks (e.g., GPON or
GEPON). It is well known for the downstream transmission
(i.e., from the exchange office to the subscribers), as all
subscribers receive data sent to all other subscribers due to
the broadcasting nature of the transmission. For this reason,
encryption algorithms should be used for transmission privacy.
Transmission in the reverse direction (up-stream) is usually
not encrypted due to the directionality of the network. As it
turns out, this assumption needs to be corrected. In [12], it
was shown that a subscriber with legal access to the network
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can eavesdrop on the signal sent in the reverse direction by
an-other subscriber(s). For this purpose, the signals reflected
from the optical splitter (connecting both the eavesdropped
subscriber and the eavesdropper to the PON net-work) may
be used. In [12], it was shown that the level of the reflected
signal depends on the type of splitter, the connectors used,
and whether the said connectors are terminated or not. By
installing an optical amplifier and a receiver with an avalanche
photodiode (APD) further on, the eavesdropper was able to
receive the signals sent by the eaves-dropped subscriber with
virtually no errors when PC connectors were used in the
splitter. It should be noted, however, that the cited study
[12] only indicates the danger of eavesdropping and does
not document this possibility. It is because the research was
carried out at a wavelength of 1550 nm, while in real PON
networks, the upstream transmission is usually carried on in
the second transmission window, i.e., in the wavelength range
of 1260-1360 nm. Such possibility has been documented,
among others, in [13].

Having legal access to the network, one can eavesdrop using
cross-talk signals between adjacent channels [14], [15]. The
attacker legally obtains a transmission channel of a specific
wavelength and then does not send any data there [16]. There-
fore, the mentioned wave channel carries cross-talk signals
from neighboring channels, which can be amplified with an
optical amplifier and received [16]. It is possible in WDM
networks where different users use different wavelengths.
Cross-talk may occur either as a result of nonlinear interactions
in the optical fiber (for instance, four-wave mixing, cross-
phase modulation, Raman scattering) or due to the non-ideal
transfer characteristics of wave demultiplexers, where part of
the power of the demultiplexed signal is transferred to channels
of adjacent frequencies, creating inter-channel cross-talk. An
alternative place for such cross-talk is the optical switch shown
in Figure 2, where the non-ideal nature of the switch causes
it. The attacker, having access to the neighboring channel,
optically filters out signals that are not interesting to him,
leaving the eaves-dropped channel, which may be amplified
optically before receiving it on his device. The effectiveness
of eavesdropping depends directly on the strength of the
eavesdropped signal and the level of cross-talk in network
nodes. For these reasons, it is more effective near transmitters,
where the cross-talk signal is stronger.

To conclude, it is worth mentioning the reports of direct
cross-talk between parallel optical fibers in optical ribbon fiber
cables [17]. This phenomenon was confirmed experimentally
[17] by connecting a sensitive superconductive single photon
detector (SSPD) to a dark optical fiber located near (direct
or second neighbor in the ribbon) the active optical fiber. The
cause of this cross-talk appeared to be photon leakage between
optical fibers at the cable bends. It is still being determined
whether such cross-talk is common or only occurred in the
tested cable, as no other reports con-firm the discovered
phenomenon. This slight cross-talk can only be detected
using very sensitive photodetectors capable of detecting single
photons. Despite this, it may significantly negatively impact
the operation of Quantum Key Distribution (QKD) systems
[17].
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III. ACTIVE ATTACKS

Active attacks aim to disrupt or prevent transmission in part
or even in the entire network. A huge problem of optical
networks is that due to the transparency of such networks,
attacks of this type tend to quickly spread beyond the attacked
section of the network [I8]. There are two types of such
attacks.

The first one involves physical damage to the infrastructure,
e.g., cutting a cable or intentionally destroying equipment.
This type of attack, although annoying and primitive, is
relatively simple to locate and repair.

Attacks involving introducing an intentional jamming signal
into the network are much more dangerous and challenging
to locate. Such a signal can be inserted in the same places
mentioned when discussing wiretapping. It usually has a high
power that significantly exceeds the typical power used for
transmission. Another possible attack is the use of the so-
called alien channel. We will briefly discuss these possibilities.

The already mentioned clip-on coupler can also insert an
interfering signal. It is sufficient to connect the jamming signal
to the receiving optical fiber (which was previously used
for eavesdropping) and change the direction of the coupler
connection (in the arrangement shown in Fig.1, the jamming
signal would be sent towards the transmitter, which means
that the attacker would not achieve the intended goal). We
should mention right away that the initial attenuation of such
a jamming signal is in the order of 13...22 dB (commercially
available equipment) depending on the transmission window,
so in order to effectively disrupt the transmission, the attacker
must have a light source of significant power at his/her
disposal. A very dangerous variant of this attack is the so-
called correlated jamming [16], [19]. It involves using a (clip-
on) coupler to simultaneously eavesdrop on the signal and
disrupt it further down the link [16], [19]. In this case,
the eavesdropped part of the useful signal is replaced by
interference or an-other signal so that the total power of the
signal (usable + interference), which continues to propagate
down the path, does not change, which makes it difficult to
detect the threat by measuring the power at the receiving node.
This attack is perilous if the (O)SNR value of the attacked user
is relatively low [19].

One can also insert a 2x1 type optical coupler in the path for
attack purposes, directing the useful signal and interference to
its inputs. However, this may only be un-noticed at installation,
as cutting the fiber is necessary. However, an attacker can
risk triggering an alarm if he/she can quickly (i.e., before the
arrival of the maintenance crew) perform the entire operation
and restore traffic (he/she can attack later).

Connecting an interfering signal in network nodes to optical
monitoring ports or unused output ports, although entirely
possible, is less effective than eavesdropping on the same
ports. This is because the interfering signal introduced in this
way will prop-agate to the transmitter, i.e., in the direction
opposite to the propagation of the useful signal [20]. Only the
part of the interfering signal reflected in the network element
and propagated with the useful signal in the same direction will
threaten the latter signal. However, due to the high isolation
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levels in network elements, the required powers to carry out
an effective attack are +30 dBm, which is very high. A better
way for an eavesdropper to carry out such an attack is to use
those device ports that are unsuitable for eavesdropping. An
example of such a port is an unused input port in any optical
node, e.g., a switch. This type of attack is shown in Fig. 2.
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Fig. 2. Attack using cross-talk and implemented at an unused input port of
the optical switch: a) out-of-band attack, b) in-band attack

In this case, the attacker uses a signal with very high
power (about 20 dB more than the attacked signal) [20].
The attacker’s signal passing through the optical switch uses
the cross-talk existing in such elements: the attacker’s signal
appears not only on the output port to which it was directed
but also as a cross-talk signal on the port/ports to which the
usable signal/signals was/were transferred. It should be noted
that this type of attack tends to spread beyond the optical
paths directly connected to the attacked node [21], although
it must also be said that as the attack spreads in the network,
its impact weakens [22]. An example of the propagation of an
attack using cross-talk in the network is shown in Fig.3.
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Fig. 3. Cross-talk attack propagation in the optical network

Interoperability in the optical layer of the network is re-
quired to ensure easy up-grades and effective implementation
of high-speed connections based on the existing infrastructure.
It can be implemented using the so-called alien wavelengths,
i.e., signals of specific wavelengths coming from transponders
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that are not under the direct control of the optical network
operator [19]. This approach eliminates the need to use wave-
lengths native to the operator’s system and reduces the operator
infrastructure. It has many other advantages, including reduced
network latency and power consumption [20]. On the other
hand, alien wavelengths lead to a potentially serious threat to
net-work security since the operator often does not control
either the wavelength or the power of alien signals, which
allows them to be used for active attacks. They are even more
dangerous because, unlike the previously described attacks,
the alien signals are not suppressed when introduced into the
network. Therefore, high optical power is unnecessary to carry
out an effective attack. Having access to a single optical fiber,
an attacker using advanced techniques can remotely disrupt
all traffic in the network node to which this optical fiber leads
[19]. It can be done using a multi-wavelength signal or one in
which the wavelength hops between channels to disrupt useful
signals for the maximum number of outputs [19].

In this context, one should note that all types of PON of
any architecture are most vulnerable to attacks from users with
legal access to the network [14]. An attacker can introduce a
jamming signal upstream at any point in the network to which
he has legal access [14]. This disturbance may be of low mag-
nitude, merely in-creasing the error rate in the demodulated
signal. It may also take the form of an un-modulated high-
power signal, the purpose of which is to saturate the receiver
in the central node [14]. In the case of passive PON networks
(e.g., GPON, EPON), adequate saturation of the receiver in the
central node turns off all transmissions in the reverse direction
from all users and, consequently, the entire network for all its
users. Another attack possibility [19] is the use of an OOK
(on-off keying) signal with a modulation that is fast enough
so that the threshold level in the receiver is unable to adapt to
it but not so fast that it is filtered by filter in the receiver [19].

Let us consider the position of the interfering signal band
as related to the useful signal. All attack types can be divided
into out-of-band attacks (if the ranges of the mentioned bands
are different) and in-band attacks (if both signals occupy the
same frequency range). An example of both types of attacks
is shown in Fig.2.

The in-band attack is much more dangerous than the out-
of-band attack. Firstly, the out-of-band attack can be easily
eliminated using appropriate optical filters, i.e., filters that only
allow the useful signal to pass through. The in-band attack
cannot be eliminated in this way. Secondly, in the case of an
out-of-band attack, both signals, i.e., useful and interfering, are
incoherent, which means that their powers add, and no beating
signal arises in the optoelectronic receiver. As a result, the
interference signal powers necessary to disrupt transmission
are relatively high. In this case, a loss of reception sensitivity
of 1 dB occurs when the power level of the interfering
signal exceeds -12...-13 dB about the power of the useful
channel [19]. In contrast, with the in-band attack, both signals
are added coherently (i.e., considering the phase difference),
which creates an electric signal in the receiver resulting from
the beating of both frequencies. Therefore, the attacking signal
powers required to disrupt the transmission are relatively low:
a loss of reception sensitivity of 1 dB occurs at a power level
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of the interfering signal above -30 dB compared to the power
of the useful signal.

In-band attacks can be carried out directly or indirectly.
In the first case, the interfering signal is inserted in the
same transmission path as the targeted channel (e.g., via the
previously discussed clip-on coupler). In turn, the indirect
attacks use cross-talk in network nodes such as switches.

Special attention should be paid to the out-of-band attack
using the optical fiber’s nonlinear properties [!1] intended
for jamming coherent transmission. It involves intentionally
introducing an OOK signal with high power and relatively
low bit rate (e.g., 10 Gbit/s) with a wavelength near the
attacked channels with very high bit rates (100 ... 200 Gbit/s)
using coherent multi-value modulation. The OOK signal intro-
duces cross-talk in the above coherent signals through cross-
phase modulation (XPM) and/or cross-polarization modulation
(XPolM). It was shown in [20] that the effective band-width of
the attacking channel increases with its power and the size of
the constellation of interfered coherent signals. For example,
with the interference signal power of +15 dBm, the jamming
bandwidth of this channel is from 1.2 to 3.1 THz for DP-
QPSK and DP-16QAM (DP - dual polarization) modulations,
respectively.

A particular type of out-of-band attack is an attack using
gain competition in optical amplifiers, including EDFA am-
plifiers. This phenomenon has been described, for ex-ample,
in [23]. This type of attack takes advantage of the fact that
introducing a very high-power jamming signal to the input
of an optical amplifier reduces the amplification of other
(attacked) channels. Consequently, these channels’ OSNR
(optical signal-to-noise ratio) values are reduced, leading to
service quality deterioration or even transmission interruption.
Undetected, such a jamming signal propagates in the net-work
as if it were a signal from a legitimate source, depriving other
useful channels of power along its path [18]. This attack is
hazardous in the case of amplifiers operating in the regime
of ensuring constant output power [20]. Optical amplifiers
equipped with automatic gain control (AGC) can protect useful
channels against OSNR reduction (deterioration of transmis-
sion quality), but only if the power of the attacking signal
does not exceed a certain threshold [23]. The research results
published in [23] also indicate that using a larger number
of amplifiers provides greater protection of useful channels
against this type of attack for a fixed track length. Increasing
the power of useful channels has a similar effect [23]. The gain
competition attack may prove very difficult to manage if the
optical power in the attacking channel is additionally keyed at
an ap-propriate frequency [24]. Due to the time delays of the
gain control loop in the amplifiers themselves and the optical
receivers, keying may lead to unstable operation of the entire
gain path (transient states [24]). On the one hand, it may cause
temporary drops in OSNR in the useful channels below the
minimum values, and on the other hand, temporary distortion
in receivers in these channels.

One of the methods of limiting the propagation of high-
power jamming attacks is the use of adjustable and wave-
selective attenuators in network nodes [24], [25], which are
typically employed to equalize the power of optical signals
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passing through a given node. In this case, the high-power
attack signal will be suppressed in the first node with such
functionality [24], limiting its propagation in the network.
However, this will not prevent disruptions in the section from
the point of introduction of the attack to the mentioned node
or disruption of the operation of the channel in which the
attack is carried out [24]. Let us emphasize once again that
in older types of nodes, without the possibility of selective
power regulation (such as fixed optical add-drop multiplexers
- FOADM [24]), a high-power attack propagates without any
obstacles in the network up to the node, where the signal(s)
is/are subject to regeneration.

A. Hidden attacks

An important subcategory of active attacks is hidden attacks.
In general, these attacks are carried out to deteriorate the
QoS rather than sabotage the network’s operation altogether.
The main intention of the attacker is to make it difficult
for the network operator to detect that such an attack is
being carried out. We will briefly discuss two types of such
attacks. The first one is called a low-power QoS attack [26]. It
involves including an optical splitter in the path to degrade the
useful signal’s power level and reduce OSNR as a result. As
shown in [26], a clever attacker can cause transmission quality
degradation alarms to appear in network locations very distant
from the actual location of the attack, which causes difficulties
in the management system diagnostics. This attack is most
effective if carried out close to the transmitter [26] because it
affects the largest part of the path. Moreover, signal loss alarms
appear not in part with the splitter but in further sections
of the link that have yet to be directly attacked [26]. As
indicated in [16], this type of attack may propagate in networks
with protection against high-power jamming attacks (active
equalizers in network nodes [16]). As for installing such a
splitter, a possible scenario is presented in the report [27]
(albeit about installing a wiretapping). A detailed description
of this action scenario has been provided at [27] among others.

The second type of hidden attack was first described in
[28]. It may affect the transmission of coherent signals with
very high bit rates using polarization multiplexing (PolMux).
The attack involves applying a rapidly changing transverse
pressure to the attacked optical fiber, which introduces appro-
priate changes in stress in the optical fiber, causing variable
birefringence of the fiber because the fiber material itself has
elasto-optic properties. The easiest way is to use a piezoelectric
transducer into which an uncoated optical fiber is inserted.
The attack leads to rapid changes in the polarization of
the transmitted signal. Suppose they are fast enough (above
several million radians per second [28]). In that case, the
digital signal processing algorithm in the coherent system
receiver that separates polarizations cannot correctly split
transmitted signals with orthogonal polarizations. Unlike the
clip-on couplers discussed in the wiretapping context, the
piezoelectric transducer does not introduce any attenuation and
it’s extremely difficult to locate.
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IV. EXPERIMENTAL RESEARCH

Based on the discussed attack patterns that disrupt optical
networks, this paper’s authors carried out several experimental
studies in this area. Various attack scenarios were examined
using the optical clip-on coupler to insert the interfering
signal into the optical path for various types of jamming
sources [29]. The paper presents previously never unpublished
research results regarding the jamming of optical transmission
in the 1000Base (Ethernet) standard with an optical signal
modulated with a low-frequency rectangular signal (10 MHz)
generated by an external laser. The chosen method of attack
is straightforward and, at the same time, highly effective.
The selection of the transmission standard resulted from its
popularity in the local area networks. The examined standard
is also characterized by high resistance to interference.

A. Demonstration setup

The setup we used in our experiment is shown in Fig. 4,
and its photography in Fig. 5

2
. Adjustable @
Comp1 ] Media optical
Converter attenuator 1
P
Adjustable e
E/Iodulated pomm -"Clip-on -
aser 1550 nm attenuator 2 optical

coupler.-——

Media

Comp2 Converter

Fig. 4. A block diagram of experimental setup

Fig. 5. A photography of experimental setup

In principle, the setup was used to transmit huge binary
files between two portable computers (Comp1, Comp?2), which
were connected via an optical 1000Base (Ethernet) system.
To this end, we employed two media converters 10/100/1000
Base-TX to 1000 Base-FX (LightOptics). A standard single
mode (SM) optical fiber was a trans-mission medium with
the converter lasers operating in the 1550 nm window. The
optical jamming signal was inserted into the fiber via the clip-
on coupler (FOD 5503). The photo of the clip-on coupler and
its parameters are depicted in Fig.6 .
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Clip-on coupler FOD 5503
Coupling efficiency:

® 12-17 dB at 1550 nm

® 17-22 dB at 1310 nm

Insertion loss:

® below 7 dB at 1310 & 1550 nm
e typical 4 dB at 1550 nm

® typical 2 dB at 1310 nm

Back reflection on tapped

fiber below —60 dB

Fig. 6. A clip-on coupler photography and its specification

A 1550 nm laser light source (Agilent 8163) modulated
with a 10 MHz rectangular signal was used as the jamming
signal. Two optical attenuators adjusted the useful signal and
jamming signal powers, respectively. The link data throughput
in Mbytes/s assessed the transmission quality. The built-in
Windows network monitoring software reported the latter. Dur-
ing the measurement session, we changed both the useful and
jamming signal powers by adjusting the respective attenuators
and recorded the corresponding throughput.

B. Measurement results

The obtained results are shown in Fig.7 and Fig.8.
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Fig. 7. Useful signal throughput (in Mbytes/s) as a function of the useful
signal power received at receiver for various level of jamming signal power
arriving to the receiver together with it.

C. Results discussion

The measurement shows that the successful attack requires
the jamming signal power to be slightly less (around 3...6 dB
less) than the useful signal power, whereas both are measured
at the receiver. Considering the significant attenuation of
the clip-on coupler for the jamming signal (12. . . 22 dB
depending on the wavelength), it appears at first glance that a
successful attack requires a rather prohibitively high power of
the jamming source. It is so if the ingress point is close to the
transmitter. The situation is different if the clip-on coupler is
inserted not far from the receiver, and the link loss is typical for
medium or long-range systems (15.. . 30 dB). Then a typical
off-the-shelf laser modulated with a low-frequency rectangular
wave is very effective as the transmission jammer.
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It is necessary to stress that the clip-on coupler may be
inserted into the link and left inactive, waiting for the right
moment to switch on the jamming signal. Detection of such a
device lying in wait may be difficult since its OTDR response
may be similar to that of an optical connector, as shown in
Fig.9. It is necessary to emphasize that only an example is
depicted there; other configurations may yield different results.
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Fig. 9. An exemplary OTDR response to the clip-on coupler sandwiched
between two optical connectors: upper trace (black) connectors only, lower
trace (red) connectors plus clip-on coupler

The carried-out research proved that the optical clip-on
coupler is a dangerous and effective device for optical trans-
mission jamming, provided it is used not far from the receiver.
If its location is relatively close to the receiver, even the use of
generally available commercial laser light sources modulated
with a low-frequency rectangular signal is sufficient for an
effective attack. What is particularly important to accomplish
such an attack is that the rogue party does not require access
to any network node. The access to the fiber plant, which can
be hundreds or thousands of kilometers long, is sufficient. It
makes it very difficult to secure such a network fully. Since the
described attack is very efficient and may ultimately disrupt
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the link/network services, the methods of attack detection and
localization are of utmost importance for network security.

V. ATTACKS PREVENTION

Due to the variety of attacks that can be carried out and
their potentially cata-strophic impact on network transmission,
the appropriate detection and identification of attacks in the
physical layer is indispensable. It should be emphasized that
attacks of this type differ significantly from conventional
network failures [18]. First, attacks can appear sporadically
and disappear at any point in the network. The attacker can
also avoid simple detection methods, which are not sensitive
enough to detect small and sporadic transmission quality
degradation. Moreover, an attack mistakenly identified as a
component failure may continue propagating through the net-
work, causing additional failures and triggering further alarms
[1&].

Attack patterns in optical networks can be very complex.
Therefore, their real-time detection and identification can be
a non-trivial task for the network management system. The
standard methods of optical network protection used so far,
which are aimed at failure detection and identification, may
often need to be revised to detect the purposeful attack prop-
erly. Therefore, more advanced detection and countermeasure
methods are required. Thus, many recently published scientific
papers indicate that this can be achieved using machine learn-
ing (ML). For in-stance, classification (identification) models
based on deep learning neural networks may be used here. It is
facilitated by a huge increase of interest in this technique and
thus its dissemination in many areas of science and business,
resulting in many new solutions in this area. In this respect,
it should be emphasized that using protection mechanisms
based on ML methods shifts the methods of designing and
operating op-tical networks toward the so-called intelligent
networks [30]. What is equally important is that this technique
can be used both for the physical layer and higher OSI layers,
including, among others, transport and network layers. The use
of ML methods to protect optical networks can be classified
as follows: controlling the operation of optical net-works,
resource management, monitoring how the network operates,
and detecting undesirable events such as all types of attacks
311

The last group is particularly interesting in terms of this
paper’s scope. In this aspect, the ability of this type of algo-
rithm to perpetually learn and improve based on continuously
supplied data is particularly important. It creates the possibility
of introducing intelligence into the network, which is capable
of learning new attack pat-terns. It is done without the need
for significant modifications introduced to the system by the
operator, which is beneficial not only for the security of the
optical network itself but also for optimizing the maintenance
costs of such a network.

Focusing on the recently published works in this area, the
papers [28], [32]-[36] are worth mentioning. We will begin
the review from [28], [32]. These papers focus on using
various ML-based algorithms to detect and identify a jamming
attack. It is done by classifying the received optical signals
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as disrupted or not, based on the monitored parameters of
coherent transmitters/receivers during their normal operation.
According to the authors of the works, using a solution based
on a neural network as a classifier ensures the detection
of active jamming attacks of high and medium intensity at
a level exceeding 99.9%. Unlike the works [28], [32], the
paper [33] uses machine learning to detect and locate network
eavesdropping sites. For this purpose, a classifier of the
presence of optical link eavesdropping was developed using
data obtained from the network quality monitoring system, in-
cluding eye patterns of received signals and their deterioration
in the point-to-point Coherent Optical Orthogonal Frequency
Division Multiplexing (CO-OFDM) system. It was possible to
detect changes in the eye pattern and thus reveal eavesdropping
and its location using convolutional neural networks (CNN).
This method ensured the correct detection of wiretapping
with an accuracy of 100% and the correct location of its
location with an accuracy of 92.7%. Data from the optical
network quality monitoring system are also used in [34] for
ML-based eavesdropping detection and its location. However,
unlike the previous approach [33], the detector module was
developed based on the K-means classification algorithm.
According to the authors, this approach resulted in 100%
detection efficiency of both its presence and location for
many scenarios of wiretapping. The paper [35] also focuses
on detecting eavesdropping in optical networks implemented
with an optical clip-on coupler. Its authors propose [35] an
approach based on the extraction of a number of metrics of
the signal received in the time domain for the CO-OFDM
trans-mission system, and then using them as a vector of input
parameters for a classifier model based on the Long Short-
Term Memory (LSTM) recurrent neural network. The authors
state that the method efficiency reaches 95.83% when used to
detect eaves-dropping attacks in a 60-km single-mode fiber
transmission link. The paper [36] presents research results
on the effectiveness of various types of ML algorithms in
de-tecting, localization, and preventing high-power jamming
attacks for out-of-band jamming signals in a WDM optical
network. The scenario concentrates on employing high-power
interfering signals transmitted at a wavelength A different from
the wave-length of optical carrier waves used to transmit useful
signals. The paper reviews the following ML techniques:
artificial neural networks (ANN), support vector machine
(SVM), logistic regression (LR), K-nearest neighbors (KNN),
decision tree (DT), and Naive Bayesian classifier (NB). Data
from the network monitoring system were used. The ef-
fectiveness of individual algorithms was studied for a network
with four transmitting nodes, 32 light wavelengths, and the
third transmission window (1550 nm). For the best research
scenario (the richest set of training data), the effectiveness
of detecting a jamming attack was close to 99% for the
ANN-based classifier. Using SVM, LR, and KNN algorithms
ensured an efficiency of 90%. In the case of DT, only 56%
was achieved. However, the authors point out that the final
effectiveness of the tested algorithms depends largely on the
quality of the data set used in both their training and those
that can be used during their work. Therefore, in many other
scenarios, the correct detection efficiency was lower. This
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work also verified the possibility of the correct location of the
site of the jamming attack. In this regard, solutions based on
ANN and SVM algorithms were characterized by the highest
effectiveness, almost 99%, when attacks occurred. However,
even these algorithms had problems correctly identifying the
so-called false-positive misclassification cases, i.e., when a
disruptive attack was indicated but did not actually occur.
Therefore, there is a need for further work in this area. The
obtained results made it possible to propose approaches to
limit the impact of the attack based on appropriate, automatic
channel switching and traffic changes in the tested optical
network.

Applying ML algorithms combined with data from optical
network monitoring systems can produce spectacular results,
as the cited papers show. One can even say that the use of
machine learning may revolutionize this area. However, one
should be aware that the effectiveness of these algorithms de-
pends largely on the quality of the data available, which is the
basis for their operation. Therefore, this should be considered
when designing modern intelligent optical network solutions
capable of self-defense. Thus, it is desirable to implement
additional monitoring/protection mechanisms, such as spectral
analysis or measuring signal parameters in the time do-main. It
should increase the security of optical networks and thus limit
the ability to carry out attacks and minimize their effects in
real time. For the latter, an immediate redirection of network
traffic may be used.

Moreover, creating better conditions for the effective op-
eration of ML algorithms (e.g., better data for learning)
may be fruitful. An example of this type of action may be
introducing a mechanism for controlling unexpected changes
in the polarization of the electromagnetic field components
of a light wave transmitted in an optical fiber as an optical
carrier, which was proposed in [37]. Such advanced protection
mechanisms should also be used beyond physical OSI layers.

VI. CONCLUSIONS

Attacks in optical networks pose a serious threat to the
security of information flow/data transmission. They are even
more dangerous because, due to the high bit rates used, very
large volumes of this data are lost or compromised in the
event of a successful attack. In today’s world torn apart by
conflicts, wars, and terrorism, this threat cannot be ignored.
The current work reviews methods of combating network
attacks in three aspects: attack prevention, detection, and
response to a detected attack. Some of the presented methods
can be used at the stage of network design and allocation of
resources, while others are concerned with physical security
or modulation. Others show how to best use data from the
management system for the purposes discussed. Many of
the presented algorithms lead to complex optimization or
interpretation issues, which, due to their complexity, often
require the use of machine learning. A realistic scenario attack
in the optical local area network by using of the clip-on coupler
for this purpose has been presented to strength the message
of the presented content.
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