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Abstract—A multifactor model for countering targeted attacks
is developed. This model considers the parties' financial resources
(FRs) in an infinite antagonistic game framework. The model helps
to make rational decisions on allocating FRs for cybersecurity
under the threat of APT attacks. The proposed model allows for
determining the game's value and assessing the degree of risk when
using optimal mixed strategies for FRs. Optimal mixed strategies
refer to a combination of strategies that maximize the player's
expected payoff, taking into account the opponent's strategies. This
concept is essential for analyzing the financial aspects of countering
APT attacks. The relevance of the research is due to the growing
number of targeted attacks on critical infrastructure objects.
Computational experiments visualize the game's results, which is
helpful for cybersecurity analysts. The solution to such a problem
contributes to the analytical search for the game's meaning. It
makes it possible to find the characteristics of the degree of risk of
the players reaching the target when they apply optimal mixed
strategies. The found solution contributes to the analysis of the
situation with counteraction to the party attacking various objects,
including critical ones, with the help of APT attacks.

Keywords—APT attack; infinite antagonistic game; optimal
strategy; financial resources; probability

. INTRODUCTION

ARGETED attacks, also known as Advanced Persistent
Threats (APTSs) [1, 2], represent one of the most severe and
complex threats to modern cybersecurity (CS). These attacks are
characterized by a high degree of organization, long residence
times on the victim's systems, and sophisticated techniques,
making them extremely dangerous to organizations of all sizes
and sectors, especially critical infrastructure (CI). These attacks
are often carried out by highly skilled hacker groups that may
be state-sponsored or large criminal organizations. The attacker
then has significant resources and may use sophisticated and
costly attack methods, which significantly increases their
effectiveness and difficulty of detection. This case can be
referred to as an example of the use of BlackEnergy malware in
attacks on energy companies in Ukraine, which led to power
outages in 2015.
As information technology (IT) advances, today's cyber
threat landscape becomes increasingly complex and diverse.
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However, traditional defenses such as antivirus programs and
firewalls are often insufficient to counter targeted attacks that
exploit zero-day vulnerabilities, social engineering techniques,
and other sophisticated techniques. Successful APTSs can remain
undetected on a victim's systems for months or years, collecting
sensitive data, conducting industrial espionage, or damaging
critical infrastructure. For example, the hacker group APT1
(PLA Unit 61398), allegedly affiliated with the Chinese army,
has conducted a multi-year cyber espionage campaign against
Western companies and organizations. They successfully
penetrated dozens of companies' networks and stole confidential
information and intellectual property [3]. In 2013, hackers
successfully breached Target's network [4], exploiting
vulnerabilities in third-party systems to access Target's internal
systems. The data breach compromised millions of credit and
debit card data.

Researching and countering targeted attacks is paramount in
the context of digital transformation and the growth of data
volumes. Targeted attacks are particularly relevant in the
growing dependence on businesses and government IT services.
The financial, reputational, and operational risks associated with
successful APTs can result in significant losses and lengthy
remediation efforts. In addition, such attacks can undermine the
trust of customers and partners, negatively impacting
organizations' competitiveness and resilience.

Then, it is logical to ask, "What are the costs of preparing and
conducting an APT attack for the attacker?". If the
organization's management is aware of the threat from APT
attacks and pays due attention to cyber security (CS) as a whole,
then protection specialists can forecast the necessary financial
and other resources to protect their information assets. For this
purpose, the defense side must understand the general
methodologies of APT attacks. At the same time, it is evident
that the profit from a successful hack for the attackers should
exceed their costs, including the time spent on the attack. We
believe studying the financial aspects of countering targeted
attacks through game models is critical in creating effective
defense strategies. Such an approach helps balance costs and
benefits, minimize economic losses, and improve an
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organization's resilience to cyber threats. Note that game models
can simulate complex scenarios between attackers and
defenders, for example, when allocating financial resources
(FRs) between the parties to the confrontation. Each side - the
defenders and the attacking hackers - allocates their FRs to
achieve their own goals: the defenders invest in strengthening
security measures and preventing attacks, while the attackers
invest in developing and using new methods to penetrate and
bypass defenses. Such models can help analyze the strategies of
both attackers and defenders and predict their behavior under
different conditions. All of the above predetermined our interest
in this aspect of the APT attack problem.

Il. LITERATURE REVIEW

Research aimed at analyzing and preventing Advanced
Persistent Threat (APT) attacks has been ongoing for many
years. These works cover a wide range of techniques and
approaches, from early attempts to detect such attacks based on
signature-based methods [5] to state-of-the-art solutions using
machine learning [6, 7] and deep neural networks [8, 9]. In
particular, applying graph convolutional neural networks
(CNN) [10] for modeling complex relationships and detecting
anomalies in network data demonstrates significant progress in
this area. Hybrid analysis techniques [11] combining static and
dynamic analysis [2, 12] have also proven effective in
identifying complex malware associated with APT attacks [2,
13, 14].

Game theory has significant potential for improving critical
infrastructure design (CID). It represents a mathematical model
for analyzing conflict and cooperation between the parties
(players) involved in an APT attack or its stages. Game models
allow for formalizing the interaction between attackers and
defenders, which provides a deep understanding of their
motivation and behavior. Many authors use game theory to
analyze APT attacks in their research [15, 16, 17, 18, 19]. This
approach allows modeling and predicting the actions of both
attackers and defenders in different scenarios. Note that game
models help to determine the optimal strategies for both sides,
which is especially important in the presence of limited
resources. For example, attackers can rationally allocate their
resources between reconnaissance, attack, and concealment of
their actions, while defenders can efficiently allocate their
resources to monitoring, defense, and incident response. The use
of game theory allows us to consider the dynamic and multi-
stage nature of APT attacks, where each action by one party
affects the possible reactions of the other. Game theory helps to
develop strategies that minimize risks and losses from attacks
and optimize defense costs. In addition, such models can
educate cybersecurity professionals by allowing them to train in
conditions as close to the real world as possible.

In [15], the authors analyzed information security using game
theory methods. In particular, they investigated how companies
can decide whether to invest in defense measures or insurance
against losses in case of cyberattacks. The work considered
different strategies of attackers and defenders and evaluated the
financial costs of the parties and the potential benefits. The
authors also proposed models for optimal resource allocation
between defense measures and insurance, demonstrating how
these decisions can affect a company's overall resilience to
cyber threats.
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In [16], the risk management problem in CS considers the
game theory methods. The authors propose a model that helps
organizations evaluate and allocate resources to defend against
cyber threats. In particular, the study focuses on the interactions
between attacking and defending parties by analyzing their
strategies and behaviors. The model considers both direct and
indirect costs of cyberattacks and potential losses and
consequences for organizations.

In [17], the authors explore decision-support methods for
cybersecurity investments. Using various game theory
approaches and models, they examine how organizations can
optimally allocate resources to defend against cyber threats. The
study focuses on the cost-benefit analysis of different security
strategies and the assessment of the risks and consequences of
cyberattacks.

In [18], the authors conduct an in-depth study of strategies in
security games by comparing Stackelberg and Nash models.
The study focuses on three key aspects: interchangeability
(examines whether the strategy of one model can be transformed
into equivalent strategies of the other model without loss of
efficiency); equivalence (studied the case where different
models lead to the same results in terms of optimal strategies);
uniqueness (analyzed scenarios where the solutions obtained
from one model are unique. Or there are many equivalent
solutions). The authors conduct a theoretical and empirical
analysis, showing that the Stackelberg and Nash models can be
interchangeable in some contexts but only sometimes produce
the same results. They demonstrate that the choice between
these models depends on the specific conditions and parameters
of the security game. The study also highlights the importance
of proper model selection for optimizing security strategies to
provide maximum protection at minimum cost.

In [19], the authors reviewed the game theory methods applied
in CS, looking at different game models and strategies used to
analyze and solve problems related to cyber threats. The authors
categorize the existing approaches based on various game
theories, such as noncooperative games, cooperative games,
Stackelberg games, and dynamic games. The authors also
discuss the practical application of these techniques in real-
world cybersecurity scenarios, such as protecting network
infrastructure, preventing DDoS attacks, managing risks, and
developing optimal defense strategies. The paper provides
examples of successful applications of game-theoretic methods
to improve information system protection effectiveness and
minimize cyberattack risks.

In [16, 17, 18], the authors focus on the computation of Nash
equilibrium in the game "attacker-defender" strategies. In [19],
a rational scheme for obtaining an advantage of the defender
over the attacker is described. However, these studies, like [15],
do not consider how the choice of strategies for complex, long-
term, and multi-stage APT attacks affects the costs of the game
participants. The issue of rational investment in offense and
defense needs to be addressed. This is the reason for our interest
in this topic.

Our paper proposes a solution to this problem using game
theory. For this purpose, we apply the method of infinite
antagonistic games, which allows us to find optimal mixed
strategies of players. This method allows us to adequately
distribute the FRs of both the defense and attacker sides during
APT attacks.
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I11.  AiMS AND OBJECTIVES OF THE STUDY

This paper provides a mathematical multifactor model for
countering targeted attacks, considering the parties' financial
resources (FR) in the framework of an infinite antagonistic
game.
To achieve the goal, the following objectives were addressed:
1. Development of a model based on an infinite antagonistic
game to search for optimal players' mixed strategies while
analyzing the situation with the distribution of FRs to
counter the APT attack.

2. Approbation of the model in the process of computational
experiments.

IV. MULTIFACTOR MODEL OF COUNTERACTION TO TARGETED
ATTACKS TAKING INTO ACCOUNT THE FINANCIAL RESOURCES
OF THE PARTIES IN THE FRAMEWORK OF AN INFINITE
ANTAGONISTIC GAME. PROBLEM STATEMENT

With the continuous increase in the dependence of companies'
and organizations' business processes on IT, both attackers and
defenders are constantly adapting their strategies in response to
each other's actions. In our view, the infinite antagonistic game
model proposed below reflects this dynamic nature of the
conflict, allowing players (defender and attacker) to adjust their
strategies, including those based on available FRs, over time,
based on observations and changes in the other side's behavior.
Note that when analyzing the distribution of FRs, it is essential
to consider that both attackers and defenders (i.e., players) can
change their costs and investments in response to the actions of
the opposing side. In this case, an infinite antagonistic game will
allow us to model this iterative process of FR allocation, which
will help us find the most efficient strategies to minimize costs
and maximize defensive efficiency. In the infinite antagonistic
game, each side must seek to mitigate losses and maximize
gains throughout the conflict. This well reflects the reality of
confrontation in cyberspace, where both sides constantly try to
outdo each other.

Let's set the stage with a problem statement about
counteracting a party that seeks to damage a structure
(corporation, company, etc). We'll use the OIS (object of
information security) abbreviation to refer to the victim of an
APT attack. The OIS, in this context, is the first player, the
victim of an APT attack. The second player is the hackers who
seek to damage the OIS using an APT attack. We're specifically
referring to a certain number of hackers, as APT attacks are
often complex and multi-step operations requiring various skills
and significant resources. A single hacker rarely possesses the
full range of skills and time needed to conduct such attacks.
Instead, groups of hackers or teams utilize their different skills
to execute the attack successfully. APT attacks typically involve
specialists from various fields: reconnaissance, exploit
development, malware delivery and exploitation, etc. Each task
requires specific expertise, making it necessary to employ
multiple hackers or even entire teams to execute the attacks
effectively. As shown above, APT attacks are often supported
by whole organizations or government entities that can provide
the necessary infrastructure and resources, including teams of
analysts, developers, operators, and other specialists working in
a coordinated manner to achieve the overall goals of the APT
attack. In addition, using multiple hackers in an attack helps
spread the risk. If one hacker is detected or caught, it won't

necessarily cause the entire operation to fail, as other

participants can continue the attack or adjust the strategy in real

time.

We assume that the first player (defense side) has strategies.
In the context of distributing FRs to defend against APT attacks,
the defense side can use multiple strategies, e.qg.:

— investments in preventive measures aimed at preventing
attackers from penetrating the system (vulnerability
assessment and penetration testing, etc.);

— investments in detective measures aimed at detecting and
identifying attackers after penetration of OIS systems
(implementation of Intrusion detection systems (IDS) and
intrusion prevention systems (IPS), logging and
monitoring, user behavior analytics (UBA), etc.);

— investments in reactive measures to minimize damage and
rapid recovery from detecting APT attacks (funding
comprehensive incident response plans, including
recovery and communication scenarios, etc.).

We also assume the second player (the attacking party -
hackers) has strategies. In the context of distributing FRs to
realize APT attacks, attackers can use their strategy, e.g.:

— Multi-stage and multi-vector penetration, which involves
using different attack vectors to penetrate a system
gradually (this can include launching carefully planned
phishing attacks to gain initial access;

— investing in the purchase or development of exploits for
zero-day vulnerabilities that have not yet been identified
and patched;

— penetrating through less secure partners or vendors who
may have access to the target system);

— privilege analysis and escalation, where after the initial
penetration, attackers can focus on escalating their
privileges on the system (investing in malware that can
stealthily operate on the system and collect data for further
privilege escalation; moving between different network
segments to find and exploit privileged accounts or
vulnerabilities, establishing persistence, etc.);

— dynamic resource allocation, which implies flexible and
adaptive resource allocation depending on the current
situation (investing in the development of models and
simulations that will help predict the behavior of the
defending party and adapt attacks accordingly; using
analytical tools to monitor the defending party's response
and adjust the attack accordingly, etc.);

— the factor of human exploitation, which includes the use of
social engineering techniques and other human error
approaches (investing resources in bribing employees of
the target organization or using blackmail to gain access
to systems; hiring or manipulating internal employees to
gain access or information needed to successfully conduct
an attack, etc.).

Suppose that in a situation due to a conflict (i.e., an APT
attack) between the OIS and the side attacking the OIS, the
second player (the hacker player) has applied his i-strategy.
Using this strategy, he causes a financial loss to the first player

in the amount of ;. Further, let the first player (the victim

player, the defense side of the OIS) apply his j-strategy.
Applying this strategy brings him a financial addition in the

amount of 77; .
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For example, organizations that effectively protect their
information assets from APT attacks may become more
attractive to investors, as investors prefer to invest in companies
that demonstrate high protection against cyber threats.

We can explain this by the fact that the second player's FR of
the second player, which goes to his expenses, will decrease by

this amount. Let us denote by Wj; the ratio £ In;,and by Wﬁ

the ratio nj/,ui. If £ =0 atsome i or n;, = 0 at some j,
we exclude such strategies from consideration. Let us denote by
W1 the matrix consisting of the elements of M . The number
of rows corresponds to the number of alternatives of the

malicious player, and the number of each row corresponds to
the corresponding alternative of the malicious player. Through

W, we denote the matrix where the rows correspond to the
options of the victim player, and the columns correspond to the
alternatives of the attacker player, i.e. the elements WS mean
that they are in the row j and int the column i.

Let's introduce the notations:
-o; (j=1..,m)- elements of the diagonal matrix X of

m
order m: o, 20,201_ —=1. The matrix X characterizes the
j=1
"structure” of expenses (losses) of the second player. The
element O ; means the share of j component of the value of the

set of incomes of the first player, which is transformed into j
component of the value of the set of expenses of the second
player. This means the following. If there is a set of incomes of

the first player (&,,...,<&,) , then the set of incomes of the first

player equal to o (&, &,) is "transformed” into j
component of the value of the set of expenses of the second
player;

- h,- (j =1...,n) elements of the diagonal matrix H of order

n: h > O,Zn:hj —1. The matrix H characterizes the "structure”
=1

of the income set of the first player. The element h; means the
share of j component of the value of the set of expenditures of
the second player, which is "transformed" into j component of
the value of the set of incomes of the first player. This means
the following. If there is an expenditure set of the second player

6,,...,6,,) , then the expenditure set of the second player equal

to hj (@ ,...,®,) is "transformed" into j component of the

value of the first player's income set.
Note, if there is a set of revenues & = (&,...,&,) of the first

player, then the operation VW, - & gives the m-dimensional

vector that would have to stand for the set of expenditures of the
second player. In fact, this product makes it possible to
determine only one component of this m-dimensional vector

(the second player), since the entire vector & = (&,...,<&,)

will be "spent” on this component alone. For the other
components of the second player's set of expenditures, there is

A. CHIKRII, etal.

no more set of revenues of the first player that would be
"equivalent" to that component of the second player. The entire
revenue set of the first player has already been spent, "gone" to
"equalize" in efficiency with one component of the second
player's cost set. Therefore, it is necessary to split the income
set into m parts, so that it would be possible to "equalize” the
efficiency of the second player's expenditure sets for all its
components with the income shares. For this purpose, a set of

elements is introduced oj.

Here's an example. Suppose a defender has 100 units of
income, and he decides to spend all of these resources (in our
variant - FR) on defense against one specific component of an
attack (for example, a DDoS attack). This means that he used all
of his resources (100 units) to defend against only one specific
attack. Then the defender no longer has resources that he can
use to protect against other types of attacks within APT attacks.
And let the attacker have 200 units of resources spread across
multiple attack components (e.g., DDoS attack, phishing attack,
and software attack). Even if the defender successfully defends
one element of the attack, the attacker still has resources for
other types of attacks. Accordingly, to effectively counter all
components of APT attacks, the defender needs to
compartmentalize its resources to cover all kinds of attacks by
the attacker. For example, a defender can divide his 100 units
into four parts of 25 units each and allocate them to 4 different
defense components. In this way, he will be able to defend
against several types of attacks, although not as effectively as if
he concentrated all his resources on a single attack. Actually, for
this purpose, a set of elements (or parts) are introduced that
allow the defender to break down his resources and distribute
them to all components of the attacker's attacks. This allows for
a more efficient use of resources and the ability to counter
multiple types of attacks.

The same is true for the second player's set of costs.

The conflict interaction goes like this.

The first player, having at the moment of time t =0

£(0) € R} FRs transforms them to the value of resources

A-£(0). Here A is the matrix of transformation of FR

resources of the first player of order n, with positive elements.
Next, he makes his strategic investment move in CS resources

by choosing the value of his investment u(0) - L, - A(0) . Here
u(0) is the value: 0 < u(0) <1, which determines the share
of the vector A-£(0), going to the defense against APT
attacks. This investment of the first player means that it allows
him to compensate X -W, - u(0) - A - £(0) for losses from the
actions of the second player.

The second player acts in the same way.

The second player, having at the moment of time t =0
@(0) € RI" FRs transforms them to the value of resources

Q- w(0). Here Q is the FR transformation matrix of the

second player of order m, with positive elements. Then he makes
his strategic investment move by choosing the value of his

investment  v(0)-Q-w(0). Here Vv(0) is the value:
0 <v(0) <1, which determines the share of the vector
Q- w(0), which goes to conduct the APT attack.
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This investment of the second player means that it allows to
compensate H -W, - v(0) - €2- @(0) income of the first
player (to reduce it by this value).

Then the players' FRs at time t =1 satisfies the following
system of equations:

c)=4-£(0)-u(0)-A-£(0) - H -W, -v(0)- Q- (0);

A
o(1) = Q- &(0) ~v(0) - Q- &(0) - T -W, -u(0) - A - £(0). @

Let's introduce the notations:

My =O{(§,w)i(§,w)e R"™™ &>0,0 <0}
NO :O{(é!a)):(é&))e R'Hm,é:i -<0,a)20},

Ko :{L:J{(éw)i(éw) eR™.¢ <0}}ﬂ{0{(§,w)i(5v@€ R™, 0 <0}

L0 — R:_H—m .
There are 4 possible cases at the time t =1:
1) (&,0) e My;

2) (1,0) e F;
3) (&, ) e K;
4) (&, o) € L.

The first case is desirable for the first player. The second case
is desirable for the second player. The third and fourth cases are
"neutral” for the players, i.e. they are not a priority for the
players, which, as it is shown below, is expressed in the fact that
the payoff function (winnings) in the considered infinite
antagonistic game is assumed to be equal to zero. Players are
not interested in the possibility of further interaction in time;
their goals are to achieve their desired outcomes already at time
t = 1. This means that they tend to choose their investment
strategies in such a way that they can achieve their goals in a
one-step interaction. To do so, they need to solve an infinite
antagonistic game in standard form, which is formalized as
follows. Let us denote by U and V the unit segment [0, 1], by F

the function on U XV with values in R:

+1,(&(u,v), @(u,v)) € M;
F(u,v) =<-1(&(u,v),@(u,v)) € N;
else, 0O;

Then the infinite antagonistic game is written as follows: G =
<U, V, F>. In the game under consideration, there are no
optimal pure strategies, but the value of the game ©8: and the
optimal mixed strategy exist.

Let's introduce the notations.

d, = (H W, - Q- w(0) /(A - £(0)),i =L...,;
¢, = (Q- w(0) [(Z-W, - A-£(0)), j =1,....m.

Let condition 1 be satisfied.
Condition 1.

d; <li=1..,n; c, <lj=1..m.

Consider a pair of equations. One equation corresponds to the
io component of the variable &, and the other equation

corresponds to the jo component of the variable @ . Let's
denote.

uF =[1-d, 1. =1
uizo = [1_V2j0 'dio]! szo = [1_u1io /Cjo];

urif :[1—V,f° ‘dio], Vrj;o :[1_Uri10—1/cio]'

If condition 1 is satisfied, then the sequences u:,° , Vrf° will
have no limit, i.e. there will be a finite number of such elements.
In case condition 2 is satisfied for some pairs of indices (i, ])

. d; >1,Cj >1 or d, >1, C; =1, then there will be an

infinite number of elements u,i;’, V,f" and they will have limits.

It is not difficult to see that the sequences so formed are the
carriers of the players' optimal mixed strategies [20, 21] and thus

the inequality: u:f ZCJ—O, defines the set of initial states

(&, @), from which the first player can reach his outcome in

one step, at least with probability 1/ n, when he applies his
optimal mixed strategy (probability measure) centered at the

uﬁ,” . The optimal mixed strategy of the
second player will be the probability measure that is centered at

points: U,°, U, ...,

the points: v,° , VZJO ,...,Vrf‘) . In this case, the players' choice

of these points is made with probability 1/n .

It should be noted that if we subtract from this set the set of
player states from which players achieve the outcome with
probabilities at least: 1,1/ 2,...,1/(n — 1) , then we obtain the set

of states (£, @) , which have the property that if the interaction

starts from these states, then when players apply their optimal
strategies, they will obtain a result (the value of the infinite
antagonistic game) equal to 1/n .

Note that a pair of equations has been considered. Each such
pair "generates” an infinite antagonistic game. There are N1 M
such pairs of equations. In each such infinite antagonistic game,
we similarly find the optimal mixed strategies of the players and
the sets in which the result is achieved with probability 1/ n, if
the carrier of the optimal mixed strategy consists of n points.

Note that in case the initial interaction states belong to two or
more sets in which the solution of the corresponding
antagonistic game is found (when considering some pairs of
equations), the values of these games coincide.

To give an example, let us give an infinite antagonistic game
generated by the interaction of players whose states are positive
integers. Let us give the equations of interaction.

c@)=06-5(0)-u(0)-5-5(0) —h-w, -v(0) - @ - (0);
L) = @ - (0) —v(0) - @ - @(0) — & - W, - u(0) - 5 - £(0).
Letsdenote: L =0 -W,, I, =h-W,. g, =0, §, =@

Inthe case of I - I, < 1 we have:



0,£(0) < 0,w(0) < 0.

Tr.> «
In the case of h r2_1 , the entry for the game value v

differs only in the entry of the region in the players' FR space in
which v* = 0. This region will be recorded as follows:

0(0)20, 1,-9,-§(0)> 9, 0(0), 1,9, 0(0) 2 9,-£(0). ()

The optimal mixed strategies of the players will be probability
measures with carriers consisting of a finite number of points.

In this case, if the value of the game is equal to +1/K, then

the carrier of such probability measures counts K points. At the
points, the value of each player's probability measure is equal to

Y.

The notation for the carrier points of these probability
measures, which are the optimal mixed strategies of the players,
in the case where the value of the game is positive and equal to

% , is such:

U =1-(r,-9,-0(0) (g, -(O).v; =1

U; = []-+ IR rz]'[l_ (1’2 9, -a)(O)) /(gl 5(0))]: V; =

(L+rn)=(r-9,-5(0) (9, - ©(0), (4)
U; =M+ 4 (n rz)k_l]'[l_(rz -9, -@(0) (g, - £(0)], V; =

[t (1) = [0 (1) D (19 - £(0)) M9, - (0)), k23,

If the value of the game is negative, the entry for the carrier
points of optimal mixed strategies is symmetric. Namely, we

need to change index 1 to 2 and variables 5(0) to (0(0) and

—1/k,0)(0)20,r2 ;'F ‘0)(0)3[1+---+(r1 'rz)kil]/[1+"'+ (rl ’ rz)kiz]'gl ~§(O),I’2 9 'w(0)>
S+ .+ (- rz)k]/[l+---+ (r, 'rz)k_l]'gl -¢(0),

1/k,E0)>0,0, - @) 2[L+ ...+ (r, - 1,) VL +..+(r, 1) ]9, -1, -£0),9, - ©(0) <
<M+ n) L+ () ] g, - E(0),

1/2,9, -0(0) 2 [1/L+1, - 1)) -1, -9, - £(0), 9, - @(0) -
=+ -, +(r 'rz)z]'rl -9, - §(0),

1, éb(o) 20,92 a)(O) < (1/(1"' r - rz)) -0 '5(0),
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-Lw(0)20,r, - g, -@(0) > L+r -1,) 9, -£(0),
-U2,w0(0)20,r, -9, @0 <[L+r1 -1,]-9, - £O),1, - 9, - 0(0) >
>'[1+ rn-rn+ (rl 'rz)z]/[l+ M 'rz] 0, -ﬁf(O),

)

u: to V; . In the case where V" = O optimal pure strategies
exist, When

nn<1 g-50)2r,-g, o0) g, o0)=r g, &0)

U =[/A-r1 )] [1-(ryg, @0) /g, -£0)],  ©)
Vi =[g, - £0)(r, - 9, - @O)] - [L- LL-1,-1,))- L= (r, - 9, - @(0)) K9, - £Q))]

In the same way the optimal pure strategies are determined at
hh>L 69,5029, 0), 1,9, @(0)29,-5(0) (6)

At 1, -1, =1 the optimal pure strategy of the players are
u, =0,v, =0.

Thus, we find the value of the infinite antagonistic game and
optimal mixed strategies of players when the interaction of
players is given by multivariate variables. For the case of
univariate variables, the complete analytical solution of the
problem is provided. On univariate variables (states of players,
which are numbers), it is illustrated that the absolute value of
the game characterizes the degree of risk of players achieving
the goal when they apply optimal mixed strategies.

V. COMPUTATIONAL EXPERIMENT

The computational experiments were performed using the
PyChar distribution. For the experiment, the sizes of the set of
players' strategies, the winning functions, and the rules of
distribution of the defense and attackers' FRs were determined.
The model was implemented in the algorithmic language
Python using the libraries: NumPy, SciPy, and Matplotlib.
During a series of computational experiments, data on the
values of the winning functions and optimal strategies for each
experiment were collected.
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VI. RESULTS OF COMPUTATIONAL EXPERIMENTS

The computer simulation allowed us to visualize the results of
the game. Within the framework of the article only two cases

are considered: I} - I, >1 and I, -1, <1., respectively, Fig. 1
and 2.
Casestudy I -1, > 1.

Figure 1 shows the sets of constants of the game value in the
region where the first player has an advantage in the interaction

parameters. This advantage allows him to reach his goal with
some probability level, which coincides with the value of the
infinite antagonistic game. The second player cannot do itin this
region.

In the second case, see Fig. 2, the case I3 T, <1 considers

such a set of input data:
£0)=1 o (0)=13 0,=2, 0,=1/4,
r=1/2 r =1

Graphs for the first case

—— Omega = (9/4) * Ksi
—— Omega = (3/2) * Ksi
—— Omega = (0.5) * Ksi

20 41

15 1

Omega

10

Fig. 1. Case study r-r,>1 (Source: created by the author)

Graphs for the second case

—— Omega = 12 * Ksi
— Omega = 8 * Ksi
—— Omega = (8/3) * Ksi

120 -

100

80

60

Omega

40

20

Ksi

Fig. 2. Case study r-r,< 1. (Source: created by the author)



Within the framework of the paper, we considered the
situation when, in the case of a multifactor problem,
predetermined by the dimensionality of the FR, it was possible
to find a solution to an infinite antagonistic game in analytical
form. The sets of constants of the value of the game, in this case,
are "constructed” in multidimensional spaces, which is not
asimple task; however, as well as finding optimal mixed
strategies. When illustrating the work results, we stopped only
on two cases in the two-dimensional case because they represent
the most common situations in the parties' interaction in APT
attacks. Note that the results of the interaction of players depend
on many parameters. If the obtained result does not satisfy the
players, they can change the strategy to get an acceptable result
or change the interaction parameters.

VII. DISCUSSION OF THE RESULTS OF EXPERIMENTAL STUDIES

Figure 1 illustrates a situation in which the first player cannot
find the optimal pure strategy that will allow him to achieve his
goal with probability 1. However, he has an optimal mixed
strategy that will allow him to achieve it with probability %2.

For every set of constant game values, players have optimal
mixed strategies. For example, if there is the following set of
input data: E0)=7, ©(0)=4, g,=3 g,=4
r,=2, r,=1, then given this set of inputs, players have optimal

mixed strategies 4", n". The measure 4 is centered at the
points: u; =5/21, u, =5/7. The measure n" is centered at the
points: v, =1, v, =3/8. The measures 4", 5. take a value

equal to (1/2) at these points. The value of the game V", when
players apply optimal strategies, is (1/2).

This means that, given specific parameters and strategies, the
defender can achieve his goal with a probability that
corresponds to the value of the infinite antagonistic game. The
particular task of analyzing and allocating FRs in dealing with
the threat of APT attacks can be explained as follows: In
a domain where the defender has an advantage, it can allocate
its FRs with utmost efficiency. This advantage may manifest in
more efficient use of available means to prevent or minimize
damage from APT attacks, ensuring the defender's
preparedness. The ability to achieve its goal with some level of
probability means that the defender can predict the success of
its defensive measures. This prediction is based on the value of
the infinite antagonistic game, which reflects the effectiveness
of the defender's optimal strategies against the attacker's
possible actions. The value of the infinite antagonistic game
helps the defender determine the optimal strategy for allocating
his FRs. This includes both allocating FRs to cyber defense
enhancements and investing in threat detection and response
systems.

Figure 2 illustrates a situation where the second player
achieves his goal by applying his optimal pure strategy.

In this case, the players have optimal pure strategies. The first

ro=q

pure strategy isi%8: . The second player's significant advantage in
FR and the combination of parameters explain their optimal
pure strategies. The second player reaches the goal with
probability 1. His advantage in the value of FR was the main
factor contributing to this.
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Within the framework of the paper, we considered the
situation when, in the case of a multifactor problem
predetermined by the dimensionality of the FR, it was possible
to find a solution to an infinite antagonistic game in analytical
form. The sets of constants of the value of the game, in this case,
are "constructed" in multidimensional spaces, which is not
a simple task. However, it also involves finding optimal mixed
strategies. When illustrating the work results, we stopped only
on two cases in the two-dimensional case because they represent
the most common situations in the parties' interaction in APT
attacks. Note that the results of the interaction of players depend
on many parameters. If the obtained result does not satisfy the
players, they can change the strategy to get an acceptable result
or change the interaction parameters.

CONCLUSION

A multifactor model is developed to counter targeted attacks,
considering the parties' financial resources (FRs) in an infinite
antagonistic game framework. The model helps to make rational
decisions on allocating FRs for cybersecurity (CS) under the
threat of APT attacks. Based on the infinite antagonistic game,
it finds optimal strategies for players to utilize the financial
resources of information security entities efficiently. The model
allows us to determine the value of the game and estimate the
degree of risk in using optimal mixed strategies for FRs. This is
useful for analyzing the financial aspects of countering APT
attacks on information security objects. The computational
experiments visualize the game's results, which is valuable for
cybersecurity analysts.
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