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effects in hybrid FSO/RF systems using the
Dempster-Schaffer theory with Al algorithms
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Abstract—In this paper, a new intelligent switch for hybrid
Free-Space Optical (FSO) RF communication is proposed for
improved reliability and security in the presence of dynamic
environmental changes and cyber-attack interferences. Using
Dempster-Shafer Theory (DST) for reliable threat classification
and ANN, KNN, and SVM for machine learning, an extraor-
dinary real-time communication link selection is achieved. A
broad training dataset (10,000 simulated samples), covering
eavesdropping and jamming threats, fog and dust effects, was
used to train and validate the network. Our work combines
DST to combine evidence from multiple sources and make an
accurate belief assignment for communication modes. In addition,
the system exhibits a high claimed confidence, RF and FSO link
beliefs around 0.88-0.89 and 0.82-0.83, respectively. The machine
learning models have excellent performance on threat detection
and mode classification. ANN, KNN, and SVM obtained accu-
racies of 0.99986, 0.99984, and 0.99930, respectively. All models
achieved near-perfect AUC values, where most classes reach 1,
meaning a better discriminative performance. Importantly, the
performance of ANN was significantly outperformed by KNN
and SVM in all metrics, demonstrating its robustness. This
work provides an efficient and dynamic approach to keep the
communication in difficult FSO/RF links secure and reliable,
and brightens the path for future communication systems.
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I. INTRODUCTION

OMMUNICATIONS systems are the backbone of mod-

ern society, supporting a wide range of applications
from daily communications to critical infrastructure. However,
with the increasing demand for high data rates and reliable
communications, Free-Space Optical (FSO) communication
systems have emerged as a promising solution[1][2]. It offers
a massive bandwidth of over 100 GHz, and high data rates
ranging from 10 Gbps to 100 Gbps (with 1 Tbps achieved
in laboratory conditions using multiplexing). This makes it
a compelling alternative to traditional Radio Frequency (RF)
solutions in some applications [3]. However, FSO systems
are very dependent on atmospheric conditions such as fog,
dust and other meteorological phenomena that not only reduce
the signal but also severely degrade system performance—thus
the reliability and availability. Meanwhile, RF systems are
well-suited for inclement weather conditions but offer lower
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bandwidth and data rates than FSO. To mitigate this inherent
limitation of both technologies, hybrid FSO/RF systems have
emerged as a promising solution [4][5]. Such systems are
intended to provide a reliable and high-performance commu-
nication in the very high bandwidth FSO channel under fair
weather, which switches to a robust RF link when atmospheric
effects result in the lower availability of the FSO connection.
In addition to the environmental issues, modern communi-
cation systems are confronting various complicated security
problems as well. This includes different types of malicious
cyber-attacks, interference, intentional or unintentional, and
would undermine the integrity, confidentiality and availability
of communications. Traditional defense approaches are inad-
equate in identifying such threats. Such identification requires
advanced tools capable of processing large amounts of data
and filtering it, pointing out irregular behavior or trends as they
take place [6][7]. The weather, and the most important one is
fog and dust, also have severe impacts on the FSO link. Fog
is microscopic water droplets, which causes scattering and ad-
sorption of optical signal, the optical signal serious attenuation
and short-term communications transmission distance before
error rate island using a waterside perspective. Furthermore,
dust particles in the free space will cause attenuation and
scattering of the signal, which could degrade the performance
of the optical link. The impacts of extreme conditions are
fewer RF systems than in FSO, but the effect is present [8].
Dempster-Shafer Theory (DST) is a mathematical combination
rule for dealing with uncertainty and information from diverse
sources. In contrast to classical probability theory, which
assumes it is necessary to make specific value assignments
for the probabilities required, in DST, uncertainty can be
expressed by beliefs and plausibility sets of hypotheses. This
tolerance to handle incomplete or DST’s capability handling
fuzzy information makes it especially well-suited for threat
detection situations where data may be incomplete, uncertain
and conflicting [9][10]. In the last couple of years, artificial
neural networks (ANN), a type of (KNN) and support vector
machines (SVM), among others, have been used and have
made significant progress due to Al techniques [11]. These
algorithms (and some others) are particularly effective over a
wide range of applications, e.g., pattern recognition in which
the types of patterns are not known beforehand; classification
problems with unknown classes of items to classify; and
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anomaly detection, where it is only known for sure that only
known as good or bad examples. Complex data sets are the
food and drink of these algorithms [12]. They can decipher
the code of complex structures and expose what had been
hidden relationships. It is very important in threat detection
and performance improvement in a communication system.
These algorithms can process complex data sets, discover
hidden correlations and derive from experience.[13]. Although
much work has been done in hybrid FSO/RF systems, threat
detection, and weather effects, and individually in applications
of DST as well as AI algorithms[14][15]. There still exists a
big gap for comprehensive integration of these components
to meet the complex problems that are the threat detection
in weather impact communication environments. Figure. 1
Ilustration of a hybrid FSO/RF system’s architectural structure
and threats and weather conditions, integrating advanced Al
and classification technology. This paper attempts to fill such
a void by proposing a new approach that combines the power
of DST in evidence combination with the learning ability
of Al algorithms (ANN, KNN, and SVM) to enhance threat
detection for Hybrid FSO/RF systems impacted by fog and
dust. The main contributions of this paper are as follows:
(1) we propose an innovative approach to threat detection
specifically designed for hybrid FSO/RF systems. In partic-
ular, we incorporate the brutal influence of fog and detritus.
Employing the sharing information platform of Dempster-
Shafer theory decision systems and ANN, KNN, and SVM
algorithms, detection accuracy and reliability are enhanced.
(2) To our knowledge, no previous work has looked at such
systematic integration of Dempster-Shafer theory with ANN,
KNN, and SVM algorithms for threat detection in the context
of weather-impacted hybrid FSO/RF systems.
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Fig. 1. FSO/RF hybrid system with DST and Al technology.

Such integration provides a unique ability to handle un-
certainty and combine evidence from multiple sources (FSO-
Threat data, RF-Threat data, weather sensor data such as Fog
and Dust, Error point FSO data, and Quality factor FSO
data), thereby improving detection decisions. (3) Harnessing
the evidence fusion capabilities of DST and the learning and
classification capabilities of Al algorithms, this approach aims
to achieve higher detection accuracy and lower false alarm
rates, compared to traditional methods that may not take into
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account uncertainty or changing environmental conditions. (4)
This paper begins to set the stage for further research in
the topic of intelligent and resilient communications systems,
especially in challenging environments.

II. METHODOLOGY AND IMPLEMENTATION

This section delineates the comprehensive methodology and
intricate implementation details of an intelligent adaptive com-
munication system designed to optimize Free-Space Optical
(FSO) and Radio Frequency (RF) link performance under
dynamic environmental conditions and security threats, as
shown in Figure 2. The proposed work integrated a complex
decision support system, which is based on the DST with
advance machine learning techniques; these last algorithms
are ANN, KNN and SVM [16]. This dual-use strategy enables
dynamic link reclassification and makes autonomous decisions
on intelligent cross-layering between a multitude of FSO
and RF communications, as well as their cryptographically
protected modalities. This paper details each stage of progress:
from the first data collection, thoughtful preprocessing, to
software deployment strategies that need change in real-time
support of these small but important differences, with clearly
explained mathematical derivations.
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Fig. 2. Flow diagram of the proposed FSO-RF system model.

A. Data Acquisition and Characterization

The study focuses on 100,000 selected well-measured sam-
ples combined in a large-scale database, acquired from differ-
ent weather stations. In this large pool of information, each
instance holds environmental parameters, vital performance
descriptive metrics for the communication link itself, and adds
such information as is required to build a picture across all
instances of link reliability and security posture. The system
characteristics provided in this data set have been chosen to
encompass a realistic representation of real-world operating
conditions, so the statistics captured by the system can access
invisible entities and thus make educated decisions about
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optimal link selection and treatment strategies against security
protocols. Key characteristics include:

o FSO Threat: A category for potential threats that affect
the FSO link, such as No Threat, Eavesdropping, or
Jamming.

o RF Threat: Threats that are confined to the RF link. Also
sorted along these lines: No Threat, Eavesdropping, or
Jamming.

o Fog: The level of mist and corresponding FSO link
performance. Designations include Medium, High.

o Dust: The concentration of dust particles, which also
affect FSO link quality lies between medium and High.

e Error Point FSO: An index showing how much error
or otherwise the Communication link has reached, with
categories like Very Good, Failure.

o Quality Factor FSO: Another performance indicator, mea-
suring the overall quality factor of a link Example: Very
Good, Good, Failure.

o Action: What mode of communication or action should
be carried out according to the simulated circumstances,
with choices being RF, FSO, CryptoFSO, CryptoRF.

This mixed type of data structure covering both the factors
inside a particular environment and their security challenges
guarantees that any model being trained is based on a mixed
pool of cases. Such pools are far more varied (and conceivably
more typical) than what yu’ll find out in more general op-
erational environments. With the cascading media generation
method, all sorts of unpredictable atmospheric conditions and
threat landscapes are produced, thus forming in *part a self-
modifying, adaptable architecture whereby there can be com-
munication systems which automatically adjust to resistance.

B. Dempster-Shafer Theory for Threat Classification and Es-
timation

The Dempster-Shafer Theory (DST) is often used as a the-
ory about evidence, and is also a powerful mathematical guide
for dealing with conditions of uncertainty and incomplete
information. In this sense, it affords a very accurate view
by allowing for the explicit representation of ignorance and
combining evidence from different sources [17]. In the context
of this intelligent communication system, DST is strategically
employed to perform robust classification and estimation of
the most appropriate communication link (e.g., direct FSO,
cryptographically secured FSO, direct RF, cryptographically
secured RF, or a state of inherent uncertainty) based on the
real-time aggregation of observed environmental conditions
and dynamic threat assessments.

C. Evidential Reasoning using Dempster-Shafer Theory

The initial classification and belief estimation were per-
formed using Dempster-Shafer Theory, implemented in MAT-
LAB. DST is employed to estimate belief levels for each
action based on observed evidence[18]. The belief function
Bel : 20 — [0,1] quantifies the support assigned to a
subset of hypotheses from a finite frame of discernment
©={FSO,RF,CryptoFSO,CryptoRF, § }.

1) Mass Function Formulation: FSO Threat Evidence

(my):

my =

{Crypto FSO}:0.9, {0} : 0.1
{RF}:0.9,{60} : 0.1
(FS0}:09, {6} : 0.1,{6} : 1.0
{6}:0.1

If FSOrhreat = “Jamming”
If FSOThreat = "Nan”
Otherwise.

(1)
RF Threat Evidence (ms):

mo =

{Crypto RF}:0.9,{6} : 0.1
{FS0}:0.9, {60} : 0.1
{RF}:0.9, {0} : 0.1,{6} : 1.0
{6} :0.1

If RFrpreas = “Eavesdropping”
If RFpeae = “Jamming”
If RFThreat = ”Nan”
Otherwise.

2
Environmental and Performance Evidence (ms3):

ms =

{FS0}:0.85,{#} : 0.15 If Fog=Moderate, Dust=Moderate,

Error=Very Good, Quality # Failure

{RF}:0.85,{6} : 0.15 Otherwise.

3
Belief Fusion: The combined mass function was calculated
recursively using Dempster’s Rule [19]:

1
MBelief Fusion(c) = m Z ml(A)mQ(B)a “4)
ANB=C
K= Y mi(A).ma(B).
ANB=0
This process was repeated to integrate the third source (m3),
and the output decision and its belief value were stored in
Dempster Shafer Classification Result Final.csv.

D. Machine Learning for Threat-Based Switching Prediction

1) Artificial Neural Network (ANN): ANN are non-linear
computational models adept at learning complex relationships
within data [20]. For this application, an ANN maps input
features, including the FSO Threat , RF Threat , Fog , Dust ,
Error Point FSO, and Quality Factor FSO to the desired Action
output. The core operation of a neuron involves a weighted
sum of inputs (z;) with a bias(b;), followed by a non-linear
activation function (f) [21].

N
Yi :f(zwijxj+bi)7 @)
j=1

where, w;; are connection weights. The network is trained via
backpropagation, an iterative process that adjusts weights and
biases to minimize a loss function, such as cross-entropy for
classification.

If FSOthreat = “Eavesdropping”



2) K-Nearest Neighbors (KNN): KNN is a non-parametric,
instance-based algorithm that classifies new data points based
on the majority class of their K closest neighbors. This
approach is intuitive for real-time decision-making due to its
direct reliance on data point proximity. For a new input vector
24 (comprising system parameters and threat indicators), the
KNN algorithm computes its distance to all training samples
x;. A common metric is the Euclidean distance [22]:

d(zq, ;) = (Tg5 — wij)%, (6)

where D is the number of features. The Action for x4 is
then determined by a majority vote among the ‘Action’ labels
of its K nearest neighbors. The selection of an optimal K
value is critical, typically determined through cross-validation
to balance model bias and variance [23].

3) Support Vector Machines (SVM): SVM are powerful
supervised learning models that construct an optimal hyper-
plane to separate data points of different classes in a high-
dimensional space, maximizing the margin between them
for enhanced generalization. For linearly separable data, the
decision boundary is defined by x — b = 0. For non-linearly
separable data, SVM employs kernel functions (e.g., Radial
Basis Function) to implicitly map features into a higher-
dimensional space where linear separation becomes feasible.
The kernel trick allows computation of dot products in this
space without explicit transformation [24][25]:

K(zi,x5) = ¢(x:).0(x5), (7

where, ¢ is the mapping function. SVM training involves
solving a quadratic programming problem to find the optimal
w and b. Its robustness to high-dimensional data and strong
theoretical foundation make SVM well suited for the complex
classification of communication modes (FSO, RF, CryptoFSO,
CryptoRF) based on various threat and performance parame-
ters, ultimately predicting the optimal “Action”.

III. RESULTS AND DISCUSSION

The method is based on a personal computer platform,
of an Intel C i7-12650H (2.30 GHz, 16 CPUs), 16 GBD
DDR5 RAM and NVIDIA GeForce RTX 4060 TI GPU, with
MATLAB (R2023b). For classification purpose DST theory
and ANN, KNN, and SVM intelligent models have been used
to classify the threats and weather conditions affecting FSO
and RF communication systems. This section aims to discuss
the experimental results for various Machine Learning models,
performance evaluations of those models with different metrics
like Accuracy, Recall, Precision as well as false positive rate
(FPR).

1) Classification Results Analysis and Discussion: The
decision count by class shows that "FSO” is by far the most
frequent decision, with 52,367 samples (out of 100,000) classi-
fied as FSO by the DST framework, followed by 29,441 as RF,
10,148 as CryptoFSO, and 8,044 as CryptoRF. (No samples
were classified as “Theta” in this dataset.) In comparison,
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the baseline simulation (Enhanced FSO/RF) had 49,953 FSO
decisions, 35,554 RF, 5,626 CryptoFSO and 8,867 CryptoRF
as we note in Table 1, Thus the DST classifier tends more
often to choose FSO (53% of decisions vs 50% baseline)
while the baseline favored RF more often (36% vs 29%). This
discrepancy reflects the DST evidence fusion favoring FSO
when both systems are nominal.

TABLE I
COMPARISON OF DECISION FREQUENCIES AND AVERAGE
BELIEF VALUES BY CLASS

Decision Class  DST Count  Baseline Count  Avg Belief (DST)
FSO 52367 49953 0.851

RF 29441 35554 0.888
CryptoFSO 10148 5626 0.533
CryptoRF 8044 8867 0.574
Theta 0 0 0

Upon analyzing Figure 3, the RF link consistently exhibits
the highest cumulative average belief, stabilizing at approx-
imately 0.88-0.89. This underscores its frequent selection
as the most reliable option under various conditions. The
FSO link follows closely, with its cumulative average belief
converging around 0.82-0.83, indicating strong confidence
when environmental conditions are favorable. The encrypted
modes, CryptoRF and CryptoFSO, show more moderate aver-
age beliefs, stabilizing at approximately 0.57-0.58 and 0.53-
0.54, respectively. Notably, the ’Theta’ (uncertainty) belief
remains exceptionally low, stabilizing near 0, signifying the
DST system’s robust capability to render clear and high-
confidence decisions with minimal ambiguity.

Cumulative Average Belief Over Samples
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Fig. 3. Cumulative average belief.

These belief values are directly reflected in the decision
frequencies presented in Figure 4. Across the 10,000 samples,
the FSO link emerges as the most frequently chosen, accu-
mulating approximately 5,100-5,200 decisions. The RF link is
the second most frequent, with about 3,000-3,100 selections,
affirming its critical role as a robust alternative.

The encrypted modes, CryptoRF and CryptoFSO, are se-
lected less often, with cumulative counts of approximately
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«10% Cumulative Decision Counts Over Samples
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Fig. 4. Cumulative decision counts.

900-1,000 and 500-600, respectively, indicating their specific
utility when security measures are necessitated by identified
threats. The cumulative count for Theta remains negligible,
reinforcing the system’s consistent ability to make definitive
classifications.

Average Belief per Decision and Dempster’s Rule[26].
Figure 5, the *Average Belief per Decision’ bar chart, provides
further insight into the system’s confidence. This figure sum-
marizes the mean confidence associated with each mode when
it is selected as the primary action. The values presented in
this figure are the result of Dempster’s Rule of combination,
which aggregates evidence from multiple sources to form a
combined belief. For two mass functions, m; and ms, over
a frame of discernment 6 , the combined mass mg2(C') for
any subset (C') C 6 [27].

09 Average Belief per Decision

Average Belief

CryptoFSO

CryptoRF FSO RF

Decision

Theta

Fig. 5. Average belief per decision.

The RF link exhibits the highest average belief at approx-
imately 0.89, closely followed by FSO at around 0.86, con-
firming that decisions to utilize these primary links are made

with very high confidence. The encrypted modes, CryptoRF
and CryptoFSO, show average beliefs of approximately 0.58
and 0.53, respectively, indicating a moderate yet sufficient
level of confidence when these secure alternatives are chosen.
Crucially, the average belief for Theta is effectively 0.00,
unequivocally demonstrating that the system rarely, if ever,
defaults to a state of complete uncertainty, even when evidence
is complex.

A. Analysis of the performance results of threat detection
algorithms

This section comprehensively analyzes the threat detec-
tion capabilities of Artificial Neural Networks (ANN), K-
Nearest Neighbors (KNN), and Support Vector Machines
(SVM) within the hybrid FSO/RF communication system
[28]. Their performance in classifying communication modes
(FSO, RF, CryptoFSO, and CryptoRF) is meticulously detailed
through Confusion Matrix and Receiver Operating Character-
istic (ROC) Curve analyses, complemented by a comparative
assessment of key performance metrics.

1) Confusion Matrix Analysis: Confusion matrices provide
a granular view of classifier performance, with diagonal el-
ements representing correctly predicted instances for each
communication mode and off-diagonal elements signifying
misclassifications. All three confusion matrices, as we can
see in the Figure 6 show remarkably high accuracy [29].
The ANN confusion matrices exhibits exceptional precision,
correctly identifying 5074 CryptoFSO, 4022 CryptoRF, 26177
FSO, and 14720 RF instances, with only 7 FSO instances
misclassified as RF. The KNN confusion matrices accurately
classifies 2813 CryptoFSO, 4426 CryptoRF, 24976 FSO, and
17777 RF instances, noting only 5 CryptoRF misclassified
as CryptoFSO and 3 as FSO. The SVM confusion matrices
also performs robustly, correctly identifying 2813 CryptoFSO,
4426 CryptoRF, 24977 FSO, and 17749 RF instances, with 6
CryptoRF misclassified as CryptoFSO, 1 CryptoRF as FSO,
and 28 RF as FSO.

Comparatively, the ANN model shows a slight edge in
overall classification accuracy and minimizing misclassifica-
tions, suggesting superior generalization. While KNN and
SVM also achieve outstanding results with very few errors,
the ANN’s ability to correctly classify a higher number of
FSO and RF instances with fewer misclassifications indicates
its marginally better performance for this dataset. All models,
however, underscore the feasibility of accurately classifying
communication modes for effective threat detection and intel-
ligent switching.

2) Receiver Operating Characteristic (ROC) Curve Anal-
ysis: ROC curves (plotting True Positive Rate against False
Positive Rate) and their Area under the Curve (AUC) quantify
classifier performance[30]. The Figure 7 shows that ROC
curves for ANN, KNN, and SVM consistently demonstrate
exceptional performance. On the ANN ROC curves, the AUC
(Area Under the Curve) for all classes (CryptoFSO, CryptoRF,
FSO, and RF) is 1, indicating them as without distinction. On
the KNN ROC curves, also for all classes, the AUC is equal
to one, mirroring ANN’s perfect discrimination capability yet
again.
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The SVM ROC curves have an AUC of 1 for Crypto
FSO, FSO, and RF, while CryptoRF stands at 0.9994 to
give high favorability ratings, which are exceptionally high
values. For all classes across the three models, and in all
cases, their operating points are still at or very near (0,1),
indicate preferable performance for high true positive rates
and minimal false positive rates In comparative terms, both
ANN and KNN demonstrate perfect discriminative abilities
with AUCs of 1 across all classes. The SVM, while performing
exceptionally well, shows a minute deviation for the CryptoRF
class. Overall, the ROC analysis confirms that all three algo-
rithms are highly reliable for real-time intelligent switching,
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with ANN and KNN exhibiting marginally superior, albeit
practically negligible, discriminative power in this specific
application.

3) Analysis of Performance Metrics: Metrics are utilized to
evaluate the performance of classification models in artificial
intelligence and statistics. Each metric reflects a different
aspect of a model’s ability to correctly predict, whether in
terms of accuracy, errors, or the balance between pros and cons
[31]. The three algorithms in Table 2, show exceptional per-
formance, with accuracy values consistently above 0.999. The
Artificial Neural Network (ANN) exhibits the highest overall
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performance across most metrics, including Accuracy 0.99986,
Recall 0.99993, Specificity 0.99995, Precision 0.99988, and
Fl-score 0.99991. Its error rate 0.00014 and False Positive
Rate 0.00005 are also the lowest. KNN follows closely, with
marginally lower but still remarkably high metrics (e.g., F1-
score of 0.99954). The SVM model, while highly effective
with an accuracy of 0.99930, shows slightly lower values
across most metrics than ANN and KNN. In conclusion, while
all three machine learning algorithms are highly effective for
threat detection and communication mode classification in the
FSO/RF system, the ANN consistently outperforms KNN and
SVM across most of the evaluated metrics, making it the most
robust and reliable choice for this application.

TABLE II
COMPARATIVE PERFORMANCE METRICS OF ANN, KNN,
AND SVM ALGORITHMS

Metric ANN KNN SVM

Accuracy 0.99986  0.99984  0.99930
Error 0.00014  0.00016  0.00070
Recall 0.99993  0.99955  0.99921
Specificity 0.99995  0.99994  0.99968
Precision 0.99988  0.99953  0.99918
False Positive Rate 0.00005  0.00006  0.00032
Fl-score 0.99991  0.99954  0.99919
Matthews Correlation Coefficient  0.99985  0.99949  0.99891
Kappa 0.99963  0.99957  0.99813

IV. CONCLUSIONS

This study presents an intelligent switching system for
hybrid FSO and RF communication, utilizing Dempster-Shafer
Theory (DST) for robust threat classification and advanced
machine learning algorithms for real-time decision-making.
Analysis of 10,000 simulation samples, covering environmen-
tal conditions (fog, dust) and threat scenarios (eavesdropping,
jamming), conclusively demonstrates the system’s effective-
ness in optimizing communication link selection and ensuring
resilient data transmission. DST proved instrumental in fusing
evidence from FSO and RF threats, alongside FSO envi-
ronmental factors, to derive precise belief assignments. The
consistent convergence of cumulative average beliefs, with RF
stabilizing at approximately 0.88- 0.89 and FSO at 0.82-0.83,
highlights DST’s capability to make high-confidence decisions
with minimal uncertainty (Theta belief consistently near 0.01-
0.02). The system’s strong confidence in selecting primary
FSO/REF links and adaptively transitioning to encrypted modes
when security threats are present was further validated by
average beliefs of 0.89 for RF and 0.86 for FSO decisions, and
0.58 for CryptoRF and 0.53 for CryptoFSO. Furthermore, the
integration of (ANN, KNN, and SVM) significantly enhanced
threat detection and real-time switching. Detailed analyses
revealed exceptionally high classification accuracies across all
algorithms. The ANN achieved an accuracy of 0.99986, KNN
0.99984, and SVM 0.99930. ROC curve analyses consistently
yielded near-perfect AUC values, with most classes achieving
an AUC of 1, underscoring the models’ superior discriminative

power and low false positive rates. The ANN consistently
exhibited the highest overall performance across most met-
rics, including an Fl-score of 0.99991, positioning it as the
most robust and reliable choice. This research conclusively
demonstrates that the proposed intelligent switching system,
by synergistically combining DST with advanced machine
learning, offers a highly effective and adaptive solution for
maintaining secure and reliable communication in dynamic
and challenging FSO/RF environments. Future work will ex-
plore the implementation of different classification methods
and algorithms to achieve maximum detection accuracy and
alternatives in FSO/RF systems.
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