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Al-generated 1image detection using Machine
Learning techniques

Jan Chorazy, and Lukasz Dabata

Streszczenie—Rapid developments in the field of generative
artificial intelligence have enabled the creation of photorealistic
images that are becoming increasingly difficult to distinguish
from real photographs. This work aims to implement or adapt
three contemporary methods for generated image detection: a
Photo-Response Non-uniformity (PRNU) extractor paired with a
custom CNN, an Error-Level Analysis (ELA) extractor coupled
with the same custom CNN, and an adaptation of the Latent
Reconstruction Error framework LaRE?. Each of the methods
has been thoroughly tested on a custom dataset, which was
constructed by combining part of the Tiny Genlmage dataset
with images generated by a state-of-the-art transformer-diffusion
model named FLUX. The data, balanced evenly between real
and fake images, has been separated into five subsets, each
respective to one of the included models: ADM, BigGAN, FLUX,
Midjourney, and Stable Diffusion v1.5. Experiments were con-
ducted in three different categories, to ensure proper validation
of performance of the tested methods.
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I. INTRODUCTION

ECENT breakthroughs in the field of generative Al have
Renabled the creation of photorealistic images, which are
becoming increasingly difficult to detect. Generative Adver-
sarial Networks (GANs) were the first to garner attention in
the field, but due to their relatively simple nature, detection
systems never struggled against these architectures. More re-
cently, diffusion models such as Stable Diffusion have started
posing a considerable threat to detection systems. The biggest
problem in the area of generated image detection is creating
a model that will perform well regardless of the investigated
generational model. To this end, researchers have elected to
leverage deeper representations of image structures and latent
features.

The main contribution of this study is the extensive evaluation
of three novel approaches to generated image detection: a
Photo-Response Non-uniformity (PRNU) extractor paired with
a custom CNN, an Error-Level Analysis (ELA) extractor
coupled with the same custom CNN, and an adaptation of
the Latent Reconstruction Error framework LaREZ2, all on
an enhanced version of an established dataset that includes
transformer-based diffusion generation. The second one is the
creation of the aforementioned custom dataset by joining parts
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of the Genlmage dataset with newly generated images from
the FLUX model.

II. RELATED WORK

A. Advances in Al-based Image Generation

In recent years, interest in the field of generative Al
has drastically increased, leading to numerous breakthrough
developments. The first notable networks were Generative
Adversarial Networks (GANs) [1], introduced by Goodfellow
in 2014. GANs use a dual framework wherein a generator
tries to create an image based on a given class or prompt,
while a discriminator learns to distinguish between real and
fake images. Among numerous notable variants, BigGAN
[7] represents a significant improvement both in the quality
of the generation and class diversity by utilizing large-scale
learning on the ImageNet [15] dataset as well as improved
architecture. More recently, diffusion models emerged as a
powerful architecture that creates images through an iterative
process of denoising an initial Gaussian noise distribution. No-
table examples include Augmented Diffusion Models (ADMs)
and Stable Diffusion v1.5 [2], which improve computational
efficiency and generation speed by leveraging latent space
optimization.

B. Challenges in detecting Al images

The increasing quality of generated images poses a signi-
ficant challenge to established detection techniques. As the
study [21] shows, humans are not so skilled in fake image
recognition - only 62% of images were correctly classified. A
major challenge of synthetic detection is a lack of consistent
artifacts between different generational models. Each distinct
architecture introduces different statistical properties into the
image it produces, with factors such as loss function or dataset
further diversifying the artifacts. As such, the effectiveness
of contemporary detectors is greatly affected, with the result
being a lack of universal indicators for detecting generated
images, limiting the effectiveness of general-purpose classi-
fiers. What is more, nearly all tests are conducted using only
benchmarks, which greatly improves the result. In case of
artifacts, compression, or some common filters are introduced,
the accuracy of the detection is greatly reduced [22].

© The Author(s). This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0,
https://creativecommons.org/licenses/by/4.0/), which permits use, distribution, and reproduction in any medium, provided that the Article is properly cited.


https://creativecommons.org/licenses/by/4.0/deed.pl
https://creativecommons.org/licenses/by/4.0/

C. Comparative studies and benchmarks

Several novel studies have been conducted surrounding the
topic of generalizability of fake image detection systems.
Papers such as [18], [16] and [17] focus on benchmarking
available methods, while others such as [19] and [20] propose
new solutions that improve over previous models. These works
reveal—as often explicitly stated by the authors—that many
detectors, perform well when trained and tested on images
from the same model but fail to generalize on cross-model
datasets, resulting in poor performance, underlining the need
for more complex investigation strategies.

III. INVESTIGATED METHODS

We implemented three novel methods of synthetic image
detection, each based on a different approach to feature
extraction.

A. Photo-Response Non-Uniformity (PRNU)

1) Theoretical — Background:  Photo-Response = Non-
Uniformity (PRNU) [3] [5] is a technique initially introduced
to find the source device responsible for taking a given
picture. As observed by Lukas in [5], PRNU is part of the
sensor pattern noise, as well as its most stable component.
It is the cause of manufacturing imperfections of a digital
camera’s photodiodes, and as such it is random and unique to
every single unit. Since PRNU patterns are dependent solely
on the physical image sensor, they do not change over time
(unless the image sensor deteriorates). Taking into account
the mentioned qualities, PRNU can be considered a sort of
"fingerprint"for the camera.

2) PRNU extraction: The PRNU pattern can be mathemati-
cally extracted from an image, which is modeled by equation:

Imgout = (Iones + NOiSBPRNU) : Imgzn + NOiseadd

Where I'mg,,; is the image captured by the camera, ;.5 is
a matrix full of ones, Noiseprny is the PRNU pattern, and
Img;, is the ’ideal’ image without disturbance, as presented
to the camera. The symbol - denotes a matrix dot product and
Noiseyqq represents the additive noise from all other sources.
Traditionally, extraction of the PRNU pattern involves taking
the average noise residual value obtained from multiple photos
taken by the same camera. However, for the application of Al
image detection, each image has to be considered individually.
The extraction process first involves computing the noise
residual using the following equation:

W = Imgout — denoise(Imgout) (1

Where Imgoy: is the image generated by a camera, W is the
noise residual and denoise() represents the denoising process.
We assume that the additive noise can be neglected and that
Imgi, = denoise(Img,y:). Equation 2 is used to compute the
PRNU pattern for N images coming from the same camera,
which for us will always be N = 1.
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Which, for a single image(/N = 1) can be reduced to:

W

3)

Figure 1 shows examples of images before and after PRNU
pattern extraction.

Stable Diffusion v1.5

Rysunek 1. Upper row: original image; bottom row: PRNU pattern

3) Use in Al detection: Al-generated images do not come

from any physical medium and therefore cannot exhibit au-
thentic PRNU patterns. Some generators might be able to
produce texture-like artifacts or inject noise into the output;
however, these additions are not consistent, sensor-driven
patterns, like the ones observed in real images.
In this work, PRNU is used as a feature extractor for a custom
CNN. Each input image is processed to extract the noise
residual using a denoising algorithm (in this case, the non-
local means denoising algorithm). The resulting PRNU map
is treated as a grayscale input into the network. A custom CNN
architecture, visualized in figure 2, is trained to distinguish the
differences in noise patterns for real and generated images and
to perform binary classification.

(7 convap @ raten @ oense

f waxrooingzn

Rysunek 2. Visualization of the custom CNN architecture

B. Error Level Analysis (ELA)

1) Theoretical Background: Error Level Analysis (ELA)
[3] [4] is a forensic analysis technique originally used to detect
localized modifications in digital images by leveraging the
characteristics of lossy compression, in particular the JPEG
format. As proposed by Martin-Rodriguez in [3], ELA can be
adopted to suit the task of distinguishing between real and
generated images. In particular, it is used as a pre-processing
step, while a custom CNN works as the actual classifier.

2) ELA extraction: ELA takes advantage of the fact that
images that have gone through several rounds of compression
- especially those with edits or synthetic content inserted -
tend to exhibit non-uniform error levels in different regions.
ELA extraction is done in the following steps:
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1) Initial compression: The investigated image is com-
pressed by a fixed high compression rate (e.g., 95%)

2) Decompression: The obtained compressed version is
decoded.

3) Difference computation:The modified and original ver-
sions of the image undergo pixel-wise difference com-
putation.

The result is an ELA map of the image, where areas where
the compression introduced significant artifacts are highligh-
ted, as shown in Figure 3. The highlights often correspond to
areas with denser spatial content or modifications. In theory,
real images should result in ELA maps with spatial disparity,
corresponding to the natural content distribution on the image.
Generated images, however, should show abnormally smooth
or globally uniform error patterns due to the lack of initial
compression or proper frequency distribution.

BigGAN

Midjourney

Rysunek 3. Upper row: original image; bottom row: ELA map

3) Use in Al detection: The use of ELA for Al detection

is motivated by the observation that generated content does
not undergo the same compression as real digital images do.
Generators often output uncompressed images or images in
formats that use lossless compression, which lack the irregular
error traces introduced by real-world image compression.
To perform classification, ELA is calculated and saved for each
image in the dataset prior to the training process. Though ELA
images are sometimes enhanced in contrast for visualization,
the raw output of the extraction process is fed to the network
for training. The same custom CNN as in figure 2 learns
to distinguish the subtle differences in error maps, which
are normally very difficult to spot with the naked eye. The
resulting model is a binary classifier, outputting predictions
on whether a given image is real or not.

C. Latent Reconstruction Error Based Method for generated
Image Detection (LaRE?) [6]

1) Theoretical background: In recent years, the latent space
of deep generative models has emerged as a powerful domain
for image analysis, including classification, manipulation, and
detection tasks. The concept of latent space refers to an abs-
tract representation of data, often reduced in dimensionality,
in which essential features are retained and irrelevant detail is
discarded. In the context of Al image generation and detection,
latent spaces offer a size-efficient way of manipulating and
storing data, which has proven to have a positive effect on
both computational complexity and training accuracy.

The hypothesis that is the basis for the creation of recon-
struction error-based detection is the idea that Al-generated

images, being part of the generator’s distribution, are easier to
reconstruct than real images. As such, the reconstruction error
should be significantly smaller for synthetic images than for
real images. First proposed specifically for detecting images
created by diffusion models in DIRE [11], and later refined
by Luo in LaRE? [6] by reducing the process complexity and
computing the errors in latent space. In the DIRE process,
both real and fake images are taken through a latent-space
inversion and reconstruction pipeline - this means the error is
calculated in pixel space by taking the difference between the
original and reconstructed image. In the improved version, the
computation is done in the latent space entirely, improving the
process efficiency and reducing complexity.

This work adopts the latter approach through the use of the
LaRE? framework.

2) Overview of the method: LaRE? (Latent Reconstruction
Error + Error-Guided Feature Refinement) is a state-of-the-
art method developed for the purpose of diffusion-model-
generated image detection. It avoids entirely reconstructing the
image and instead computes the denoising prediction error in
latent space, using a single-step reverse diffusion operation.
The proposed method is comprised of two components:

« Latent Reconstruction Error (LaRE) is the first stage
of the process, used solely to compute the latent space
representation of the reconstruction error map for the
dataset images.

o Error-guided Feature refinement (EGRE) comprises
two modules ESR and ECR, and enhances the detec-
tion process. The error-guided spatial refinement module
(ESR) spatially aligns LaRE to the intermediate feature
map of the CNN, allowing it to emphasize regions that
convey more information to the detector. Error-Guided
Channel Refinement module (ECR), which learns to
emphasize feature dimensions that correlate with high and
low reconstruction error.

IV. DATASET

The dataset is composed of five subsets, each corresponding
to one of the generators included. Each subset consists of
5000 images divided evenly into 2500 real images and 2500
fakes. The real images all come from the same source, while
the generated images were generated by the authors of the
Genlmage [12] dataset using a corresponding model, with the
exception of FLUX, which was generated by us. The total,
therefore, is 12,500 real images and 12,500 synthetic ones.
These subsets were further divided into the training and
validation parts. Each of these contains an even split of real
and fake data, with the distinction of the training set having
four-fifths of the data and validation having the rest.

A. Included Generative models

This dataset includes five distinct generative models, each of
which boasts a unique architecture, which allows us to measure
the impact of each generative approach on the investigated
detection methods. Figure 4 shows examples of images from
the dataset.



e ADM (Ablated Diffusion Model) [8] is a diffusion
model that, unlike many contemporary models, operates
directly on pixel space. It is widely considered a founda-
tional benchmark for diffusion models, which makes it a
good candidate for assessing detection methods.

o BigGAN [7] is a large-scale Generative Adversarial Ne-
twork, which offers architectural diversity in this dataset,
letting us see how well the detection methods work on a
model with a completely different architecture from the
rest.

o FLUX [10] is a text-to-image model developed by Black
Forrest Labs, known for its high output quality and
fidelity. It uses a state-of-the-art hybrid architecture,
combining transformer-based techniques with diffusion
models.

o Midjourney [9] is a proprietary commercial generative
model known for its distinct visual style. While the
architecture details are not disclosed, it is believed to
utilize a diffusion approach, similar to Stable Diffusion.
Its prevalence in creative industries makes it a valuable
benchmark for discriminators, as this model is likely to
be encountered outside of the testing environment.

« Stable Diffusion v1.5 [2] is an open-source, latent space
diffusion model known for efficient generation of high-
quality images. Currently it is one of the most easily
accessible and widespread models available.

B. Generated Image Sources

The four models taken from Genlmage (ADM, BigGAN,
Midjourney, and Stable Diffusion v1.5) were all created by
the authors in the same way to ensure consistency. A total
of 1000 class labels were taken from ImageNet [15], a large-
scale dataset containing real-world photographs on a variety of
topics. For each of the classes, every generator was prompted
to create over 160 images. "Photo of class"was the model input
sentence in each instance, with the selected label used in place
of ’class’.

Data for the synthetic part of the FLUX subset was generated
locally, using the same prompting style and class labels as the
original Genlmage dataset.

C. Real Image Sources

All images in this dataset were taken from Genlmage,
which in turn were curated from ImageNet. Just like the
generated portion, each of the selected real images corresponds
to one of the 1000 labels. A further subset of the Genlmage
dataset called ’tiny Genlmage’ was selected to better suit our
computational resources. The creators of tiny Genlmage took
care in selecting a balanced amount of images from each class
so as not to introduce any bias. Despite the fact that true
images come from the same source for each subset, each real
image is unique across the entire dataset, which enables cross-
model and multi-model training without the risk of overfitting
or data imbalance.

V. EXPERIMENTAL SETUP

The primary objective of the experiments presented in
this work is evaluating the effectiveness of three approaches:
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Rysunek 4. Examples of images from the dataset

PRNU-based, ELA-based and LaRE-based—to distinguishing
between real camera-taken images and Al-generated images
The experiments were designed to measure classification per-
formance of each method, gauge generalization for previously
unseen models, and compare robustness under diverse training
and testing scenarios.

The evaluation aims to investigate these specific areas:

« Single model performance - The ability to detect images
created on the same model as the detector has been
trained on.

o Cross-model performance - How well a detector trained
on one selected generator (e.g., BigGAN-only) performs
when tasked with classification on the other models,
unseen during training. This reflects real-world condi-
tions, where the source of the image is likely unknown.

o Multi-generator performance - How robust is a method
when trained on a combined dataset of all five methods.
This combination would be used to create a general-
purpose detection system.

o Method strengths and tradeoffs - Identification of
strengths, weaknesses and scenarios in which each me-
thod tends to underperform. Includes observations about
types of generators that a method may struggle with,
method complexity, and time tradeoffs.

By evaluating each method in consistent conditions, using
seeded values and repeatable tests, we aim to provide a fair
comparison of method performance using different sources of
generated images and varied evaluation scenarios.

A. Training Setup

Each of the three methods was trained using the following

two configurations:

o Per-generator training consists of five training runs,
during which the detector is trained on one of the five
models from the dataset.

o Combined training featured only one training run, in
which the training and validation data had been concate-
nated and shuffled. This setup allowed the trained model
to learn more general features of the generator models,
possibly leading to better overall detection accuracy.

The result of the training is 18 trained models, 6 (5 per-
generator, 1 combined) for each detection method.
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Tabela I

CNN TRAINING HYPERPARAMETERS FOR PRNU AND ELA

Hyperparameter
Input size
Conv2D filters

Conv2D Kernel size
Activation functions

Pooling

Dense layers

Loss function
Learning rate
Optimizer

Batch size

Epochs

Validation split
Evaluation metrics
Checkpoint monitor

Value

128 x 128 x 3 px

(32,64, 64]

3x3

ReLU (hidden layers), Sigmoid (output)
MaxPooling 2 x 2

[64,1]

Binary cross-entropy

1 x 10~ (default)

Adam (81=0.9, $2=0.999, e =1 x 10~ 7)
32 (default)

30

20% (via train_test_split)

Accuracy, Precision, Recall, F1, ROC AUC, AP
Validation Accuracy

Tabela II

TRAINING HYPERPARAMETERS FOR LARE

Hyperparameter
Model architecture

CLIP visual backbone

Input resolution
Epochs

Batch size (train)
Batch size (test)
Initial learning rate
Optimizer

LR scheduler
Gradient clipping
Loss function

Data augmentation
Validation method
Validation ratio
Dataloader workers
GPU configuration

Value
CLipClassifierWMapVe6
RN50

224 x 224 px

1x 10~

Adam (31=0.9, $2=0.999, e =1 x 10~7)
ReduceLROnPlateau (factor 0.5, patience 4)
g2 <5.0

Cross-Entropy (no label smoothing)

Pad — RandomCrop (strong aug. disabled)
Contrastive (con)

0 (separate val file)

8

Single GPU (ID 0)

B. Evaluation Setup

The models obtained from training have been evaluated in
three categories corresponding to the areas outlined in the
beginning of this section: single-model tests focusing on data
from one model, cross-model tests evaluating performance of
using data from one model on others, and multi-generator
tests combining data from all available models for the most
comprehensive detector. In total, 108 test cases have been
conducted.

VI. RESULTS AND ANALYSIS

The results from each test were evaluated using industry-
standard metrics such as accuracy, average precision (AP), area
under ROC curve (AUC), recall, F1 score, and loss [14] [13].
All results were presented in figures 5, 6, 7. Analysis of the
performance is presented in the following sections.

A. Overview of Results

1) Single-model performance: The results of tests on mo-
dels trained and tested on the same generative model are
overwhelmingly positive. Nearly 100% accuracy, AP and AUC
for each method and model combination indicate that this
is an area that does not need any significant improvements
or breakthroughs. The worst outcomes in this category come
from a PRNU-based detector trained on Midjourney, with 90%

accuracy and a 90% F1 score. While still impressive, these
results are almost 10% worse than other cases, which indicates
that some part of the proprietary Midjourney architecture
might interfere with PRNU extraction. Results obtained by
recent studies in the area seem to follow the same pattern of
excellent single-model performance, meaning that a model that
underperforms in this category most likely has serious issues
with implementation or method.

2) Cross-model performance: Cross-model generalization
is an area where the models struggle the most. The results
vary wildly depending on the method, training dataset and
testing dataset. The impact of generator architecture is most
evident on models trained on BigGAN data, which are almost
entirely unable to properly classify any other model than
itself, regardless of the method used. Interestingly, while
PRNU-based and ELA-based models struggle with detecting
BigGAN when trained on other generators, LaRE-based
detectors seem to correctly classify the unseen GAN to a
surprisingly high degree.

It also appears that models that have similar architectures have
an easier time detecting each other than other models. FLUX,
Midjourney and Stable Diffusion share the most similarities
in their architecture, and as such, they have consistently the
highest performance in the cross-model tests. Notably, in
LaRE-based tests, whether one of the three mentioned models
is being tested or trained on has little impact on the results,
unlike BigGAN, for which, as previously mentioned, the
trained-on and tested-on results differ greatly.

Overall, the best results in this category came from LaRE-
based detectors, which provided satisfying performance in
most cases. ELA had slightly worse results than LaRE, but
when we consider that data preparation and training are
several times faster than LaRE, it might open up some niche
scenarios where the tradeoff for speed is worth the slight
decrease in performance. PRNU performed the worst of the
three methods, which could be a reason to forgo further
research on PRNU-based detection for better-performing
alternatives.

3) Multi-model performance: While the results of the pre-
vious section were somewhat worrying, the performance of
the models trained on all available generators surpassed even
single-model tests. In all tested scenarios, the models tested
on full data have showcased nearly perfect detection, with
accuracy never dropping below 99%. There are no notable
outliers in this section, but it is worth pointing out that despite
underperforming in the previous section, PRNU matches the
effectiveness of ELA and LaRE in this case. The multi-model
dataset is marked as FULL in the figures 5, 6 and 7.

B. Discussion

As previously mentioned, the models have performed the
best in the single-model and multi-model cases. In both cases,
however, they have seen the models they were going to
detect during training. While during testing it might seem
the models trained on data from all generative models might
be sufficient detectors for real-world scenarios, we do not
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know how these models would react to previously unseen data.
Based on the cross-model tests, we can reasonably assume that
even the most comprehensive models from this paper might
struggle against data from an unseen model, with the degree of
accuracy heavily dependent on the architecture of the unseen
model. It is therefore better to focus on the results of cross-
model tests, since, in a real-world scenario, it is infeasible
to create and maintain a dataset containing all the models a
detector can encounter.

Notably, the performance of the LaRE-based detectors on
the BigGAN dataset was a lot better than expected. It was
theorized that due to the differences in GAN architecture
from diffusion models, for which the method was developed,

Trained On

9
5
W

Trained On

LaRE-based detectors might perform worse than ELA- and
PRNU-based detectors. It appears, however, that despite the
differences, the LaRE?2 framework still outperformed the other
two methods on the BigGAN dataset.

VII. CONCLUSIONS

The results obtained from the tests confirmed that models
trained and tested on the same model perform near-perfect
detection, as proposed in previous related works. The cross-
model results revealed that models with similar architectures
(e.g., Midjourney and Stable Diffusion) have an easier time
detecting each other than less related models (e.g., FLUX and
BigGAN). In this category, LaRE-based detectors performed



AI-GENERATED IMAGE DETECTION USING MACHINE LEARNING TECHNIQUES

the best across all metrics and models, while PRNU-based
detectors performed the worst. Despite some subpar results
in the second category, every single method exhibited over-
whelmingly positive performance when trained on the subset
containing data from all generative models.

Based on the obtained results, there are several areas worth
investigating further. The introduction of more varied genera-
tive models into the dataset could shed more light on the exact
characteristics of models that cause problems in cross-model
generalization. Increasing the number of images per generator
could also dispel doubts about overfitting the training data,
which is possible for relatively small datasets.

As for the future work, to further improve non neural network
based extraction methods, the simple pipeline for the PRNU-
and ELA-based models could be expanded further by the
use of more comprehensive preprocessing techniques. The
conducted tests can be further extended by using bigger
datasets or by introduction the most common modifications
present in the everyday photography.
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