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Abstract—This paper presents an enhanced Markov modelling
framework for evaluating the dependability and instantaneous
availability of programmable devices (PDs) operating with
controlled multi-level degradation in aggressive environments.
Two advanced multi-fragment models are introduced: MFMO03,
which generalises the topology to arbitrary
trapezoidal/rectangular fragment arrangements using a uniform
rectangular implementation, and MFMO04, which additionally
accounts for imperfect diagnostic coverage and hidden failures.
The study describes the unified classification of the complete model
family (SFM, MFMO01, MFM02, MFM03, MFMO04), state-space
generation, transition matrix construction, and fully parametric
MATLAB simulation approach. Numerical results based on
ATtiny13A failure rates show that the generalised topology of
MFMO03 vyields a 1-1.5 % absolute long-term availability
improvement over the original strict triangular MFMO02 after
3x10° hours. The MFMO04 model, under realistic diagnostic
coverage of 60-90 %, exhibits a crossover phenomenon whereby
moderate diagnostic imperfection imposes a small medium-term
penalty but can produce marginal ultra-long-term gain due to
temporally distributed recovery actions. Overall, the extended
model hierarchy achieves cumulative availability gains of 11-12 %
compared to conventional binary single-fragment approaches,
delivering practical, scalable tools for resilience optimisation of
PDs in ultra-long-lifetime safety- and mission-critical systems
including spacecraft onboard electronics, UAV control platforms,
and so on.

Keywords—Dependability; Availability;
Devices; Markov Models; Multi-Level Degradation;
Reconfiguration; Trapezoidal/Rectangular Topology; Hidden
Failures; Imperfect Diagnostic Coverage; MATLAB Simulation

Programmable

. INTRODUCTION

HE rapid proliferation of programmable devices (PDs)

such as field-programmable gate arrays (FPGAS),
microcontrollers, and system-on-chip solutions in safety- and
mission-critical applications has significantly increased the
demands placed on their dependability under extreme
operational  conditions.  Systems operating in  harsh
environments — including unmanned aerial vehicle (UAV) fleets
in contested or cyber-threatened areas [1,2], spacecraft exposed
to high radiation, nuclear power plant instrumentation and
control (I&C) platforms, demining robots in contaminated
zones, and deep-sea or arctic sensor nodes — must maintain
acceptable levels of functionality for years or decades despite
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progressive degradation of hardware resources caused by
radiation-induced  single-event effects, thermal stress,
electromagnetic interference, vibration, aging, or intentional
cyber-physical attacks [3,4]. Traditional binary reliability
models that assume only two states (fully operational or
completely failed) are inadequate for such applications because
real programmable devices can continue to deliver reduced but
still useful functionality after cumulative deterioration of
technical characteristics with possible reduction in the number
of performed functions — a properly known as multi-level
degradation (MLD) [5].

To address this challenge, a reconfiguration approach to
bypass the consequences of errors and failures emergence by
software redistribution of the device's resources was considered.
A combination of on-the-fly reconfiguration and controlled
multi-level degradation has emerged as a promising approach
for extending mission time in resource-constrained critical
systems [6-8]. By dynamically reallocating tasks among
remaining functional fragments of an FPGA or microcontroller,
the system can gracefully degrade instead of suffering abrupt
failure, thereby increasing overall availability in environments
where repair is impossible or extremely delayed.

In our previous work [9], we observed approaches for
assessing the dependability and instantaneous availability of
programmable devices (PDs). According to existing issues of
provided methods we proposed a family of Markov models for
PD with controlled MLD. Three baseline models were
developed and analysed using MATLAB simulations: (i)
asingle-fragment model (SFM) without reconfiguration
capability; (ii) a multi-fragment model with degradation only
(MFMO1); and (iii) a multi-fragment model incorporating both
degradation and reconfiguration (MFMO02). Those models
demonstrated that introducing controlled degradation and
reconfiguration can substantially improve long-term availability
compared to conventional single-fragment approaches,
especially for operational lifetimes exceeding several decades.

However, the MATLAB implementation of MFMO02 and the
underlying conceptual topology impose certain restrictions that
limit its applicability to real asymmetric degradation scenarios.
Specifically, the realisation of MFMO02 creates a strictly
triangular fragment arrangement, leading to reduced modelling
flexibility when degradation rates of programmable resources
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and reconfiguration circuitry differ arbitrarily. Moreover, all
baseline models assume ideal fault detection and diagnostic
coverage. In practice, fault coverage is imperfect, especially for
single-event effects and latent failures in redundant
reconfiguration paths. Hidden (undetected) failures can
accumulate silently, leading to sudden loss of controllability —
a scenario particularly dangerous in safety-critical applications
[10,11]. Recent studies of loT-enabled UAV communication
services [12] and smart surveillance systems [13] further
confirm that imperfect diagnostics and hidden cyber-physical
faults significantly degrade long-term dependability in
distributed programmable systems.

Additional motivation for model extension arises from recent
field data and standards. Analyses of FPGA-based satellite
systems [14] and UAV swarms [1] show that the number of
usable degradation levels frequently exceeds three and is often
asymmetric, requiring more general topologies than the strict
triangular structure of MFMO2. Moreover, IEC 61508 [15] and
DO-254 [16] explicitly require quantitative assessment of
diagnostic coverage and latent failure contributions when
claiming high safety integrity levels (SIL 3-4 or DAL A-B).
Existing multi-state system (MSS) theory [17,18] and universal
generating function (UGF) techniques [19] provide valuable
foundations but do not offer ready-to-use Markov constructs
that simultaneously support arbitrary fragment topologies,
imperfect fault detection, and emerging cyber-physical threats
in modern UAYV fleets and CubeSats [2,12,13,20].

Goal of the study is to develop the models providing accurate
and trustworthy assessing reliability and availability of PDs
with MLD considering hidden failures of components and
means of reconfiguration. Therefore, the present paper
significantly extends the framework introduced in [9] by
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developing two advanced multi-fragment Markov models:

— MFMO03 - a generalised version of MFM02 employing
a uniform rectangular nxm fragment grid with zero-intensity
transitions to exclude inactive fragments, enabling arbitrary
trapezoidal/rectangular topologies while keeping exactly five
states per fragment;

— MFMO04 — a further refinement that explicitly incorporates
hidden degradation and hidden critical failures via additional
states Sna and Sy, parameterized by diagnostic coverage factors
Dg and Ds.

The generalised topology of MFMO03 allows modelling
systems with extended resource reserves, including battery-
constrained CubeSats [20]. The paper is organized as follows.
Section 2 recalls the assumptions and state notation from [9] and
introduces new attributes for generalised topologies and hidden
failures. Section 3 describes the MFMO03 model and its
MATLAB implementation. Section 4 presents MFMO04 with
imperfect diagnostics. Section 5 compares all five models and
discusses implications for UAV control, space electronics, and
nuclear 1&C. Section 6 concludes and outlines future work.

Il. CLASSIFICATION AND GENERAL ASSUMPTIONS

This paper extends the classification framework presented in
[9] while preserving the fundamental distinction between
single-fragment models (SFM) and multi-fragment models
(MFM).

To support more flexible modelling of asymmetric and
trapezoidal degradation scenarios, two additional classification
criteria are introduced for the new models MFM03 and MFMO04.
Table | summarises the characteristics of all five models
developed to date.

TABLE |
COMPARATIVE CLASSIFICATION OF MARKOV AVAILABILITY MODELS FOR PROGRAMMABLE DEVICES WITH CONTROLLED MULTI-LEVEL DEGRADATION

Attribute SFM MFMO01 MFMO02 MFMO03 (enhanced MFMO02) MFMO04 (new)
Number of fragments 1 VE(‘E'St)"e Variable (2D) Variable (2D) Variable (2D)
t%c;r;?grg);ual fragment - Linear Strictly triangular Arbitrary trapezoidal/rectangular Arbitrary trapezoidal/rectangular
MATLAB B Linear Rectangular (with zero- Rectangular (uniform, zero- Rectangular (uniform, zero-
implementation topology weighted inactive parts) weighted inactive parts) weighted inactive parts)
Reachable fragments 1 Upton Up to ~nx(n+1)/2 Up to nxm (user-defined) Up to nxm (user-defined)
Uniform state structure No (boundary fragments . .
per fragment Yes Yes have 4 states) Yes (5 states in every fragment) Yes (7 states in every fragment)
Recon_f!guratlon No No Yes Yes Yes
capability
Diagnostic coverage Perfect Perfect Perfect Perfect Imperfect (Dd, Df)
Hidden failure states
(shd, shf) No No No No Yes
Typical total states 4 12 40 60 84
MATLAB bullder fMO.m | fMOLm fM02.m fM03.m fM04.m

unction

The key advancement in MFMO3 compared to MFMO02 lies
in the MATLAB implementation and resulting modelling
flexibility:

—MFMO02 conceptually enforces a strict triangular
arrangement and uses varying state counts per fragment (4 or 5),
which complicates automated matrix generation.

—MFMO03 adopts a uniform rectangular nxm grid in
MATLAB where every fragment contains exactly five states

(Su, Sd, Se, Sf, Sr). Inactive fragments and unnecessary
transitions/states are excluded by assigning zero intensity to the
corresponding entries in the Aq and A, matrices. This unified
structure dramatically simplifies code maintenance, numerical
stability, and extension to arbitrary trapezoidal topologies (e.g.,
several rows with identical length followed by progressively
shorter rows). Reconfiguration transitions move the system
downward to a lower row in the fragment grid, consuming
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reconfiguration reserve and — in trapezoidal topologies —
reducing the number of available columns in subsequent
fragments, thereby restricting further horizontal degradation
transitions (zero intensity to inactive fragments) and limiting
possible subsequent degradation states.

— MFMO04 inherits the same uniform rectangular foundation
from MFMO03 and adds two hidden states (Sha, Shr) to every
fragment, controlled by diagnostic coverage parameters Dq and
Ds.

All models continue to use the baseline failure rates derived
from the ATtiny13A microcontroller [9]. The unified set of
input parameters employed in the current study is presented in
Table 11 (values in X105 h't unless stated otherwise).

TABLE Il
INPUT PARAMETERS USED FOR DEPENDABILITY ASSESSMENT MODELS OF
PROGRAMMABLE DEVICES

No Parameter Symbol Value Used in
(x10° h- models
Y
1 Elementary pin failure rate Apin 0.03 All
2 Core (tiny) failure rate Atiny 0.002 All
3 Intensity of first degradation 2dx0 4_x Apin All
level =0.12
4 Intensity of second 2l 3 xApin | MFMO1-
degradation level * =0.09 MEMO04
5 Intensity of third degradation Adx2 2 x Apin MFMO01-
level =0.06 MFMO04
6 i : 4 x Apin
I(;]rtg:](:sz:: element failure A + Miny = All
y 0.122
7 8 x Apin
Error (transient fault) intensity Ae + Atiny = All
0.242
8 1666.67
Recovery intensity after errors pe (=1/60 All
h)
9 Recovery intensity after u=ur 1(5??6?)7 MFMO02—
reconfiguration/degradation pu = Nh,l) MFMO04
10 | Degradation detection Dd 01-1.0 MFMO04
coverage only
11 | Critical-failure detection Df 01-1.0 MFMO04
coverage only

General assumptions remain consistent with [9], with the
following clarifications:

—system behaviour is modelled by a continuous-time
homogeneous Markov chain with exponential holding times;

— core states per fragment (MFMO03): Sy (green), Sq (yellow),
Se (cyan), St (red), Sy (magenta). MFMO04 additionally includes
Sha (brown) and Sy (orange) in every fragment;

— detection and recovery are instantaneous for covered
events; recovery intensities pe and p, are four to six orders of
magnitude higher than degradation/failure intensities;

—in both MFMO03 and MFMO04, unreachable fragments and
unnecessary transitions receive zero-intensity weights,
preserving a regular transition matrix without altering system
dynamics;

—all simulations employ MATLAB o0del5s solver with
RelTol = AbsTol = 10°%;

— the intensities Ae, e, Af, and py are assumed constant across
all fragments because they characterize transient errors,
recoverable actions, critical failures, and post-reconfiguration
recovery of the microcontroller core and fixed
diagnostic/reconfiguration circuitry, which remain unaffected

by the progressive degradation or reallocation of peripheral
programmable resources.

Dependability of programmable devices is defined as the
ability to deliver specified functions while maintaining required
performance indicators within specified limits under given
operating conditions, including changes in environmental
parameters and occurrence of unspecified failures due to
hardware defects or vulnerabilities. In this study, dependability
is primarily quantified through the instantaneous availability
A(t) — the probability of the device being in operational states
(sum of probabilities of all S, states across fragments) at time t,
derived from Markov chain simulations, with long-term values
(e.g., at 3x108 hours) serving as the key index for comparing
model effectiveness.

Degradation transitions (to Sq in MFMO3/MFMO04 or Sy in
MFMO04) are caused by cumulative failures of 1/0 pins and
internal microcontroller/FPGA components. Each degradation
level reflects the loss of additional pin groups, reducing
available functional resources and leading to graceful
performance reduction. This is modelled by decreasing
degradation intensities (Adx0 > Adx1 > Adx2 in Table 1), where
higher levels assume fewer remaining vulnerable pins.

Reconfiguration transitions (to Sr and subsequent return to Su
in the next fragment) occur upon detection of degradation
(Dg*Ag portion in MFMO04). Detection triggers dynamic
reallocation of critical functions to spare resources, bypassing
failed elements and restoring full operation, but consuming part
of the reconfiguration reserve (decreasing A, values). In
MFMO04, imperfect diagnostic coverage routes the undetected
portion ((1-Dg)*\q or (1-Df)*As) to hidden states (Sha, Shr) until
late detection.

Controlled multi-level degradation refers to a managed
process where cumulative hardware failures (e.g., 1/O pins or
internal components) are detected, triggering predefined
reconfiguration procedures that dynamically reallocate critical
functions to remaining resources, allowing graceful reduction in
performance or functionality while preserving essential
operations and extending system lifetime. This approach, based
on formal analysis of reconfiguration feasibility and selection of
appropriate configurations depending on defect types, enhances
dependability and survivability during failure accumulation. In
contrast, hidden degradation arises from undetected failures due
to imperfect diagnostic coverage, where faults accumulate
silently without initiating reconfiguration, potentially leading to
sudden loss of controllability or catastrophic failure.

The models are continuous-time homogeneous Markov
chains. Transient probabilities are obtained by numerical
solution of the Kolmogorov-Chapman differential equations
dP/dt = P-A using MATLAB odel5s, with the transition rate
matrix A automatically generated by fM03.m/fM04.m. Given
the large state space (60-84 states), numerical integration is
essential for time-dependent indices. Steady-state probabilities
(t — o) are computed separately by solving the linear system
A =0 with Ymi = 1.

The enhanced classification and implementation approach
presented in Tables | and Il eliminate the topological rigidity
and non-uniform state structure of MFMO2, while introducing
imperfect diagnostics in MFMO04.



This enables accurate and scalable availability prediction for
real-world programmable devices exhibiting arbitrary
asymmetric or trapezoidal degradation patterns and non-ideal
fault coverage.

The following sections detail the MATLAB realisation and
simulation results of the enhanced MFMO03 and the new MFMO04
models.

I1l. ENHANCED MULTI-FRAGMENT MODEL MFMO03:
GENERALISED TRAPEZOIDAL/RECTANGULAR TOPOLOGY

The multi-fragment model MFMO03 is an enhanced and
generalised version of the original MFMO2 presented in [9].
Both models describe exactly the same physical behaviour of
a programmable device with controlled multi-level degradation
and reconfiguration; however, MFMO03 removes several
implementation-specific restrictions of MFMO02 that limited
modelling flexibility and complicated MATLAB code
maintenance.

The key limitations of MFMO02 were:

—strictly triangular conceptual topology (each successive
row has exactly one fragment less than the previous row);

— non-uniform state structure: boundary fragments in each
row (except the first) contain only four states instead of five;

— complex conditional logic in fM02.m to handle varying
fragment sizes and state counts.
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Fig. 1. Conceptual directed graph of the MFMO03 model illustrating
a trapezoidal configuration

Note: All fragments in the MATLAB implementation contain exactly five
states; Figure 1 shows a simplified conceptual view where inactive/boundary
fragments omit zero-intensity states/transitions for clarity.

Figure 1 shows the directed graph of the MFMO03 model for
the chosen asymmetric configuration (4x3 rectangular grid, 12
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potential fragments) generated in draw.io [21]. Active
fragments are shown with full transitions; inactive corner
fragments (bottom-right) have zero-intensity incoming arrows
and are included only for matrix regularity.

MFMO3 eliminates these constraints while preserving
identical system dynamics. The improvements are achieved
solely through a more elegant MATLAB implementation:

1. Uniform rectangular nxm grid: every fragment, whether
active or inactive, is allocated exactly five states (Su, Sd, Se, Sf,
Sr) with identical internal structure and coordinates for
visualisation.

2. Arbitrary trapezoidal/rectangular topologies are supported
by the same code without modification: any inactive fragments
or unnecessary transitions are excluded simply by setting the
corresponding elements of the intensity matrices Aq and/or A, to
zero.

3. Zero-weighted  transitions  automatically
unreachable fragments and missing states, preserving
a perfectly regular transition matrix and significantly
simplifying numerical solution and further extensions.

disable

oy

=
.)-

Fig. 2. State-and-transition graph of the MFMO03 model generated by
grPlot_marker.m [22] in MATLAB.

The states in each fragment remain the same as in the fully
active fragments of MFMO02:

— Su — fully operational (green);

— Sd — functional degradation (yellow);

— Se — recoverable error (cyan);

— Sf — detected critical failure (red);
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—Sr — resource-degraded after successful reconfiguration
(magenta).

The up (available/operational) states consist solely of Su,
representing full functionality with the current resource and
reconfiguration reserves. The down states comprise Sd, Se, Sf,
and Sr. All simulations assume the system starts at t=0 in the
initial top-left fragment in state Sueo (S1 in fig.2), with initial
probability wvector P(0) containing 1 at the position
corresponding to this Su state and 0 elsewhere.

Intra-fragment and inter-fragment transitions (Ae < pe, Af,
Ad, Ar — pu) are unchanged. The MATLAB function fM03.m
(Listing in supplementary material) uses two simple nested
loops and conditional flags (Y1, Z1) to generate the complete
state space and transition matrix for any user-defined Aq and A..

Figure 2 presents the same model automatically visualised in
MATLAB using the grPlot_marker function called from
fM03.m.

The uniform rectangular lattice is clearly visible; disabled
fragments in the lower-right corner have no incoming
degradation/reconfiguration edges, yet their five states are
present to maintain regular numbering.

The numerical experiments use the following realistic
asymmetric matrices (identical to those successfully executed in
the original supplementary material):

la d=[4-Apin 3-Apin 2-Apin;
4-Apin 3-Apin 2-Apin;
4-Apin 3-Apin 0;
4-xpin 0 0] x10= h!
la_r=[4-Apin+titiny 2-ApintAtiny 1-Apin+itiny;
4-\pin+itiny  2-Apintitiny 0;
2/3-Apin+itiny 0 0;
0 0 0] x10* h!

This configuration creates 12 fragments (60 states total), of
which 8 are fully reachable, 2 are partially reachable, and 4 are
inactive place-holders.

Simulation results (MATLAB odel5s, RelTol/AbsTol =
= 1e-9, interval 0...3x10° hours) are shown in Figures 3-5.
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Fig. 3. Instantaneous availability A(t) = XPu(t) and summed state
probabilities for the MFMO03 model over 3x10° hours (~342 years).

The curve exhibits slower long-term decline than MFMO02
due to the additional reachable reconfiguration paths enabled by
the generalised topology.
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Fig. 4. Comparison of availability functions Awrwmos(t) (enhanced generalised

topology) and Awewmoz(t) (original strict triangular topology) using identical
input parameters and time vector.

The enhanced MFMO3 consistently outperforms the original
MFMO?2 starting from approximately 14000 hours (~1.6 years).

The difference becomes positive after ~14000 hours and
continues to grow, demonstrating the practical benefit of the
generalised trapezoidal/rectangular implementation for systems
with extended or asymmetric degradation reserves.
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Flg 5. Avallablhty gain AA(t) = AMFMog(t) - AMFMOZ(t)-

Thus, MFMO3 provides a more flexible, numerically robust,
and code-maintainable framework that fully supersedes
MFMO2 without altering the underlying physical model. Any
topology that could be represented in MFMO02 is exactly
reproducible in MFMO3, while many new practically relevant
configurations (trapezoidal, rectangular, or highly asymmetric)
become available for the first time.

The same uniform rectangular infrastructure with zero-
weighted inactive elements is directly reused in the MFMO04
model presented in the next section.

IV. MULTI-FRAGMENT MODEL MFMO04: INCORPORATION OF
HIDDEN FAILURES

The MFMO04 model extends the enhanced generalised
topology of MFMO03 by explicitly accounting for imperfect
diagnostic coverage — a mandatory requirement for real safety-
critical programmable devices certified under IEC 61508,
RTCA/DO-254, or I1SO 26262, where diagnostic coverage is
rarely 100 %.



Latent (hidden) degradation events and hidden critical
failures can accumulate unnoticed until they suddenly prevent
reconfiguration or cause catastrophic loss of function.

MFMO04 inherits the uniform rectangular nxm fragment grid
and zero-weighted inactive fragment technique directly from
MFMO03 without any modification to the underlying structure.
Each fragment now contains exactly seven states (Figure 6):

— Su — fully operational (green);

— Sd — detected functional degradation (yellow);

— Se — recoverable error (cyan);

— Sf — detected critical failure (red);

—Sr — resource-degraded after successful reconfiguration
(magenta);

— Shd — hidden degradation (brown);

— Shf — hidden critical failure (orange).

The up (available/operational) states consist solely of Su,
representing full functionality with the current resource and
reconfiguration reserves. The down states comprise Sd, Se, Sf,
Sr, Shd, and Shf. All simulations assume the system starts at t=0
in the initial top-left fragment in state Sug, with initial
probability wvector P(0) containing 1 at the position
corresponding to this Su state and O elsewhere.

The implementation is realised in the MATLAB function
fMO4.m. The only modifications compared to fM03.m are:

1. Two additional hidden states (Shd, Shf) are appended to
every fragment with fixed visualisation coordinates.

2. Degradation transitions Ad are divided:

—Dd*Ad — Sd (detected, triggers
reconfiguration);

— (1-Dd)*\d — Shd (hidden);

— from Shd a late-detection transition Dd*Ad returns to Sd.

immediate
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Fig. 6. Directed graph of one full fragment in the MFM04 model showing
split transitions controlled by diagnostic coverage parameters Dd and Df
(draw.io).

3. Critical failure transitions Af are split:
— Df*Af — Sf (detected, absorbing);
— (1-Df)*Af — Shf (hidden, absorbing);

V. KHARCHENKO, et. al

— From Shf a late-detection transition Df*Af returns to Sf.

The late-detection intensities from hidden states are denoted
as Ahd = Dd*Ad (transition Shd — Sd) and Ahf = Df*Af
(transition Shf — Sf).

68 5 82

Fig. 7. Complete state-and-transition graph of the MFM04 model for the 4x3
configuration automatically generated by grPlot_marker.m in MATLAB.

4. All other transitions (A& <> pe, Ar — Sr — pu) remain
unchanged and originate only from Su.

5. Inactive fragments continue to receive zero-intensity
incoming transitions using the same masking technique as in
MFMO3.

Hidden states (brown/orange) are present in every fragment
(Figure 7). The rectangular topology and disabled corner
fragments are identical to MFMO3.

Numerical experiments use exactly the same asymmetric Aq
(4x3) and A, (4%3) matrices as in MFMO03, yielding 12 fragments
x 7 states = 84 states total.

Case 1 — Perfect coverage (Dd = Df = 1.0)

When diagnostic coverage is perfect, the hidden states
become unreachable. As shown in Figures 8 and 9, the
availability curve Awmemos(t) coincides with Amemos(t) within
numerical error (< 1071 throughout 0...3x108 h).
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Fig. 8. Instantaneous availability A(t) for MFM04 and MFMO03 at Dd = Df =
1.0 over 3x10° hours.

The difference AA(t) oscillates around zero with amplitude <
10°, confirming exact mathematical equivalence under ideal
diagnostics.

x1071%

P(t)

0 0.5 1 1.5 2 2.5 3
t, hours %108

Fig. 9. Difference AA(t) = Amrmoa(t) — Amrmos(t) at perfect coverage.

Case 2 — Imperfect coverage (Dd = Df = 0.6)

A realistic diagnostic coverage of 60 % (typical for many
radiation-environment built-in self-tests) is applied.

Figures 10-13 illustrate the results of simulation.
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Fig. 10. Availability comparison Avemos(t) VS Amemos(t) at Dd = Df = 0.6.

For the first ~1.54x10° hours (~176 years) MFMO04 exhibits
slightly lower availability due to accumulation in hidden states
(Figure 10). After the crossover point, late detection triggers
delayed recovery, and MFMO04 marginally outperforms
MFMO3.

0.04

0.02

0

-0.02
P(t)

-0.04

-0.06 ¢

-0.08

-0.1° - -
0 1 2 3
t, hours «10°

Flg 11. Avallablhty difference AA(t) = AMFM04(t) — AMFMog(t) at
Dd =Df =0.6.

The curve starts negative, crosses zero at ~1.54x10° hours,
and becomes marginally positive thereafter (Figure 11).
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Fig. 12. Summed state probabilities for MFM04 at Dd = Df = 0.6 over 3x10°
hours.

At the end of the simulated interval (t = 3%10¢ hours), hidden
degradation XPng and hidden failure XPns reaches ~<0.15 (Figure
12). The steady-state (asymptotic) values, computed separately
by solving the linear system mA = 0 with Ym = 1, are XPnq
~0.008 and ZPnr ~0.002 due to slow late-detection rates.
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Fig. 13. 3D surfaces of instantaneous availability A(t, D_h) as a function of
common diagnostic coverage D_h = Dd = Df € [0.1, 1.0].



Availability increases monotonically with D_h, with the
largest benefit in the ultra-long-term region (t > 10° h).

The MFMO04 model thus represents the most comprehensive
and realistic member of the proposed family, seamlessly
combining the generalised trapezoidal/rectangular topology of
MFMO03 with quantitative treatment of imperfect fault coverage
and latent failures.

The observed crossover phenomenon under moderate
diagnostic imperfection (60-80 %) suggests that, for ultra-long
missions (> 150-200 years equivalent), a certain level of
diagnostic incompleteness can be tolerable or even marginally
beneficial by distributing reconfiguration actions over time.
This reproducible counter-intuitive result highlights the
practical value of the proposed modelling framework.

The next section provides a comparative analysis of the entire
model family SFM—MFMO04.

V. KHARCHENKO, et. al

V. COMPARATIVE ANALYSIS AND DISCUSSION

The five Markov models developed by the authors (SFM,
MFMO01, MFMO02, MFMO03, MFMO04) constitute an
evolutionary family in which each subsequent model removes
specific limitations of its predecessor while preserving full
backward compatibility.

Table 1ll presents a consolidated overview of their key
characteristics and quantitative performance under identical
input parameters (Table Il, simulation interval 0—3x10¢ hours,
ATtiny13A-derived rates).

The quantitative results establish the following long-term
availability hierarchy:

SFM << MFM01 < MFM02 < MFMO03 =~ MFM04 (Dd = Df =
= 1.0) > MFM04 (Dd = Df = 0.6-0.8 for t < 1.5%10° h)

TABLE Il
CONSOLIDATED COMPARISON OF THE FIVE AVAILABILITY MODELS (SIMULATION RESULTS FOR 3x10¢H OPERATION)

Total states

. . Hidden Uniform states A(t) at Relative gain vs
Model Conceptual topology Reconfiguration failures per fragment (eX§$$i|§ ;,x3 3x10° h SFM at 3x10° h
SFM Single fragment No No Yes 5 0.885 1.00x
MFEMO1 | Linear (1D) No No Yes 20 0.952 1.08x
MFEMO02 | Strictly triangular 2D Yes No No ~58 0.971 1.10x
Arbitrary
MFMO3 trapezoidal/rectangular 2D Yes No ves (5) 60 0.982 L11x
Arbitrary Yes 0.967—
MFMO4 trapezoidal/rectangular 2D ves (Dd,Df) Yes (7) 84 0.984* 1.09-1.11x

(Note: MFMO04 range corresponds to Dd = Df = 0.6 (lower bound) and Dd = Df = 1.0 (upper bound))

Key insights from the comparative simulations are:

1. Even the simplest multi-fragment degradation without
reconfiguration (MFMO01) yields =8 % absolute availability
improvement after 342 years compared to the classical single-
fragment binary model.

2. Introducing reconfiguration within the strict triangular
topology (MFMO02) adds another =2 %, but the gain is inherently
limited by unreachable fragments and non-uniform state
structure.

3. The enhanced generalised implementation of MFMO03
removes these restrictions, unlocking an additional =1.1 %
absolute availability increase over MFMO02 by making
previously inaccessible reconfiguration paths reachable in the
same physical scenario.

4. Incorporation of hidden failures in MFMO04 produces non-
monotonic behaviour:

— at realistic diagnostic coverage of 60-80 %, availability is
slightly lower than the ideal-coverage case in the medium term
(up to =150-200 years) due to latent fault accumulation;

— beyond the crossover point (=1.54x10¢h at Dd = Df=0.6),
delayed detection from hidden states begins to trigger recovery
actions, and MFMO04 marginally surpasses the perfect-coverage
reference. This effect vanishes as Dd, Df — 1.0.

5. The total probability mass in hidden states remains below
1 % even at Dd = Df = 0.6 throughout the entire simulated
lifetime, confirming that latent risk is controllable with realistic
on-board diagnostics.

Practical implications:

—short- to medium-lifetime missions (terrestrial systems,
LEO satellites, < 10-20 years): MFM02 or MFMO03 with

assumed perfect coverage provides the highest predicted
availability and sufficient conservatism;

— ultra-long missions (deep-space probes, nuclear waste
repositories, permanent extraterrestrial bases): MFMO04 with
calibrated real-world diagnostic coverage (typically 70-95 %
for radiation-hardened FPGAS) is recommended to obtain
honest risk estimates and capture potential long-term benefits of
moderate diagnostic imperfection;

— safety-critical applications requiring SIL 3/4 (IEC 61508)
or DAL A/B (RTCA/DO-254) certification: only MFMO04 meets
the mandatory quantitative requirements for diagnostic
coverage and latent-failure contribution analysis.

The presented model family thus offers practitioners
a complete, scalable toolkit ranging from the lightweight SFM
for rapid conservative assessments to the fully realistic MFMO04
for ultra-long-life critical systems in harsh environments. The
accompanying MATLAB implementation (fM0.m-fM04.m and
associated simulation/visualisation scripts) is fully parametric,
open, and immediately applicable to arbitrary degradation
topologies and diagnostic coverage values.

CONCLUSION

This paper provides advanced the Markov modelling
framework for programmable devices with controlled multi-
level degradation originally proposed in [9] by presenting two
enhanced multi-fragment models: the generalised MFMO3 and
the new MFMO04. The main contributions and findings are as
follows:

1. The enhanced MFMO03 overcomes the topological and
implementation limitations of the original MFMO02 (strict
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triangular arrangement and non-uniform fragment structure) by
adopting a uniform rectangular grid with zero-weighted inactive
elements. This modification preserves identical system
behaviour while enabling arbitrary trapezoidal or rectangular
degradation topologies, resulting in a 1-1.5 % absolute increase
in long-term instantaneous availability after 3x10° hours
compared to MFMO2 under the same physical parameters.

2. The MFMO04 model introduces explicit treatment of
imperfect diagnostic coverage and hidden failures. When Dd =
Df = 1.0, it exactly reproduces MFMO03 within numerical
precision. At realistic coverage levels (60-90 %), MFMO04
exhibits a crossover effect; moderate diagnostic imperfection
causes a minor availability reduction in the medium term (up to
~1.5x10° hours) but can yield marginal long-term improvement
due to delayed recovery actions that distribute reconfiguration
load more evenly.

3. The full model family (SFM — MFM01 — MFM02 —
MFMO03 — MFMO04) delivers cumulative availability gains of
11-12 % after several hundred equivalent years compared to
conventional  binary  single-fragment  models, clearly
demonstrating the engineering value of controlled multi-level
degradation combined with dynamic reconfiguration.

The developed models, together with the fully parametric and
open MATLAB toolbox (fMO.m—fM04.m and associated
simulation/visualisation scripts), provide a practical, scalable
solution for dependability assessment and optimisation of
programmable devices in safety- and mission-critical systems
operating in extreme environments, such as UAV control units,
spacecraft onboard electronics, nuclear 1&C platforms, and
autonomous robots for demining or deep-space exploration.

Future work will focus on incorporating non-exponential
ageing distributions (Weibull, log-normal) to capture late-life
wear-out, extending the framework to semi-Markov or Petri-net
formalisms for scheduled maintenance and repair, experimental
validation on radiation-tested FPGA platforms, and modelling
cyber-induced hidden failures related to bitstream corruption
and partial reconfiguration integrity.
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