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Abstract—The growing number of cyber attacks in the world 

emphasises the importance of protecting critical computer systems 

(CCS), including automated process control systems (APCS). 

Ensuring the cybersecurity of CCSs becomes an essential element 

of resilience and reliability of modern information technologies. 

This paper considers the possibility of applying cognitive and 

cybernetic modelling and investigates the concepts that affect the 

cybersecurity risks of APCS. The methods of cognitive and 

cybernetic modelling made it possible to identify the links between 

the considered concepts, which made it possible to better 

understand the dynamics of changes in the system of APCS risk 

management. 

Keywords—cybersecurity; risks; cognitive modelling; concepts; 

automated control system; technological processes; cybernetic 

modelling; Python 

I. INTRODUCTION 

HE growing number of cyberattacks worldwide highlights 

the importance of protecting critical computer systems 

(CCS), including automated process control systems (APCS), 

which play a key role in managing many manufacturing, 

economic and other technological processes. In the face of 

increasingly complex and frequent threats, cyber security (CS) 

is becoming an essential element of information technology 

resilience and reliability on a global level. The cybersecurity of 

an CCS requires the identification of all possible threats that can 

cause damage to the system, including the APCS. According to 

studies [1, 2], the CCSs are often targets for cyberattacks 

because attacks on them can be used to cause economic or 

political damage. The connectivity of APCS s to corporate 

networks and the Internet increases their vulnerability to remote 

attacks, and the use of outdated technology and lack of up-to-

date security measures make them even more vulnerable. Many 

governments and international organisations recognise control 

systems as mission-critical systems and set strict standards and 

requirements to ensure their cyber security. According to NIST: 

Cybersecurity Framework for Critical Infrastructure [3], IEC 

62443: International Cybersecurity Standards for Industrial 

Automation Systems [4], and ISO 27001: Information Security 

Management Standard Applicable to Process Control Systems 

[5], risk assessment involves analysing potential attacks, their 
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likelihood and possible consequences. During such an 

assessment, it is important to identify the most critical 

vulnerabilities that can lead to serious incidents, which will 

allow to focus resources on their elimination and risk 

minimisation. As shown in several works [6, 7, 8], cognitive 

modelling allows visualising and analysing complex 

relationships between different system components, threats and 

protection measures, which simplifies the understanding of 

complex systems and helps to identify weaknesses in the 

protection of CCS. 

Using cognitive maps and cyber modelling tools, different 

attack scenarios and their consequences can be visualised, 

allowing the defence to predict developments and develop 

incident response strategies for the control system. This includes 

creating models that integrate data on current threats, 

vulnerabilities, and protective measures, thereby providing 

more accurate and responsive solutions for securing the CCS. 

II. LITERATURE REVIEW 

Note that the idea of using cognitive modelling to solve 

cybersecurity problems is not a new one. Over the last decade, 

many studies demonstrating the effectiveness of this approach 

have been published.  

For example, in [9], the authors discuss the application of 

cognitive models to simulate the behaviour of attackers, 

defenders and users in cybersecurity scenarios. The work 

emphasises the use of adversarial reasoning, integration of 

human factors and dynamic simulations to enhance learning and 

decision making in cybersecurity. 

In [10], a cognitive deception model that generates fake 

documents to prevent data leakage in networks during 

cyberattacks is presented. The authors propose to use fake 

documents to divert attackers' attention and reduce the risk of 

stealing real data. The model includes strategies for creating 

plausible fake data that can confuse attackers and improve 

network security. 

In [11], the use of cognitive risk management to mitigate the 

threat of cyber attacks in smart grids is discussed. The authors 

propose the integration of cognitive techniques, including 

machine learning and artificial intelligence, to monitor and 
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analyse data from the grid. The approach proposed in the paper 

enables real-time detection of anomalies and potential threats, 

as well as dynamic response to them, which significantly 

improves the defence of smart grids against cyberattacks. 

In [12], the development of a “kill chain” model for 

cyberattacks using a cognitive approach is discussed. The 

authors propose to integrate cognitive techniques and 

multitasking processes to improve detection and neutralisation 

of cyberattacks. The model allows for a better understanding 

and analysis of the stages of cyberattacks, from initial 

reconnaissance to the final execution of the attack, and the 

application of appropriate protective measures at each stage to 

improve cybersecurity. 

In [13], the authors discuss the development of effective 

cloaking strategies for cyber defence. The authors explore 

methods for creating deceptive strategies using human 

experiments and cognitive models. The focus of the paper is on 

how cognitive models can be used to predict and improve 

human responses to cyberattacks, allowing for the development 

of more effective methods to protect information systems. 

In [14], cognitive models for dynamic decision making in 

autonomous intelligent cyber defence are discussed. The 

authors explore how cognitive models can be used to improve 

real-time decisions in the face of cyberattacks. The focus is on 

developing models that can adapt to changing threats and 

conditions, enabling better defence of systems. The research 

demonstrates how cognitive approaches can improve 

autonomous cybersecurity systems. 

In general, reviewed and other works, e.g. [6-8, 15-17], 

consider the potential of cognitive modelling to simulate 

attacker and defender behaviour, analyse insider threats, 

enhance the realism of training programs and understand 

interactions in cyber environments.  

The main drawback of the reviewed studies is that the authors 

did not address the issue of extending the potential of cognitive 

modelling using cybernetic modelling and object-oriented 

programming languages, which limits the possibilities of deeper 

and more detailed integration of various modelling aspects and 

the development of more complex and adaptive cybersecurity 

systems. Based on the above, the objective of our research was 

to. 

III. AIMS AND OBJECTIVES OF THE STUDY 

The aim of the study is to investigate the possibilities of 

developing cognitive modelling methods using cybernetic 

models in the algorithmic language Python with a focus on the 

analysis of the mutual influence of concepts, including weakly 

structured ones, on the cybersecurity risks of automated process 

control systems. 

Objectives of the study: 

1. Develop and improve cognitive and cybernetic modelling 

methods that will enable more effective assessment of CCS 

cybersecurity risks. 

2. Create and test a cybernetic model in Python to analyse 

concepts related to cybersecurity risk management in 

CCS. 

IV. METHODS AND MODELS 

To create a scenario of changes in the cybersecurity concepts 

influence network, inputs include: a list of influencing factors

 isiSI =  ; measurements for each factor it’s scale(s) 
ijX ; and 

the current state of the information security system prior to the 

potential threat [18]. 

Thus, we determine what data we need to model and predict 

the change of the situation, starting from the current state of the 

system, taking into account the different influencing factors and 

their measurements. 
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Where si,  is the number of the concept; lj,  is the number 

of the attribute of the judgement. For the number of judgements 

we have, respectively, si     

In general, it is necessary to define a set of new factors (or - 

vector of feature addition - VFA) i.e.  

( ) ( ) ( )ntVtVtV ++ ,...,1,  and track the change in the state of 

the cybersecurity system for the input parameters

( ) ( ) ( )ntXtXtX ++ ,...,1,  at the moments of time ntt +,..., . To 

solve this problem, the method of successive iterations was 

used, during which the VFA was calculated from the following 

expression: 
 

( ) ( ) AMtVtV =+1 .        (3) 
 

Then, the state at time 1+t  will be characterised by the 

relation ( ) ( ) ).1(1 ++=+ tVtXtX  In this case, each adjacency 

matrix (or AM) 
nn

slijamAM


=  for the positive and negative 

components is transformed under the following conditions: 
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to a positively defined dual matrix
nn

slijmaMA
22 

=  . 

In a block matrix - feature addition at times t, columns - feature 

addition at the time that corresponds to the column i.e: 
 

( ) .)(,...,1 TTt ntPtVV ++=     (5) 

 

Block Matrix (BM) 
tV  was used in the developed software 

product to predict the transformation of the situation of the 

cybersecurity facility. 

As part of the solution to the problem of cognitive risk 

modelling for the CCS, important components are the adjacency 

matrix and the block matrix, which represent the interactions 

between the different elements of the system. The adjacency 

matrix is a way of describing the structure of a network in which 

concepts are connected by edges, i.e. interactions, e.g. as shown 

in Figure 1. The nodes can represent different aspects of the 

cybersecurity, and the edges can represent their 

interrelationships and influence on each other. The block matrix 
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is used for more complex modelling where a system is divided  

 

into several subsystems or blocks, each of which is described by 

its own adjacency matrix. This allows the interaction between 

subsystems to be modelled and more complex interrelationships 

to be considered.  

Using cognitive modelling techniques, such as iterative 

computation and simulations, we can analyse the current state 

and predicted changes in the CCS system based on the 

introduction of new factors or changes in existing relationships 

using the developed software product. Based on the results of 

the analysis, potential risks were assessed and strategies were 

developed to minimise them.  

Eighteen concepts were used for our software model: 

Vulnerabilities; Threat Intelligence; Attack Surface; Risk 

Assessment; Security Controls; Incident Response; 

Compliance; Access Management; Data Protection; Network 

Security; Security Awareness; Asset Management; Business 

Continuity; Security Monitoring; Identity Management; 

Security Governance; Resilience; Emerging Threats, see 

Figures 1 and 2. 

 
а) 

 

 
b) 

 

Fig. 1. Examples of a general network of influences for different concepts on ACS cybersecurity risks 



4 VALERII LAKHNO, et al. 

 

 

V. COMPUTATIONAL EXPERIMENT 

The computational experiments were aimed at investigating 

and analysing the mutual influence of different concepts on the 

risks of CCS’s cybersecurity.  

An influence matrix was constructed, see Figure 2, in which 

each value represents the degree of influence of one concept on 

another. Positive values indicate positive influence and negative 

values indicate negative influence. In our examples, a synthetic 

dataset was used because in most cases, especially in research 

and preliminary modelling, real data on the impact of different 

concepts on CCS cybersecurity risks may be either unavailable 

or limited due to privacy and security of information. The 

synthetic dataset provided the computational experiments with 

complete freedom to vary concept values and scenarios, 

allowing different hypotheses and their implications to be 

considered, including those that may be difficult or impossible 

to obtain in real-world settings.  In addition, the synthetic data 

provided a baseline for initial validation of the cognitive model, 

which reduced the risk of errors and increased the reliability of 

the model when they were later used in real-world CCS 

cybersecurity risk analyses. 

Using Python cybernetic modelling tools, particularly the 

NetworkX library, an influence network was constructed to 

represent the relationships between concepts. The nodes of the 

network represent the concepts, and the edges represent the 

extent to which they influence each other. Graphs and 

histograms were created to visualise the results, see Figs. 3-5.   

 

 
Fig. 2. An example of a concept influence matrix 

 
а) 
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b) 

Fig. 3. Results of the computational experiment 

 

 
a) 
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b) 

Fig. 4. Results of the computational experiment 

 

 

a) 
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b) 

Fig. 5. Results of the computational experiment 

The graphs a), see Fig. 3-5 show general network of 

influences, where concepts are connected by interactions. In our 

case, the nodes (concepts) represent different aspects of the 

influence of different indicators, e.g. "Vulnerabilities", 

"Incident Response", on the risks for the CCS. The numerical 

values above the edges show the degree of influence of one 

concept on the other. The blue nodes in these graphs (shown on 

the left side of the images) show the concepts that participate in 

the overall network of influences, which allows you to visually 

assess their interrelationships and understand how changes in 

one concept can affect others. 

The graphs b) show histograms that visualise the degrees of 

influence of different concepts. The blue colour shows the 

concepts displaying positive influence. And in red colour, 

respectively, the negative influence. For example, "Threat 

Intelligence" may have a high blue bar indicating a strong 

positive influence on "Risk Assessment". And, "Attack Surface" 

may have a high red bar indicating a strong negative impact on 

Risk Assessment. 

Thus, the a) graphs help experts to better understand how all 

concepts are related in the system and how they can influence 

each other. At the same time, the b) graphs with histograms help 

to further understand which concepts have a positive or negative 

impact on each specific concept. This format of presenting the 

results will allow for a comprehensive analysis of the 

cybersecurity system and allow for the identification of key risk 

factors and the development of effective strategies to manage 

them. 

These results were obtained through the use of cybernetic 

modelling tools in Python, which provided flexibility and 

powerful analysis capabilities. Software libraries such as 

NetworkX for graph creation and visualisation, and Matplotlib 

for histograms, provided effective tools for modelling and 

analysing the relationships between concepts during cognitive 

risk modelling for CCS. Note that, in general, the use of Python 

for such tasks allows for the automation of the modelling and 

analysis process, which significantly improves the accuracy and 

efficiency of cybersecurity decisions. The research is currently 

ongoing. 

CONCLUSION 

In this paper, we investigated various concepts that influence 

cybersecurity risks of automated process control systems 

(APCS). Using cognitive modelling techniques and cyber 

modelling tools in the algorithmic language Python, different 

variants of influence networks and histograms were constructed 

to visualise the mutual influence of concepts. The analysis 

showed that such concepts as "Vulnerabilities" and "Incident 

Response" play a key role in the overall risk system of the CCS. 

The conducted computational experiments and influence 

network models made it possible to identify both positive and 

negative links between the considered concepts, which made it 
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possible to better understand the dynamics of changes in the risk 

management system of the CCS. 

The results obtained provide valuable information for the 

development of effective risk management strategies in the 

CCS. Thus, the application of cognitive and cybernetic 

modelling methods for the analysis of cybersecurity risks in the 

CCS has shown its effectiveness, allowing a comprehensive 

assessment and management of key risk factors. 
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