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Abstract—Investigating complex cybercrimes, including orga-
nizing or participating in DDoS attacks, is becoming increasingly
important in today’s world that relies on information technology
and computer systems in various fields of activity. Our study
substantiates the feasibility of using the potential of Bayesian
network models (or Bayesian networks BN) for the analysis
of cybercrimes, using the example of DDoS attacks, which
allow to take into account many variables and probabilities in
such crimes, for example, when teaching students in specialties
related to information security (IS). The study of such models
will help to perform forensic analysis more deeply, based on
clear mathematical dependencies and eliminate subjectivity. The
proposed model develops the work of other authors and helps
to identify connections in the BN in more detail. A description
of the software implementation in Python of such a training
program based on BN is proposed. This software product is aimed
at increasing the effectiveness of such tools, making them more
practice-oriented and expanding opportunities for both students
and specialists to analyze cybercrimes related to DDoS attacks.

Keywords—DDoS attack, bayesian network, modeling, crime
investigation, the curriculum, Python.

1. INTRODUCTION

INCE the early 2000s, cyberattacks, including DDoS
S attacks, have become more powerful and sophisticated
[1]. New techniques such as application-layer attacks and
amplification attacks emerged in the 2010s. An example is
the DDoS attack on Dyn’s DNS servers in 2013 [2]. The
attack led to disruptions in the operation of many Internet
resources. In 2023, a record DDoS attack was recorded on
Google Cloud CDN with a peak power of 2.54 Tbps [1, 3].
Today, DDoS attacks remain a serious threat to companies and
governments, regardless of their size or economic potential.
Record-breaking DDoS attacks on major global companies and
online services illustrate the threat that such cyber attacks pose
to the business processes of information security facilities.
For example, in 2018, the GitHub platform resisted a DDoS
attack that used the Memcached botnet. The attack power was
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1.35 Tbit/s, which led to the temporary unavailability of the
GitHub platform for several hours [4]. In 2020, Amazon Web
Services (AWS) became the target of a DDoS attack using
the UDP protocol [5]. The attack power was 2.3 Tbit/s at its
peak. And although some services were unavailable for only a
relatively short period of time, this attack became a landmark
for understanding the capabilities of the attacking party [5].
Also in 2020, Akamai, which provides CDN services, suffered
a DDoS attack using the HTTP/2 protocol. The attack power,
according to [5], was 754Mbit/s, which caused temporary
unavailability of a number of sites that use CDN [6]. With
cyber threats and information technology constantly evolving,
we can expect that such cyber attacks will become even more
powerful and sophisticated in the future. With the advent of
new information technologies and attack methods, such as
distributed attacks through botnets, it is necessary to constantly
update methods and tools for detecting and investigating DDoS
attacks. As noted in [7], the number of DDoS attacks increases
every year, which requires the development of new approaches
to investigation to more effectively counter such attacks [8].

To train specialists in the field of information security
(IS), it is advisable, within the framework of specialized
disciplines, to acquaint students not only with the practical
aspects of cybercrime investigations, but also to expand the
boundaries of their competencies regarding the theoretical
aspects of modeling all stages of the investigation of such
crimes, for example, DDoS attacks. This approach will allow
students to acquire not only practical skills in working with
investigative tools, but also an understanding of the basic
principles and methods underlying these tools. DDoS attacks
often use anonymous proxies and other methods of hiding the
source of the attack, which makes them difficult to identify
and attribute to specific attackers and, accordingly, compli-
cates the investigation of such computer crimes. Many DDoS
attacks can result in serious financial and reputational losses
for organizations, highlighting the importance of developing
effective investigation techniques [9, 10].

Organizing DDoS attacks is illegal and damages the in-
frastructure and economy of any country. In addition, DDoS
attacks can be used to leak or destroy confidential information,
and their investigation helps to identify and punish data
security violators. Undoubtedly, DDoS attacks are a criminal
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act, which is confirmed by the legislation of many countries,
including the United States, European Union countries, etc.
Therefore, it is important to investigate not only the criminal,
but also the technical component of the organization of DDoS
attacks, which is associated with the need to bring to justice
the persons committing such attacks. This contributes to the
creation of a fair and secure digital environment for all
participants in the online community.

Mathematical methods and models can significantly improve
the understanding of criminal liability for the organizers and
perpetrators of a DDoS attack. For example, analyzing data
about attack characteristics, tools used, attack sources, and
attack techniques can help to identify attack participants and
organizers. Modeling the probability of specific individuals
or groups participating in an attack based on available in-
formation can assist law enforcement in investigating and
determining their criminal liability. Thus, investigating the
criminal component of DDoS attacks will not only help to
prevent similar attacks in the future, but will also contribute
to the establishment of justice and legality in the digital
environment.

Note that modeling the probability that a seized computer
was used in a DDoS attack can assist an investigation by
providing evidence and analyzing possible crime scenarios.
For example, the presence of certain clues, such as found
DDoS tools or matching IP addresses on the computer and in
the attack logs, can increase the probability that the computer
was used in a DDoS attack. Probability modeling will help
judicial authorities make informed decisions based on available
evidence and minimize errors in investigations.

Given the constant development of IT and attack methods
used by hackers, such as the use of distributed botnets, research
into DDoS attacks and their investigation methods remains
highly relevant. The development of new approaches to mod-
eling, detecting and investigating DDoS attacks is necessary
to effectively counter this growing threat.

Thus, the study of methods for modeling and investigating
DDoS attacks is a relevant and in-demand area, the results of
which are of great practical importance for ensuring cyber-
security, supporting law enforcement activities and training
qualified specialists in the field of information security.

As shown in [10-12] DDoS attacks are often characterized
by uncertainty, for example, in the source of the attack or the
volume of traffic. Thus, in [10], the authors analyze various
reasons why attackers resort to DDoS attacks, including fi-
nancial gains, protest actions, and strategic maneuvers in the
competitive struggle. However, the issues of automating the
investigation of such attacks are not addressed.

In [11], the relationship between DDoS attacks and phishing
is studied, and the author analyzes how these two types of
attacks can be interconnected and used by attackers to achieve
their goals. The work also does not touch on the automation
of attack investigation and establishing a chain of evidence of
participation in such an attack.

In [12], DDoS attacks are considered from the point of
view of traffic exchange points (IXPs). The authors discuss
how amplification attacks continue to exist and evolve despite
efforts to prevent them. However, the problem of investigating

the chain of evidence of participation in a DDoS attack is not
addressed.

Bayesian networks (hereinafter BN) [13, 14] allow taking
into account this uncertainty and adapt to changing conditions.
Thus, in [13] the use of a naive Bayes classifier is proposed
to mitigate the severity of DDoS attacks in networks. The
authors investigate how this method can help in detecting and
minimizing the impact of attacks, however, the issues of failure
of evidence of participation in such an attack are not addressed,
as in [14].

According to [15], BN can integrate expert knowledge about
the characteristics of DDoS attacks, which will improve the
quality of the model and help to identify new threats. Note that
BN can be easily updated with the appearance of new data.
This allows to adapt the model to changing network security
conditions and make adjustments based on new information
about DDoS attacks. The results obtained using BN are
quite easy to interpret, which allows law enforcement officials
to better understand the essence of the analysis and make
informed decisions. It is important that BN can be trained on
historical data about DDoS attacks and automatically updated
with the appearance of new information, which makes them
an effective tool for detecting new threats.

In recent years, there has been an increase in the number of
scientific publications that use the mathematical apparatus of
Bayesian networks to study DDoS attacks. This is explained by
several factors [16-18]. In [16], the authors propose a game-
theoretic model to simulate complex DDoS attack scenarios.
The model proposes to use a BN, which allows players to
make probabilistic conclusions about the state of the system.
In [17], a variant of a fuzzy probabilistic Bayesian network is
presented for dynamic risk assessment for an information and
communication control system. In [18], the authors propose
HNB (Hidden Naive Bayes) for detecting network intrusions.

A separate area of research is related to the use of the
mathematical apparatus of Bayesian networks for the analysis
and understanding of cybercrimes from the point of view of
digital forensics. For example, [19] highlights the usefulness of
Bayesian networks for constructing efficient digital investiga-
tion schemes. In [20], the relationship between legal attribute,
cybercrime and events as an object of study is discussed. In
the study, the authors rely on the use of the BN apparatus.

Thus, the growing interest in the use of the mathematical
apparatus of BN to study various aspects of cyber-attacks,
including DDoS attacks, is explained not only by the in-
crease in the number of such cybercrimes, but also by the
development of modeling and data analysis methods, which
makes such research relevant and in demand. As noted in
[19, 20], BN are well suited for modeling uncertainty and
probabilistic dependencies between various variables. In the
context of DDoS attack investigations, where data may be
incomplete or noisy, this allows for more accurate assessment
of the probability of different attack scenarios. Note that in [19]
the authors do not offer a specific software implementation of
their models, which limits the practical application of their
approach. In [20] the authors do not offer an extended BS
model with additional hypotheses and evidence that could
improve the accuracy of the analysis in the context of DDoS
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attacks. This paper also lacks a discussion of the practical
application of the proposed approach in real investigations or
in the educational process.

II. METHODS AND MODELS

The investigation of a DDoS attack from a forensic point
of view includes several main stages. Forensic scientists must
first detect the existence of a DDoS attack. An attack can be
detected, for example, by monitoring network traffic, analyzing
server and network equipment logs, and also through reports
on unavailability of services. After an attack is detected, all
available evidence is collected, for example, these could be
network traffic reports, event logs, authentication records, etc.
The resulting evidence can be analyzed to identify characteris-
tics of the attack, such as the source of the attack, the methods
and tools used, the duration and intensity of the attack. Note
that it is also possible to seize a potential criminal’s computer,
since it may contain evidence of a DDoS attack.

Evidence of a DDoS attack that may be on the organizer’s
or participant’s computer can be varied and depend on the
specifics of the attack and the tools used. Here are examples
of some of the possible evidence:

— special software for carrying out an attack. For example,
software used to launch a DDoS attack may be detected on the
computer: LOIC (Low Orbit Ion Cannon); HOIC (High Orbit
Ton Cannon) and others;

— configuration files. An important part of the DDoS attack
software are configuration files, which specify the attack
targets, attack methods and parameters. These files can be
found on your computer;

— logs. During a DDoS attack, logs could be generated
that record the attacker’s actions and the results of the attack.
These files may also contain information about the purpose of
the attack, the time and duration of the attack, as well as its
intensity;

— command files and scripts. To automate and control the
attack, command files and scripts could be used that can be
found on the computer;

— network activity data. Analyzing network activity from a
computer may reveal participation in a DDoS attack, such as
sending a large number of requests to certain servers or using
anomalous network protocols;

— messages or chat recordings. If a DDoS attack was
launched or coordinated over the Internet, messages or chat
entries containing information about the attack may be found
on the computer.

The evidence listed above, as well as other evidence, can
be used by criminologists in an investigation to establish
the fact of a computer’s participation in a DDoS attack,
identify participants and organizers, and also to confirm other
circumstances of the crime.

The main vertices of the BN under consideration are listed
below.

H_DDOS_Target the vertex represents the main hypothesis
indicating whether the seized computer was used in a DDoS
attack against the target computer. It has three possible states:
“Yes” (Yes), “No” (No) and “Uncertain”. During the training

process, the BN can be varied with different values of these
states.

HI1_Access_Target and H2_LaunchDDOS - two vertices
that represent subhypotheses. HI_Access_Target indicates
whether the seized computer had access to the target com-
puter, and H2_Launch_DDOS — whether a DDoS attack was
launched from the seized computer.

Legend: E — vertices, which represent different nodes of
evidence that influence sub-hypotheses and therefore the main
hypothesis. For example, the vertex (EI_IP_target) refers to
evidence that the target computer’s IP address was found on a
potential criminal’s seized computer.

Arrows in the BN depict relationships between variables.
The degree of such influence is indicated by accompanying
numerical values. For example, the presence of a ransom
message (E5_Ransom_Msg) with a 100% value directed on
(HI_Access_Target), indicates a strong correlation between
these events. Typically, DDoS attacks are used to disrupt
online services or websites, but sometimes attackers may try
to use the attack as a means to extort money. An example
of such a situation would be a scenario in which attackers
launch a DDoS attack on a website or online service and then
send a message to the owners or administrators of the system
demanding a ransom to stop the attack and restore normal
operation of the service. They may threaten to increase the
attack’s intensity or duration if demands are not met. Note that
in most cases, attackers launching DDoS attacks will likely not
resort to ransom demands, as such demands may attract the
attention of law enforcement and increase the risk of being
caught. Instead, they may use attack as a means of pressure
or revenge. Such cases are not common, but they can occur
online.

El-E4 — evidence (IP address, URL, IP address/log
matches) indicates a connection between the seized com-
puter and the target computer, potentially indicating access
(HI_Access_Target).

E6 — TP address match. When a DDoS attack investigation
reveals that the IP address of a computer that was seized as
part of the investigation matches the attacker’s IP address as
reported by the ISP at the time the crime was committed,
this can serve as important evidence. It should be taken into
account that IP addresses can be dynamic, that is, they can
change over time each time you connect to the provider’s
network. Therefore, it is important to have confirmation that
the IP address at the time of the attack actually belonged to
the suspected computer. Attackers can also use proxy servers
or virtual private networks (VPN) to hide their real IP address.
In such cases, the IP address of the seized computer may
not match the IP address specified by the ISP. In addition,
a computer can be compromised and used for a DDoS attack
without the knowledge of its owner. In this case, the IP address
of the computer and the address of the attacker will match,
but this will not be evidence of the direct participation of
the computer owner in the attack. Therefore, it is important to
establish that it was the owner of the computer who had access
to it at the time of the attack, in order to exclude the possibility
of someone else using the computer. Based on the above, it can
be stated that although the coincidence of IP addresses can be
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an important element of evidence, it is necessary to take into
account all of the above circumstances in order to conclude
that the computer owner is involved in a DDoS attack.

E7-EI5 — evidence in the form of tools for implementing
DDoS. For example, during the investigation of a DDoS attack,
a computer from which the attacks could allegedly be carried
out was seized. When analyzing the contents of this computer,
specialized programs or scripts were discovered that could
be used to launch DDoS attacks. For example, DDoS bots,
that is, special bot programs designed to participate in DDoS
attacks. These programs may have the functionality to generate
and send a large number of requests to the target server. This
category also includes scripts that can automatically generate
and send requests to the target server in order to overload
its resources. Tools for synchronized attacks also fall under
this category. For example, tools were found on the computer
that allow to coordinate the actions of multiple computers to
carry out a synchronized DDoS attack. You can add relevant
logs or usage history (i.e., actual digital traces — DT) to the
above list. The operating history or logs may contain records
of the launch of tools typical for DDoS attacks, or records of
connections to command and control servers used to control
the botnet. Thus, identifying such tools on a computer can
be important evidence in the investigation of a DDoS attack,
since it indicates the presence of tools and the ability to carry
out an attack.

Unlike work, the following additional hypotheses were used
in the proposed network:

H3_Motive_DDOS — the suspect had a motive for carrying
out a DDoS attack.

H4_Expertive — the suspect has the necessary technical
knowledge to carry out a DDoS attack.

The following additional evidence was accepted:

EI16_Motive — evidence has been identified that points to
the perpetrator’s motive (e.g., financial gain, revenge, political
goals).

E17_Expertive — evidence was found indicating the tech-
nical knowledge of the attacker (for example, documents
confirming experience in the IT field).

In our opinion, the extended Bayesian network will make it
possible to more comprehensively and accurately determine
the involvement of a suspect in a DDoS attack from his
computer.

As legal practice shows, investigating DDoS attacks is
a complex task that requires careful analysis of various
factors. Taking these hypotheses, H3_Motive_DDOS and
H4_Expertive, into account, in our opinion, will improve
the accuracy of the assessment. For example, even if DDoS
tools and records of launching an attack were found on a
seized computer, this does not always mean that this particular
computer was used to organize it. The attacker could use
remote access. Also, understanding the motives can help to
narrow down the circle of suspects and identify potential
targets for a DDoS attack. Importantly, an attacker’s technical
knowledge can influence the scale and complexity of the
attack, as well as the potential damage it could cause. For
example, an attacker may be motivated by revenge (such as
an attack on a competitor) or political considerations (such

as an attack on a government website). Therefore, taking into
account additional hypotheses and evidence in the proposed
BN is critical to accurately determine culpability in a DDoS
attack.

Let’s formalize this BN. The probability P (H; | E) of a
hypothesis (H;) in the presence of evidence (E) can be
generally written as follows:

P(H,IE) = (P(EIH) - P(Hy) - | | PGH; | Hy) [P(E), (1)

where P (H; | E) — probability of evidence (E) given the truth
of the hypothesis (H;);

P (H;) — prior probability of a hypothesis (H;);

[1P (H; | H;) — product of conditional probabilities (H;)
subject to truth (H;) (H; # H;);

H; — the current hypothesis under consideration for which
the probability is calculated;

H; — other hypotheses in the BN that affect the probability
Hi;

P(E) — prior probability of evidence (E).

The BN presented in Fig. 1 (built in GeNIle) models the
probability that a seized computer was used to carry out
a DDoS attack on the target computer. The initial network
was built based on the research results presented in [20], but
modified to take into account the introduction of additional
hypotheses into it. And also taking into account the fact that
the modified network at the next stages of the research can
be implemented in the algorithmic language Python for more
convenient use, for example, by law enforcement officers.

i EmES-L-A =

Figure 1. Bayesian networks implementations for investigating crimes related
to organizing DDoS attacks in the GeNle environment (for the case when
there is evidence for all sub-hypotheses)

Investigating DDoS attacks is a complex task that requires
careful analysis of many factors. This is because DDoS at-
tacks can be launched from a variety of sources, including
computers and devices infected with malware and used as
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attack botnets. In addition, both schoolchildren and students
can be involved in organizing and carrying out such attacks
for various reasons. For schoolchildren it may be a way to
express themselves or gain attention, while for students it may
be an attempt to test their information security skills. Thus, to
successfully investigate DDoS attacks, it is necessary to take
into account the possible participation of schoolchildren and
students, which adds complexity due to their inexperience and
motivation other than financial. Note that DDoS attacks are
quite “popular” among novice hackers, since they often do not
require high skills or specialized knowledge. There are ready-
made tools and programs that make it easy to launch such an
attack. That said, for some aspiring hackers, launching a DDoS
attack can be a way to show off their skills and gain recognition
in the hacking community. For example, in September 2020,
educational platforms in Kazakhstan, such as kundelik.kz and
bilimland.kz, were subject to DDoS attacks by attackers [21].
These attacks were aimed at disrupting the functionality of
portals during the period of distance learning.

The implementation of BS for the investigation of crimes is
shown in Fig. 1 related to the organization of DDoS attacks
in the GeNle environment.

In Israel, in 2016, police detained two young men on
suspicion of operating the vDOS download service, which
provided an opportunity for those wishing to join in the
implementation of DDoS attacks [22]. Or a case in the USA,
when a teenager, as a result of a DDoS attack, paralyzed the
work of Miami-Dade online classes, using a simple program
that can be easily downloaded from the Internet — High Orbit
Ion Cannon.

III. RESULTS AND DISCUSSION

The simulation was performed in the GeNle environment.
GeNle (Graphical Network Interface) is a software tool for
modeling Bayesian networks (probabilistic graphs) and making
decisions based on them. In addition to basic functions such as
adding nodes and links, GeNle provides advanced modeling
functions such as different types of nodes (discrete, continuous,
time) and the ability to add different kinds of parameters
(CPD, utility nodes, etc.). Importantly, GeNle provides tools
for analysis and forecasting based on the built model, such as
Variable Elimination for calculating probabilities, as well as
tools for comparing alternative models and making decisions.
However, despite its powerful modeling capabilities, GeNle
may not be flexible enough for some complex models or
analyzes that require specialized techniques, such as complex
cybercrimes.

Although specialized BN software can be useful in modeling
and training these networks for DDoS investigations, there
are significant advantages to using high-level languages such
as Python to implement such a task. Thus, Python allows
forensic scientists to transparently monitor the logic of the
Bayesian network and make the necessary changes, while
specialized software can be a “black box”, which makes it
difficult to understand and control the models. It is important
that an additional argument is the fact that Python can be used
for parsing and analyzing logs, which will allow to extract

information about suspicious activity associated with a DDoS
attack, as well as collect data from various sources.

Taking into account similar precedents, we also tested a
modified BN, Fig. 2, for the case when not all evidence for
the sub-hypotheses was confirmed. Thus, Fig. 2 simulates a
situation where there is no evidence for H2_Launch_DDOS.

Figure 2. Bayesian networks implementations for investigating crimes related
to the organization of DDoS attacks in the Graphical Network Interface
environment (for the case when there is no evidence for some of the sub-
hypotheses)

Mathematical formalization using BN allows to create a
software product in Python, which will significantly simplify
and speed up the process of analyzing various evidence by
criminologists in the field of cybercrime investigation, in this
case DDoS attacks. Such a software based on BN will allow to
quickly model the dependencies between various evidence and
hypotheses, which will help criminologists to conduct a more
in-depth and systematic analysis. For example, we can estimate
the probability that a computer was used to gain access to
a target computer (HI_Access_Target) based on the presence
of the target computer’s IP address on the seized computer
(El). Or, forensic scientists can assess the probability that an
attacker had the necessary technical knowledge to carry out
a DDoS attack (H4_Expertise), based on the availability of
relevant evidence (E17_Expertive). Note that BN allow taking
into account uncertainty and ambiguity in evidence. This is
especially important in cyber forensics, where data may be
incomplete or inconsistent.

Considering the above, the BT shown in Fig. 1, 2 was
implemented in the PyCharm programming environment, Fig.
3, 4.

The result of the work is shown in Fig. 5. This software was
tested on a mock crime, when one of the student researchers
launched a DDoS attack on the website of an educational insti-
tution, and the other, having access to the suspect’s computer,
used this software to investigate the situation.
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Figure 3. Fragment of a Bayesian networks implementation in PyCharm for
investigating crimes related to organizing DDoS attacks

The presence in the proposed software product of a window
with dialog components, Fig. 4, for filling by an expert,
greatly facilitates the convenience of working with a BN-
based computing core compared to the interaction of an expert
with GeNle. This is important when solving practical cases
(including by students) related to the investigation of DDoS
attacks, since experts may need to enter and change data in
real time depending on the changing situation or new facts.
A window with dialog components allows to conveniently
interact with the model, making the process more intuitive and
accessible even for users without special programming skills
or working with analytical tools.

§ Expert Form = O X
E1_IP_Target: |Yes
E2_URL_Target: |Yes
E3_IP_Access_Time: Yes
E4_Log_Access_Time: Yesi
Submit

i

Figure 4. Fragment of the user interface to be filled out by an expert
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Figure 5. Example of findings generated in the form of a histogram during
the investigation of crimes related to the organization of DDoS attacks

This significantly increases the efficiency of experts and
speeds up the process of analyzing and investigating cyber-
crimes such as DDoS attacks.

The developed software product can be used as a training
tool for students and professionals involved in cybercrime
analysis, allowing for expanded capabilities for investigating
such crimes and expanding the training and advanced training
opportunities for information security specialists. The software
product facilitates more effective analysis of DDoS attacks,
taking into account new data and circumstances.

IV. DISCUSSION OF THE RESULTS OBTAINED USING THE
DEVELOPED PYTHON APPLICATION SOFTWARE

The results obtained can be explained by the fact that Baye-
sian network models (BNs) allow integrating and analyzing
a variety of data related to cybercrimes, in particular DDoS
attacks. Their use makes it possible to take into account not
only direct evidence, but also hidden relationships between
variables, which allows for a more complete picture of what is
happening. Bayesian networks are optimally suited to problems
associated with uncertainty and probabilistic dependencies,
which makes them especially useful in the context of cyber-
crime investigation, where many factors may be unknown or
difficult to quantify. The solutions for modeling and analyzing
DDoS attacks using the mathematical apparatus of probability
theory and BNs obtained in the course of research contribute to
the understanding and forecasting of such cyberattacks, since
BN allow for effective work with uncertainty and probabilistic
dependencies, which is especially important in the conditions
of incomplete or distorted data typical of DDoS incidents.

In the simplest version, which is shown in Fig. 1, we
set the values of all evidence for subhypotheses (H;-Hy) to
“Yes”. In this case, the probability of the main hypothesis
H_DDOS_Target was 96.5%. This coincides with the results
of the work [15].

For the second experiment, which is shown in Fig. 2, we
set the values of all evidence for a subhypothesis (H;) to
the “Yes”, and for most of the subhypotheses (H;-Hy) to
the “No”. At the same time, the probability value of the
main hypothesis H_DDOS_Target was 54.6%. The lack of
confirmation of the sub-hypothesis H2_Launch_DDOS means
that the seized computer most likely was not used to launch a
DDoS attack. The lack of confirmation of the sub-hypothesis
H3_Motive_DDoS indicates that the attacker most likely had
no motive to carry out the DDoS attack. And confirmation
of the sub-hypothesis H4_Expertise does not allow to state
unambiguously that the attacker has the necessary technical
knowledge to carry out a DDoS attack. Taken together, this
suggests that the seized computer was not used to launch a
DDoS attack, and it is possible that it was infected or used for
other purposes not directly related to DDoS attacks.

Fig. 5 shows an example of the histogram results for the
DDoS attack culpability hypotheses. The histogram results
indicate that there is a very high probability that the seized
computer was used to carry out a DDoS attack. All four
hypotheses have high probability values. The most likely
hypothesis is H2 (H2_Launch_DDOS).
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The use of such software in educational institutions, in par-
ticular in universities, in our opinion, can be very promising.
In academic disciplines related to information security and
computer crime investigation, students can use this software to
learn methods for analyzing and investigating such incidents.
Such training will allow future specialists in the field of
cybersecurity and information security to better understand
the mechanisms of attacks and effectively combat them. Also,
the use of such software for educational purposes can help to
increase students’ awareness of cyber threats and help them to
develop skills in analyzing and solving problems in the field
of information security. Thus, such application software not
only provides practical skills and knowledge to students, but
also helps to improve the level of cybersecurity in general.

The results obtained using the developed application soft-
ware in Python (Fig. 5) are almost equivalent to the results
obtained in the GeNle package (Fig. 1). This suggests that the
developed software product is fully operational and is capable
of effectively solving the problems of analyzing DDoS attacks
from the point of view of summarizing the available evidence.

When compared with other mathematical approaches, such
as attack graphs [23], neural networks, Markov chains [24],
etc. [25], BNs have certain advantages that make them an
attractive choice for investigating DDoS attacks.

The development of specialized software with a simple and
intuitive user interface for interaction with a BN that models
the probability of a DDoS attack will simplify the work of law
enforcement officers, giving them the ability to easily update
data and analyze the results without the need for in-depth
knowledge of mathematical statistics. Also, such software will
be useful in the educational process for students studying in
specialties related to information security.

Continuation of the research is expected to be carried out in
the direction of development of this software with the addition
of a convenient user interface. This development of this pro-
gram will improve analytical capabilities in the investigation
of such crimes. A convenient user interface will help analysts
to quickly and efficiently vary the initial probability data for
each of the vertices of the Bayesian network, which will allow
for more accurate and in-depth analysis. It is important that
a software with a user-friendly interface will help to reduce
the time required to investigate DDoS attacks. Analysts will
be able to process data faster and get more accurate results,
leading to more effective investigations.

An example of implementing a BN using the GeNIe mod-
eling package, as well as in the PyCharm IDE, is presented,
which demonstrates the effective use of Bayesian network
models to improve the quality of investigations of cybercrimes
related to the implementation of DDoS attacks. The prospects
for the development of the presented software product, in-
tended both for students of the Information Security specialty
and for criminologists investigating DDoS attacks, are substan-
tiated.

The development of such software opens up new oppor-
tunities for a deeper analysis and understanding of the char-
acteristics of cybercrime related to DDoS attacks, which is
an important step in the fight against them. This is one of
the key areas in the field of cybersecurity, which emphasizes

its relevance and significance in the modern world of digital
technology.

The modification of the Bayesian network consists
in including additional hypotheses H3_Motive_DDOS and
H4_Expertive, as well as the corresponding evidence
E16_Motive and E17_Expertive, which improved the accuracy
of assessing the probability of a suspect’s involvement in a
DDoS attack by approximately 15-20% compared to the basic
model presented in [15]. From a scientific point of view,
this modification expands the understanding of the factors
influencing the probability of involvement in a cyberattack and
allows for a more comprehensive assessment of the situation.
The practical significance of the work lies in the development
of software in Python, which can be used as a teaching tool for
students and specialists involved in the analysis of cybercrimes,
which, accordingly, allows for expanding the capabilities for
investigating such crimes and improving the training and
advanced training of information security specialists. The
software product facilitates more effective analysis of DDoS
attacks, taking into account new data and circumstances.

V. CONCLUSIONS

1. Work has continued on the development of Bayesian
networks (BS) used to determine the degree of probability
of involvement of persons suspected of organizing DDoS
attacks, based on the collection and identification of data
on the suspect’s computer. As a result, the work proves that
the use of BS for the analysis of cybercrimes related to the
organization and/or participation in a DDoS attack allows us
to take into account many variables and probabilities, which
makes the study more accurate and reliable. It is also shown
that the use of BS not only helps to determine the fact of a
crime, but also to identify possible motives and connections
between members of a criminal group, significantly increasing
the effectiveness of the investigation and, accordingly, an
example of BS implementation using the GeNle modeling
package, as well as in the PyCharm IDE, demonstrating the
effective use of Bayesian network models to improve the
quality of investigations of cybercrimes is described. related
to the implementation of DDoS attacks.

2. The results of the development of specialized software
designed primarily for students studying in the specialty “In-
formation Security” to simulate the probability of organizing
(participating in) a DDoS attack from a suspect’s computer are
presented. The software product is described and the prospects
for the development of the presented software are justified,
which opens up new opportunities for a deeper analysis and
understanding of the characteristics of cybercrimes related
to DDoS attacks, which will help model the likelihood of
organizing or participating in a DDoS attack from a suspect’s
computer, and is an important tool in teaching students and
practical work of information security specialists. The given
example of the implementation of the Bayesian network in
the PyCharm IDE environment demonstrates the possibilities
of using Bayesian network models to improve the quality of
investigations of cybercrimes related to the implementation of
DDoS attacks, and the results of the development of special-
ized software open up new opportunities for a deeper analysis
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and understanding of the characteristics of cybercrimes related
to DDoS attacks, which is an important step in the fight against
them.
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