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Abstract—This study investigates the implementation of
an Intrusion Detection System (IDS) in a Mobile 1Pv6
network to mitigate Denial of Service (DoS) attacks
targeting the Correspondent Node (CN), Home Agent (HA),
and Mobile Node (MN). The IDS was designed to detect
abnormal network traffic by identifying the time and IP
address of the attacker, providing real-time alerts. To
enhance security, the IDS was integrated with a firewall
capable of blocking detected DoS attacks. Performance
evaluation was conducted under multiple scenarios,
including normal operation, under attack, and under attack
with the IDS-firewall system active. Testing on the CN
demonstrated a reduction in throughput loss to 20.30% and
11.65%, with CPU usage decreasing by 59.48% and an
average attacker block time of 0.9 seconds. On the HA,
throughput loss was reduced to 16.05% and 18.87%, CPU
usage decreased by 50.52%, and the block time was 1.2
seconds. Testing on the MN showed a reduction in
throughput degradation to 45.98% and 56.09%, with CPU
usage decreasing by 17.86%. The results indicate that an
IDS integrated with a firewall effectively mitigates DoS
attacks in Mobile IPv6 networks, improving both network
performance and system resilience. This approach
demonstrates a practical solution for maintaining reliable
communication and protecting critical network nodes
against DosS threats.
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I. INTRODUCTION

NTERNET developments have profoundly influenced human

lifestyles, particularly the increasing demand to remain
connected to the internet anytime and anywhere. As of
November 2018, mobile devices—excluding tablets—
accounted for 48.2% of global internet traffic, with the
proportion in Asia exceeding 61% [1]-[5]. According to the
Global System for Mobile Communications Association
(GSMA) Intelligence, the number of mobile device users
worldwide has reached 5.035 billion, with one billion users
added in just four years. Consequently, nearly 5 billion of the
world’s 7.5 billion people now rely on mobile devices—
including smartphones, tablets, and feature phones—resulting
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in high user density and continuous connectivity demand
worldwide [6]-[9].

Many internet users access online services while on the move,
and vehicles are increasingly equipped to connect automatically
to the internet for diverse applications. One technology that
supports seamless connectivity in IPv6 networks is the Mobile
IPv6 (MIPv6) protocol [10]-[12]. MIPv6 allows mobile nodes
(MNs) to maintain uninterrupted communication when moving
across different network domains, a process known as handover
[13]-[15]. This capability is essential due to the dynamic nature
of mobile users, ensuring that applications and services remain
accessible during mobility. However, the growing use of MIPv6
networks also attracts potential threats, such as Denial-of-
Service (DoS) attacks. These attacks aim to overwhelm network
resources by sending excessive traffic, preventing legitimate
users from accessing the network [16]-[18]. A notable example
occurred in July 2018 when Ubisoft servers suffered repeated
DDosS attacks, causing performance degradation across several
games, including Far Cry 5, Rainbow Six: Siege, and Ghost
Recon: Wildlands. Previous studies have highlighted the
vulnerability of MIPv6 networks to DoS attacks. It was
demonstrated that MIPv6 performance significantly decreases
under such attacks. To counteract these threats, network-based
Intrusion Detection Systems (IDS) have been proposed [19],
[20].

Research by [21] confirmed that IDS can detect DoS attacks
using predefined rules, monitoring network traffic and
generating alerts when anomalies are detected [23]-[25].
However, conventional IDS approaches are largely reactive:
they detect threats but do not directly prevent them, leaving
network performance vulnerable until administrative action is
taken [22]. Building on these insights, the present research
proposes an enhanced approach in which the IDS is integrated
with a firewall. This system not only detects DoS attacks in
Mobile IPv6 networks but also actively controls packet flow
based on IDS alerts, mitigating attacks in real-time. The
proposed solution is tested on all critical MIPv6 nodes—
Correspondent Node (CN), Home Agent (HA), and Mobile
Node (MN)—demonstrating its ability to reduce throughput
degradation, lower CPU utilization, and decrease response time
during DoS attacks, thereby maintaining network performance
and reliability under attack conditions.

This research is proposed design of Mobile IPv6 IDS for
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mitigating DoS attacks on the correspondent node, home agent,
and mobile node. The novelty of this research lies in the
integration of an Intrusion Detection System (IDS) with
a firewall for Mobile IPv6 networks, enabling real-time
mitigation of Denial-of-Service (DoS) attacks. Unlike
traditional IDS implementations that only detect attacks and
send alerts to administrators, the proposed system automatically
controls malicious packet flow, preventing network degradation
as attacks occur. The main contributions of this study are:

1) Implementation of IDS and firewall protection on all
critical MIPv6 nodes—Correspondent Node (CN), Home
Agent (HA), and Mobile Node (MN)—ensuring that both
stationary and mobile elements of the network are
safeguarded.

2) Experimental results demonstrate a significant reduction in
throughput degradation during DoS attacks, showing the
system’s ability to maintain communication performance.

3) The system reduces excessive CPU utilization on network
nodes during attacks, ensuring efficient operation under
high-load scenarios.

4) The IDS-firewall integration allows fast detection and
blocking of attacker IPs, minimizing the delay between
attack detection and mitigation.

5) By combining detection and prevention, the system
transitions IDS from a reactive tool to a proactive network
defense mechanism in Mobile IPv6 environments.

Overall, this research demonstrates a practical and effective
method for improving network resilience against DoS attacks in

Mobile IPv6, providing measurable improvements in

throughput, CPU performance, and mitigation response time.

Il. METHOD

A. Proposed system for investigation

The system was developed by preparing a Linux kernel
with Mobile IPv6 support, installing the required software, and
configuring IPv6 addresses and applications on each node to
enable Mobile IPv6 communication. Hardware devices and an
Intrusion Detection System (IDS) were installed and
configuration a server. All configuration and integration
between the firewall and the IDS were performed on Ubuntu
16.04. The evaluation consisted of launching attacks against the
Mobile IPv6 setup by sending large volumes of request packets
to the nodes that play key roles in MIPv6: the Mobile Node
(MN), Home Agent (HA), and Correspondent Node (CN).
During the attacks, the IDS monitored incoming and outgoing
traffic on the server and generated alerts for the administrator.
The firewall then enforced mitigation actions based on the IDS
rules to control the malicious traffic.

Fig. 1. System Implementation
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Fig. 1 illustrates the complete system, which integrates
a firewall and an Intrusion Detection System (IDS) within the
network. In this topology, the firewall and IDS are installed only
on the Home Router and the Correspondent Node. The IDS
implementation in MIPv6 was evaluated on a laboratory-scale
local network comprising the main MIPv6 entities: the Mobile
Node (MN), Home Agent (HA), Foreign Agent (FA), and
Correspondent Node (CN). The system was tested by launching
DoS attacks and measuring network performance. Three
scenarios were considered: (i) normal operation, (ii) under DoS
attack, and (iii) under DoS attack with an active IDS integrated
with a firewall. Attacks were directed at the MN, HA, and CN,
with the MN operating in both HA and FA networks. The
evaluation metrics included CPU utilization on the target node,
throughput, and IDS response time in performing blocking
actions.

B. Correspondent Node (CN) Attack Scenario

In the first scenario, the network is configured with a MIPv6
system and the attack target is the Correspondent Node (CN),
which has an IDS installed.

Home Network

Fig. 2. MIPv6 under normal conditions with the Mobile Node (MN)
in the Home Agent (HA).

Handover

Fig. 3. MIPv6 under normal conditions with the Mobile Node (MN)
in the Foreign Agent (FA).

Home Network

Foreign Network

Fig. 4. MIPv6 CN attack condition with the Mobile Node (MN) in the
Home Agent (HA).
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Fig. 5. MIPv6 CN attack condition with the Mobile Node (MN) in the
Foreign Agent (FA).

Each condition was tested in two states. In the first state,
when the MN was in the HA, the MN performed data transfer
to the CN using the iperf3 tool, and data were collected on CPU
utilization, throughput, and IDS response time. In the second
state, when the MN was in the FA, the MN again performed data
transfer to the CN using iperf3, with the same parameters
measured. Data collection was repeated 10 times for each state.

Internet

Mobile Node

Home Network Foreign Network

Fig. 6. MIPv6 CN attack condition with integrated IDS—firewall and
the Mobile Node (MN) in the Home Agent (HA).

Home Router
Internet

Mobile Node:

Home Network

Foreign Network

Fig. 7. MIPv6 CN attack condition with integrated IDS—firewall and
the Mobile Node (MN) in the Foreign Agent (FA).

C. Home Agent (HA) Attack Scenario

In the second scenario, the network is configured with
a MIPv6 system, and the attack target is the Home Agent (HA),
which has an IDS installed.

£§ Atiacker

Internet

Mobile Node

Home Network

Foreign Network

Fig. 8. MIPv6 HA attack condition with the Mobile Node (MN) in the
Home Agent (HA).

This scenario was tested under two conditions: (i) a DoS attack
with an IDS not integrated with a firewall, and (ii) a DoS attack
with an IDS integrated with a firewall.

Access Point Home Router

Internet

Mobile Node
Handover
Foreign Network

Fig. 9. MIPv6 HA attack condition with the Mobile Node (MN) in the
Foreign Agent (FA).
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Fig. 10. MIPv6 HA attack condition with integrated IDS—firewall and
the Mobile Node (MN) in the Home Agent (HA).

Internet

Home Network.

Foreign Network

Fig. 11. MIPv6 HA attack condition with integrated IDS—firewall and
the Mobile Node (MN) in the Foreign Agent (FA).



Each condition was tested in two states. In the first state,
when the MN was in the HA, the MN performed data transfer
to the CN using the iperf3 tool. Data were collected on CPU
utilization, IDS response time at the HA, and throughput. In the
second state, when the MN was in the FA, the MN performed
data transfer using iperf3 and executed a ping to the CN. Data
were collected on CPU utilization, throughput, and IDS
response time. Each measurement was repeated 10 times in both
states.

D. Mobile Node (MN) Attack Scenario

In the third scenario, the network is configured with a MIPv6
system, and the attack target is the Mobile Node (MN), with the
IDS installed in the Home Agent (HA).

Fig. 12. MIPv6 MN attack condition with the Mobile Node (MN) in
the Home Agent (HA).

Fig. 13. MIPv6 MN attack condition with the Mobile Node (MN) in
the Foreign Agent (FA).

Fig. 14. MIPv6 MN attack condition with integrated IDS—firewall and
the Mobile Node (MN) in the Home Agent (HA).

This scenario was tested under two conditions: (i) a DoS
attack with an IDS not integrated with a firewall, and (ii) a DoS
attack with an IDS integrated with a firewall. Each condition
was tested in two states. In the first state, when the MN was in
the HA, the MN performed data transfer to the CN using the
iperf3 tool and executed a ping. Data were collected on CPU
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utilization, throughput, and IDS response time. In the second
state, when the MN was in the FA, the MN again performed data
transfer using iperf3 and executed a ping to the CN, with the
same parameters measured.

Internet

Home Network Foreign Network

Fig. 15. MIPv6 MN attack condition with integrated IDS—firewall and
the Mobile Node (MN) in the Foreign Agent (FA).

I11. RESULTS AND DISCUSSION

This section explains the system testing process, conducted
based on the design described in the previous chapter. The
testing involved performing a DoS attack on the MIPv6 network
to evaluate its performance before and after integrating the
firewall with the IDS during the attack.

A. IDS Implementation on the MIPv6 Network

The IDS was implemented on a MIPv6 network using Snort
software version 2.9.9.0, configured according to the scenarios
described in the previous chapter and operated in network
intrusion detection system (NIDS) mode. The IDS monitored
incoming and outgoing packets and compared them against its
alert database. When abnormal traffic was detected that matched
an entry in the database, the IDS generated a log entry and stored
it as an alert file. Fig. 16 presents an example of the detected
alerts.

B
B
B,
s

Fig. 16. IDS Detection Alert on DoS Attack

Fig. 16 illustrates an IDS alert generated during a DoS
attack. The alert provides details such as the timestamp of the
detected attack and the source IP address of the attacker. The
IDS alert database is subsequently processed by the firewall,
which uses this information to block the attacker's IP address.

In this system, the firewall utilizes the iptables feature to
enforce blocking rules. The configuration enabling the firewall
to read IDS alert files is implemented through a Linux bash
script named protect.sh. A flowchart of the firewall process for
parsing and applying rules from the alert file is presented in
Fig. 17.
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Fig. 17. Block Diagram of IP Blocking Process by Firewall

Based on the flowchart in Fig. 17, the process begins when
an incoming data packet arrives. The IDS inspects the packet
and compares it against the attack signature database. If the
packet matches an entry in the IDS alert database, the traffic is
classified as an attack and logged into the alert file. This alert
file is continuously updated with new attack reports and
subsequently analyzed by a bash script. The script compares the
alert 1D with predefined rules in its configuration. If a match is
found, the script extracts the attacker’s source IP address and
inserts it into iptables. The firewall then processes the updated
iptables rule set, effectively blocking the malicious IP address.
The outcome of this process, showing the attacker’s IP
successfully blocked by the firewall, is illustrated in Fig. 18.

root@arlef-X450CP: /home/arief

root@arief-X450CP: fhomejarief

arief@arief-»

Fig. 18. Display of the Attacker’s IP Address After Being Blocked

The attack was performed using a DoS script developed with
the Scapy library in Python 3. To execute the attack, the script
requires the target’s IP address and an open port. In this
scenario, the attacks were directed at port 80, located at the
application layer. Port 80 was chosen because it is widely used
for web server communication, enabling connections between
clients and websites. Fig. 19 shows the attacker’s PC, which
successfully launched the DoS attack before being detected and
blocked by the IDS—firewall integration.

root@kiwong: /home/kiwong/dos

kiwong

, 'Mon Jun 2

1 hammering

Fig. 19. DoS Attack Display Before and After Blocking

Fig. 19 presents the view from the attacker’s PC during the
DosS attack process. When the IDS—firewall system successfully
blocks the attack, the target no longer responds to the incoming
packets. Consequently, the attacker’s display changes to
indicate “no connection”, highlighted in red. Conversely, if the

target has not yet blocked the attack, the attacker’s PC continues
to send packets without interruption, and the display remains
unchanged.
B. System Testing Analysis

The IDS implementation on the MIPv6 network was
evaluated through a series of DoS attacks targeting all primary
MIPv6 nodes, namely the Correspondent Node (CN), Home
Agent (HA), and Mobile Node (MN). The attacker was
positioned at the access point within the Foreign Agent (FA)
network. During the testing process, performance data were
collected, including CPU utilization, RAM usage, throughput,
and IDS response time.
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Fig. 20. Capture Results of Mobile IPv6

Fig. 20 illustrates the packet capture when the MIPv6 system
is operational. The protocol field clearly indicates Mobile IPv6,
with both source and destination addresses displayed in IPv6
format. The test data obtained are analyzed by comparing three
conditions: (i) normal operation with the IDS not integrated with
the firewall, (ii) under DoS attack with the IDS not integrated
with the firewall, and (iii) under DoS attack with the IDS
integrated with the firewall.

C. Testing on the Correspondent Node (CN)

The Correspondent Node (CN) is one of the key entities in
the MIPv6 system, functioning as a server. In this test scenario,
two experimental conditions were evaluated: (i) the Mobile
Node (MN) located in the Home Agent (HA) network and (ii)
the MN located in the Foreign Agent (FA) network.

- ATCN Geogan MIN i FApcapna

Shte, SACH peraitees, Tiacstasss, M-OpEration (NP}, Mindow 32ole

Fig. 21. Attack on CN

The Correspondent Node (CN) was subjected to a DoS
attack originating from an attacker (AT) connected to the FA, as
illustrated in Figs. 4-7. The DoS attack used was a SYN
flood attack, where packets were transmitted in large numbers
according to the maximum capacity of the attacker's PC.
A Wireshark capture of the attack traffic between the attacker
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and the CN is shown in Fig. 21. Based on Fig. 21, the attack
protocol is identified as TCP. The attacker’s IP address is
2001:db8:ffff:100c:fd20:b96:81b1:7b82, while the CN’s IP
address is 2001:db8:ffff:100b::3. The data transfer process
between the attacker and the CN follows the standard TCP
three-way handshake: SYN (synchronization) initiates the
connection request from the client, SYN-ACK (synchronization
acknowledgment) confirms the request from the server, and
ACK (acknowledgment) finalizes the connection. This process
establishes communication between client and server under
normal conditions. However, in this experiment, SYN packets
were sent in massive quantities, overwhelming the server. As
a result, the CN continuously replied with SYN-ACK packets,
consuming system resources and leaving legitimate clients
unable to establish connections. The packet exchange between
the attacker and the CN during the attack is shown in Fig. 22.

AT FA C

Fig. 22. Passing Message Attacker With CN

CN testing was conducted under two conditions, with the
MN located in the HA and in the FA. The measured parameters
included throughput, CPU utilization, RAM usage, and
response time. Measurements were taken under three traffic
conditions: (i) normal traffic, (ii) during a DoS attack, and (iii)
during a DoS attack with active blocking.

1) CN Throughput Analysis

Throughput is one of the key parameters measured in this
network test. The average throughput results for the CN test
with the MN connected to the HA are presented in Fig. 23.
Throughput is the effective data transfer rate measured in bits
per second (bps), or the total number of packets received at the
destination during a specific time interval. It can also be
expressed in bytes per second, packets per second, or bits per
second. It shows that the average throughput in normal traffic,
when the MN sends TCP packets to the CN via the HA, is
69.573 Mbit/sec, before a DoS attack occurs and with no other
clients communicating with the CN. In the second condition, the
average throughput decreases from 69.573 Mbit/sec to 46.945
Mbit/sec.

This decrease occurs because the CN is under a DoS attack,
where a portion of the throughput is consumed by the attacker
sending SYN requests and occupying the CN with SYN-ACK
replies. The throughput increases to 61.067 Mbit/sec after the
DosS attack is blocked by the IDS—firewall system.

S. PRAPTODIYONO, et al.
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Fig. 23. CN Test Throughput with MN Connected to HA

Although the DoS attack is mitigated, the throughput does
not fully return to the normal value because the attacker
continues sending SYN packets to the CN. The blocking process
only prevents the CN from responding to the attacker’s requests,
leaving the attack packets in the traffic flow. The integration of
the IDS system with the firewall improves Mobile IPv6 traffic
performance at the CN when the MN is in the HA. During the
DoS attack, throughput decreased by 32.524%, while after the
DoS was blocked, the decrease was reduced to only 12.226%.

The next test involved launching a DoS attack on the CN
while the MN, located in the FA, was communicating with the
CN. Fig. 24, where the MN sends TCP packets using the iPerf3
tool to the CN within the MIPv6 network with the MN
connected to the FA.
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Fig. 24. CN Test Throughput with MN Connected to FA

The test results in Fig. 24 were obtained when the MN was
located in the FA and transmitted TCP packets to the CN in the
MIPv6 network wusing the iPerf3 tool. Throughput
measurements were performed ten times, and the average values
were taken. The results were then compared under three traffic
conditions: (i) normal operation, (ii) under DoS attack, and (iii)
after the DoS attack was blocked with the IDS—firewall
integration while the MN was connected to the FA. It shows that
the average throughput under normal traffic, when the MN sent
TCP packets to the CN via the FA, was 64.697 Mbit/sec, with
no DoS attack and no competing clients communicating with
the CN. During the DoS attack, throughput decreased
significantly to 41.821 Mbit/sec. This reduction occurred
because the CN was overwhelmed by SYN packets from the
attacker, forcing it to respond with SYN-ACK packets and
leaving fewer resources for legitimate connections.
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After the DoS attack was blocked by the IDS—firewall
system, throughput increased to 49.354 Mbit/sec. Although
performance improved, the throughput did not fully return to
normal levels because the attacker continued to send SYN
packets. The firewall prevented the CN from replying to the
malicious requests but could not eliminate the packets entirely
from the traffic flow. These results demonstrate that integrating
an IDS with a firewall can significantly improve MIPv6 traffic
performance at the CN when the MN is in the FA, though
residual attack traffic still prevents full restoration of normal
throughput. Throughput decreased by 35.36% during the DoS
attack, and after the DoS attack was blocked, the decrease was
reduced to 23.71%. The MIPv6 system testing was conducted
using five PCs and two access points. These access points
served as Wi-Fi connections between the MN and HA, as well
as between the MN and FA. Consequently, the MN was
connected to both HA and FA via wireless technology, leading
to fluctuating and unstable throughput during testing. The
throughput values under normal traffic conditions differ. This
variation is influenced by the distance between the MN and the
wireless access points during measurement and data collection.
The attack results also reveal that increased attack traffic
directly reduces the available throughput for legitimate MN-CN
communication. Furthermore, comparison of result shows that
when the MN is located in the FA, its throughput is consistently
lower than when it is in the HA. This is due to the MN sharing
the same access point during FA testing, which reduces the
available throughput compared to the HA scenario.

2) CPU Utilization Analysis on CN

CPU utilization is one of the performance parameters
measured in this network testing. CPU utilization refers to the
total CPU usage during the experiment, observed using several
monitoring tools and based on the request—reply process
between the MN and the CN. The average CPU utilization
results for the CN test are presented in Fig. 25. The
measurements were obtained when the MN transmitted TCP
packets to the CN on the MIPv6 network using the iPerf3 tool.
Data collection was performed 10 times to ensure accuracy and
consistency. This experiment was conducted to evaluate the
variation in CPU usage on the CN under three conditions:
normal traffic without attack, during a DoS attack, and after the
DosS attack was mitigated by the integrated firewall on the CN.

It shows that under normal conditions, when the CN only
receives TCP packets from the MN, the CPU utilization is
9.96%. This test was conducted by transmitting TCP packets
from the MN to the CN using the iPerf3 tool. It indicates
a significant increase in CPU usage, rising from 9.96% to
16.02%. This increase is caused by the large number of requests
generated by the attacker during the DoS attack, forcing the CN
to send a high volume of reply packets (SYN-ACK). The
continuous reply process to the attacker results in additional
workload on the CN, thereby increasing CPU utilization.

Meanwhile, the fourth column shows that CPU usage
decreases from 16.02% to 10.09% once the DoS attack is
successfully mitigated by the CN’s firewall. In this case, the CN
no longer responds to the attacker’s requests, which reduces
unnecessary processing overhead. The remaining 10.09% CPU
utilization is primarily attributed to legitimate MN traffic
combined with the firewall’s handling of the attacker’s request

20,0
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Number of simulation
Fig. 25. CPU Utilization Analysis on CN

packets. In summary, an IDS system integrated with a firewall
is proven to reduce CPU usage on the CN during and after a DoS
attack. During the DoS attack, CPU utilization increased by
60.79%, indicating a significant overhead caused by the CN
replying to the attacker’s requests. After the DoS attack was
successfully blocked, CPU usage increased by only 1.31%
compared to normal conditions. This demonstrates that the
firewall and IDS combination effectively prevents the CN from
responding to malicious traffic, thereby minimizing
unnecessary CPU load and stabilizing system performance.

3) CN Response Time Analysis

Response time is one of the parameters measured in CN
testing. In this case, response time refers to the amount of time
required by the IDS system and the firewall at the CN to block
an attacker conducting a DoS attack. When the IDS detects
a DoS attack, it generates an alert in the form of a log entry. This
log is then processed by the CN’s firewall, which blocks the
attacker’s IP address to prevent further malicious requests.

. 7.
3 Numbersof simulation

Fig. 26. Response Time of CN in Blocking Attacker’s IP Address

Fig. 26 shows that the average time required for the CN to
block an attacker is 0.9 seconds. This blocking time is calculated
from the moment the attack begins until the attacker is
successfully blocked by the firewall. The variation in blocking
time on the CN is strongly influenced by the IDS detection
speed in analyzing incoming traffic. Since the IDS must inspect
each packet header and behavior pattern, the number of
incoming data packets directly impacts the response. When
packet traffic is high and involves multiple clients, the IDS
requires additional processing time to identify anomalies,
resulting in a longer blocking delay.
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D. Testing on Home Agent (HA)

The Home Agent (HA) is a crucial node in the Mobile IPv6
(MIPv6) system, serving as the central hub of communication.
When a Mobile Node (MN) performs a handover, it must first
notify the HA to ensure that the MN’s IP address remains
unchanged and communication continuity is maintained. The
testing scenario on the HA is carried out in a manner similar to
the Correspondent Node (CN) testing, with parameters such as
throughput, CPU utilization, RAM usage, and response time
being measured.

a = AT HA dengen N di FApeapng ~ o NN

Fig. 27. Attack on HA

Fig. 27 shows a captured screenshot of the attack scenario.
In this case, the IP address 2001:db8:ffff;:100a::2 represents the
HA that becomes the target of the attacker. The attacker
launches a DoS attack by sending a large number of TCP SYN
packets toward the HA. As a result, the HA is forced to process
the requests and generate SYN-ACK replies, which overloads
its resources. Subsequently, the IDS system detects the
abnormal traffic and generates an alert log. This alert is
forwarded to the firewall on the HA, which then blocks the
attacker’s IP address. This mechanism prevents further
processing of malicious requests, allowing legitimate MN-HA
communication to recover.
AT FA HA

Fig. 28. Passing Message Attacker with HA

It shows the passing message results obtained from the
Wireshark capture. The message flow illustrates the interaction
between the attacker and the HA during the DoS attack. The
attack mechanism on the HA is essentially the same as that
carried out on the CN. In this scenario, the attacker connects to
the Foreign Agent (FA) and sends a large number of TCP SYN
packets toward the HA. The attacker’s IP address remains
unchanged throughout the attack. As a result, the HA
continuously receives SYN requests and responds with SYN-
ACK messages, which leads to an overload of resources. This
excessive exchange of packets prevents legitimate clients (i.e.,
MN) from establishing proper communication with the HA.
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1) HA Throughput Analysis

Throughput testing was measured by the MN sending TCP
packets to the CN via the HA and FA. The HA was then
subjected to a DoS attack by an attacker through the FA, and the
impact of the HA attack on the throughput obtained from
communication between the MN and CN was observed. Fig. 29
shows the results of this test. It were obtained when the MN was
in the HA, sending TCP packets using the iPerf3 tool to the CN
in the MIPv6 network. Data collection was carried out 10 times,
and the average value was taken. This test was conducted to
determine the difference in MIPv6 network performance by
comparing packet delivery during normal traffic, under a DoS
attack on the HA, and after the DoS was blocked by the HA.
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Fig. 29. HA Test Throughput With HA Connected MN

Fig. 29 shows the change in throughput values from the HA
testing process, indicating the impact on communication
between the MN and CN. In MIPv6, the HA is a node that must
always be traversed by the MN when communicating with the
CN. Therefore, when the HA is attacked by an attacker
originating from the FA, the communication path from the MN
to the CN becomes congested with DoS packets sent by the
attacker (based on the topology used). It shows that the average
throughput in normal traffic, when the MN sends TCP packets
to the CN via the HA, is 69.573 Mbit/sec before the DoS attack
and when no other clients are communicating with the CN. The
third column shows that the average throughput decreased from
69.573 Mbit/sec to 35.287 Mbit/sec. At this stage, the HA was
attacked with a DoS attack by the attacker, so part of the
throughput/communication path from the MN to the CN was
filled with DoS packets. The attacker sends SYN request
packets and keeps the HA busy replying with SYN-ACK
packets. At this stage, the DoS attack carried out by the attacker
was successfully blocked by the HA, so the throughput
increased from 35.287 Mbit/sec to 46.4524 Mbit/sec. However,
even though the DoS attack was blocked, traffic could not return
to normal. This is because the attacker continued to send SYN
packets to the HA. The blocking process performed by the HA
only denies communication with the attacker, meaning the HA
does not reply to the request packets but still allows them to
enter the traffic.

The next test is the attacker performs a DoS attack on the
HA by taking data from the MN in the FA while communicating
with the CN. The test results were obtained under conditions
when the MN is in the FA, then the MN sends a TCP packet
using the iperf3 tool to the CN in the MIPv6 network.
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Throughput data is taken 10 times and the average value is
taken. Then the throughput data obtained is compared with 3
traffics, namely normal, DoS attack on the HA and after DoS is
blocked by the HA with the MN connected to the FA. The
average throughput results of the HA test with MN in the FA
can be seen in Fig. 30 which shows changes in the average
throughput value from the HA test process. This indicates an
influence obtained on communication between the MN and the
CN. HA in MIPv6, HA is a node that is always passed by the
MN in communicating with the CN. So when HA is attacked by
an attacker originating from FA, the path taken by MN to CN is
filled with DoS packets sent by the attacker (based on the
topology used).
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Fig. 30. HA Test Throughput With FA Connected MN

Fig. 30 shows that the average throughput in normal traffic,
when the MN sends TCP packets to the CN via the HA, is
64.697 Mbit/sec before a DoS attack and when no other clients
are communicating with the CN. It shows a decrease in average
throughput from 64.697 Mbit/sec to 32.307 Mbit/sec. At this
stage, the HA was attacked using a DoS attack by the attacker,
causing part of the throughput/communication path from the
MN to the CN to be filled with DoS packets. The attacker sends
SYN request packets and keeps the HA busy replying with
SYN-ACK packets. In this case, the DoS attack carried out by
the attacker was successfully blocked by the HA, so the
throughput increased from 32.307 Mbit/sec to 44.242 Mbit/sec.
However, even after blocking the DoS attack, traffic cannot
return to normal. This is because the attacker continues sending
SYN packets to the HA. The HA’s blocking process only denies
communication with the attacker, preventing the HA from
responding to the attacker’s request packets while still allowing
these packets to enter the traffic. It shows that the use of an IDS
system integrated with a firewall can improve Mobile IPv6
traffic in the HA with the MN in the FA. During a DoS attack,
throughput decreased by 50.481%, and after the DoS attack was
blocked, throughput increased again, with a reduction of only
31.61% compared to normal traffic.

2) CPU Utilization Analysis on HA

CPU utilization is one of the parameters measured in this
network testing. It represents the total CPU usage during the
test, including the processing of packets from the MN to the CN.
The test results in Fig. 31 were obtained when the MN sent TCP
packets using the iPerf3 tool to the CN in the MIPv6 network.
Data collection was carried out 10 times, and the average values

were recorded. This test was conducted to determine the
difference in CPU usage on the HA by comparing three
conditions: normal operation without an attack, during a DoS
attack, and after the DoS attack was blocked by the firewall on
the HA. The CPU measurement results in Fig. 31 show that
under normal conditions, when the HA is used only as a
connection medium between the MN and CN during MIPv6
handover, CPU usage on the HA was 6.04%. The test was
conducted by activating the UMIP system for MIPv6. After
UMIP was activated, the MN sent TCP packets to the CN using
the iPerf3 tool, and CPU usage on the HA was then measured.
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Fig. 31. HA Testing CPU Utilization

It shows an increase in CPU usage, from 6.04% to 10.63%.
This increase is due to the large number of requests sent by the
attacker during the DoS attack on the HA, which forces the HA
to respond to the attacker repeatedly. The HA’s reply process to
the attacker increases CPU load and overall utilization.
Furthermore, the fourth column of Fig. 31 shows a decrease in
HA CPU usage from 10.63% to 7.58%. In this case, the DoS
attack was successfully blocked by the HA using the firewall,
so the HA no longer responds to the attacker’s requests. The
remaining CPU usage of 7.58% results from the operation of the
UMIP system for MIPv6 and the continued presence of attacker
requests in the traffic. It shows that using an IDS system
integrated with a firewall can reduce CPU usage on the HA
before and after a DoS attack is blocked. During a DoS attack,
CPU usage increases by 75.88%, while after the DoS attack is
blocked, CPU usage increases by only 25.36%.

3) HA Response Time Analysis

Response time measurements were also performed on the
HA. In this test, response time is defined as the amount of time
required by the IDS system and firewall in the HA to block an
attacker conducting a DoS attack. When the IDS detects a DoS
attack, it generates an alert in the form of a log, which is then
used by the HA firewall to block the attacker’s IP address. Fig.
32 shows that the average time required for the HA to block an
attacker is 1.2 s. This time is measured from the start of the
attack until the attacker is blocked. Variations in HA blocking
time are influenced by the speed of the IDS in processing
incoming attacks. The IDS response time is affected by the
number of incoming data packets—the more packets received,
the longer the IDS response time. Consequently, the time
required to block the attacker increases.
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E. Testing On Mobile Node (MN)

The MN is a crucial node in MIPv6 for the handover process,
which occurs when the MN moves from the HA router to the
FA router. MN testing was conducted to determine the
performance impact on the MIPv6 network. The tests performed
on the MN are the same as those conducted on the CN and HA.
An IDS system integrated with a firewall is installed on the HA
because all traffic from the MN passes through the HA to
communicate with the CN. Testing was carried out by launching
a DoS attack on the MN node.

“ 2 = ATMN dengan MN & FApcapng. - o
@ Yew Go Coptue Ande fuiics Teehons Wrem looh Hep

Fig. 33. Attack on MN

Fig. 33 shows a Wireshark capture when the MN is targeted
by a DoS attack. The attacker continuously sends TCP SYN
packets to the MN in large quantities, according to the capacity
of the PC used. The MN’s IP address is 2001:db8:ffff:100a::3,
and the attacked port is port 80. The packet flow observed when
the attacker targets the MN while positioned in the FA is as
follows.
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Fig. 34. Passing Message Attacker With MN

Fig. 34 illustrates an attack on the MN, similar to attacks on
the CN and HA. The attacker connects through the FA and sends

S. PRAPTODIYONO, et al.

a large number of SYN packets. The attacker’s IP address
remains unchanged and bypasses the HA to reach the MN. The
MN responds with SYN-ACK messages, which keeps the target
busy and consumes its resources.

1) MN Throughput Analysis

Throughput testing was conducted by having the MN send
TCP packets to the CN via the HA and FA. The MN was then
targeted by a DoS attack originating from the FA, and the impact
of this attack on MN throughput was observed.
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Fig. 35. MN Test Throughput With HA Connected MN

Based on Fig. 35 the DoS attack on the MN has a significant
impact on the MIPv6 network. It shows that the average
throughput under normal traffic, when the MN sends TCP
packets to the CN via the HA, is 69.573 Mbit/sec before the
attack. In the third column, the average throughput drops
dramatically from 69.573 Mbit/sec to 6.65011 Mbit/sec. This
decrease occurs because the MN is attacked with DoS, filling
the communication path from the MN to the CN with SYN
packets from the attacker. The attacker continuously sends SYN
request packets, causing the MN to be busy replying with SYN-
ACK packets. Simultaneously, the MN tries to send TCP
packets to the CN, but many packets cannot be sent due to the
MN being occupied with replies to the attacker, resulting in the
drastic throughput reduction. The DoS attack has been
successfully blocked by the HA, raising the throughput from
6.65011 Mbit/sec to 38.6375 Mbit/sec. Although the DoS attack
was blocked, traffic did not return to normal because the
attacker continued sending SYN packets to the MN in large
numbers. The HA’s blocking process only denies
communication with the attacker, so the MN does not respond
to the attacker's requests, but the request packets remain in the
MN’s traffic. It shows that using an IDS system integrated with
a firewall can improve Mobile IPv6 traffic for the MN when it
is connected in HA. During a DoS attack, throughput decreased
by 90.441%, and after the attack was blocked, throughput
increased again, with a decrease of only 44.465%.

The next test involved a DoS attack on the MN while it was
in FA, communicating with the CN. Data was collected 10
times. It was obtained when the MN, connected to FA, sent TCP
packets using the iPerf3 tool to the CN in the MIPv6 network.
This test was conducted to evaluate the impact on MIPv6
network performance by comparing packet delivery under
normal traffic, during a DoS attack on the MN, and after the
DosS attack was blocked by the HA.



DESIGN OF MOBILE IPV6 IDS FOR MITIGATING DOS ATTACKS ON THE CORRESPONDENT NODE, HOME AGENT, AND MOBILE NODE 11

80
~ 70
3
3 60
5 20 A--D
E‘ 40 4 N \&
2 30 ~ X yATON
S0 L —O— Normal I
f_: --0--- Under attack
10 - - - DoS blocked

0

1 3 5 7 9
Number of simulation

Fig. 36. MN Test Throughput With FA Connected MN

The throughput changes observed from the MN testing
process indicate that the attack on the MN has a significant
impact on the MIPv6 network. The MN communicates with the
CN via the same path as the attacker, namely through the FA.
Therefore, the MN is directly targeted by the attacker. The
average throughput under normal traffic, when the MN sends
TCP packets to the CN via HA, is 64.697 Mbit/sec before the
DoS attack. During the attack, the average throughput drops
drastically, from 64.697 Mbit/sec to 0.451 Mbit/sec. The MN
has been attacked using a DoS attack, so that the communication
path from the MN to the CN is flooded with SYN packets from
the attacker. The attacker continuously sends a large number of
SYN request packets, keeping the MN busy replying with SYN-
ACK packets along the same communication path. As a result,
the MN’s communication path is heavily controlled by the
attacker. At the same time, the MN attempts to send TCP
packets to the CN, but because it is too busy responding to the
attacker, many packets fail to reach the CN. This explains the
drastic decrease in throughput during the attack.

After the attack, the DoS attack has been successfully
blocked by the HA. In a MIPv6 network, even when the MN is
connected to the FA, communication with the CN must first pass
through the HA. Therefore, attacks targeting the MN are filtered
by the HA. Consequently, MN throughput increases from 0.451
Mbit/sec to 36.7399 Mbit/sec. Even though the DoS attack is
blocked, traffic does not fully return to normal. This is because
the attacker continues to send SYN packets to the MN in large
numbers. The HA blocking process only denies communication
with the attacker, so the MN does not reply to the attacker’s
requests but still allows the packets to enter the MN traffic. The
use of an IDS system integrated with a firewall significantly
improves Mobile IPv6 traffic for the MN when connected via
FA. During a DoS attack, throughput decreased by 99.30%, and
after the attack was blocked, throughput recovered, showing
a decrease of only 43.21% compared to normal traffic.

2) CPU Utilization Analysis on MN

The data were obtained when the MN sent TCP packets
using the iperf3 tool to the CN on the MIPv6 network. Data
collection was performed 10 times for each sending process.
This test was conducted to determine the differences in CPU
usage on the MN under three conditions: normal operation
without attacks, during a DoS attack, and after the DoS attack
was blocked by the firewall on the HA.
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Fig. 37. CPU Utilization MN Testing

Fig. 37 shows that under normal conditions, when the MN is
only used as a connection medium between the MN and CN
during MIPv6 handover, CPU usage on the MN is 12.73%.
Testing was performed by activating the umip system for
MIPv6. After umip was activated, the MN sent TCP packets to
the CN using the iperf3 tool, and CPU usage on the MN was
measured. It shows an increase in CPU usage, from 12.73% to
16.02%. This increase is due to the large number of requests sent
by the attacker during the DoS attack on the MN, causing the
MN to respond to the attacker in large numbers. The MN’s reply
process increases CPU load and overall CPU usage.
Furthermore, the fourth column shows a decrease in MN CPU
usage from 16.02% to 13.75%. In this case, the DoS attack
carried out by the attacker was blocked by the HA using the HA
firewall. Since all incoming and outgoing traffic to the MN in
MIPv6 passes through the HA, blocking at the HA reduces the
load on the MN. The remaining 13.75% CPU usage results from
activating the umip system, sending packets to the CN, and
handling legitimate requests from the attacker. Using an IDS
system integrated with a firewall can reduce CPU usage on the
network both before and after a DoS attack is blocked. CPU
usage during a DoS attack increases by 25.87%, while CPU
usage after the DoS attack is blocked increases by only 8.01%.

The firewall integrated with the IDS is not installed on the
MN but on the HA. In the MIPv6 system, the MN always
communicates with the CN through the HA, whether the MN is
in the HA or in the FA. All traffic entering and leaving the MN
is visible to the HA, including DoS attacks directed at the MN.
Therefore, the HA interrupts the attacker’s DoS traffic on the
MN when the IDS system is active. The response time measured
in this test remains the same, as the IDS installed on the HA
effectively protects both the HA and MN from DoS attacks.

IV. CONCLUSION

This research demonstrated that the implementation of an
Intrusion Detection System (IDS) integrated with a firewall is
an effective approach to mitigating Denial of Service (DoS)
attacks in Mobile IPv6 networks. The system was tested across
three critical nodes—Correspondent Node (CN), Home Agent
(HA), and Mobile Node (MN)—under both Home Agent (HA)
and Foreign Agent (FA) scenarios. The experimental results
show that the IDS is capable of detecting DoS attacks by
identifying the attacker’s IP address and timestamp. More
importantly, when integrated with a firewall, the IDS not only
detects but also blocks the malicious traffic in real time, thereby
preventing further network degradation. At the CN, throughput
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degradation was reduced from 32.524% to 12.226% when the
MN was in HA, and from 35.36% to 23.36% when in FA. CPU
utilization overhead decreased drastically, from 60.79% to
1.31%, with an average block time of 0.9 seconds. At the HA,
throughput decline was reduced from 49.25% to 33.23% (HA
scenario) and from 50.48% to 31.61% (FA scenario), with CPU
usage overhead reduced from 75.88% to 25.36% and a block
time of 1.2 seconds. Finally, at the MN, throughput degradation
decreased from 90.44% to 44.465% (HA scenario) and from
99.30% to 43.21% (FA scenario), while CPU utilization
increased by only 8.01% compared to 25.87% under attack.
Overall, these results confirm that integrating IDS with
a firewall can significantly enhance MIPV6 resilience against
DoS attacks by minimizing throughput loss, reducing CPU
overhead, and enabling rapid blocking responses. This approach
ensures better Quality of Service (QoS) and Quality of
Experience (QoE) for mobile users, making it a promising
solution for securing future IPv6-based mobile networks.
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